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1. KISTI GSDC Overview

Government-funded Datacenter
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KISTI

Map of South Korea

Government-funded institute on
FrOm 1962 Daejeon

National Supercomputing Center > |
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30 Government Research Institute
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BRI FAT AARE 12302 27-5
TEL 0428658800 FAX 042.865.8819
www.innopolis.or.kr




GSDC

CMS
Government-funded project wu:e Be,,e -
From 2009 ALICE lRENO B international
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Datacenter for data-intensive
fundamental research

16 staffs

Promote Korean fundamental
research through our Datacenter
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2. Tier-1 Operations

3.68 million jobs during last 6 months
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Computing Jobs

ALICE Tier-1

Total CPU hours for ALICE jobs

KISTI Tier-1 has been providing e
reliable and stable service ST, 3.1% | o

CERN: 41.97%

Max 3,488 concurrent jobs
(84 nodes x 32 cores, 10.5 HS06/core)
(20 nodes x 40 cores, 11.4 HS06/core)

- 3 8 kH SO 6 Czech Republic: 1.26%
reece: 0.
@ Austria @ Brasil @ CERN @ Czech Republic ® Germany @ Greece @ HLT @ Hungary @ IN2P3 @ India @ Indonesia @ INFN
@ Japan @ Mexico @ Nordic Countries © Pakistan @ Poland @ RDIG @ Republic of Korea ® Romania @ Slovakia ® South Africa
Meet the pledge Of 201 7 (>36kH506) ® Spain @ Thailand @ The Netherlands @ UK @ Ukraine @ US
Active jobs in KISTI_GSDC
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More than 3.68 million jobs during last 6 months




Storage(

B 1500TB (Disk) -> 3000TB(in October)

XRootD based Data Handling
(1 redirector + 10 storage nodes)

Disk)

mmmm Tape

N 1,359 TB used (94%)

2,271 TB used (75%)

*+ Write test failed while 98% disk usage (correction requested to CERh"‘

>

+ Disk read/write test filed by catalog error
*  99.7 % tape read/writesavailability

006555656808 0000000000088000RTTF
R 0#9000500000000000 ... AOGORL ... SO0
\ ] /
\ | \ ‘
) | *+«" | Storage status for last 6 months -
4 | . H
g 1431PB o t®® 0000000004 I' [goeeeee .‘“...“m“m“uo..“‘ 000000084 I.Mwmﬂmmnﬂow."“.
) 1
D 976678 - \
a
488.3TB -
L3
< April 2017 Oct 2017 >
0B
Disk storage elements
KISTI
AliEn SE Catalogue Storage-provided information Functional tests Last day tests Demotion
SE Name AliEn name Size Used Free Usage . of files Type Size Used Free Usage Version EOS Version add get Last OK test Successful Failed factor
1. KISTI_GSDC - SE2  ALICE::KISTI_GSDC::SE2 1.446 PB  1.359 PB  88.82(B 9488 31,145,909 FILE 1.446PB 1.412PB 35.15 T5 |FIGE08 Xrootd v4:3.:0 T 27.09.2017 10:11 A o g
Total 1.446 PB 1.359 PB 88.82 33,145,909 1.446 PB 1.412PB 35.15TB
~ - :
Disk Usage 94%
AliEn SEs availability for writing %’xo_ AliEn SEs availability for reading %0_
KISTI_GSDC::SE2 § KISTI_GSDC::SE2 g (o) d (o)
3 3
Aer May Jun J Ao e 2 Apr May Jun Jul Aug Sep s
2017 g 2017 = . . . . .
Colormap [l 0 - 80% | 80— 90% 90 — 95% 95 — 98% 98 - 100% M 100% - Colormap [l 0 — 80% 1 80 - 90% 90 - 95% 95 — 98% I 98 — 100% M 100% : Avallablllty In readlng
— . and writing for last 6
Data Individual results of writing tests Overall Data of g tests
tink name Starts Ends Successful Failed Success Availability Liskioans Starts Ends Successful Failed Success ffatio Availability m o nth S
KISTI_GSDC::SE2 29 Mar 2017 10:17 27 Sep 2017 10:11 2101 108 95.1 Qs.m“ KISTI_GSDC::SE2 29 Mar 2017 10:17 27 Sep 2017 10:11 2155 55 97051% W
KISTL GSDC: :TAPE 29 Mar 2017 10:17 27 Sep 2017 10:11 2200 5 99.73: INSSISN KISTI_GSDC::TAPE 29 Mar 2017 10:18 27 Sep 2017 10:11 2198 9 99 \o% [111198160%




Storage(Tape)

M 3000TB (Tape)

2,271TB ALICE Raw Data Stored o =
~1,911TB RUN2 Data Transferred
799 Tapes (4TB each) &2
8 Tape Drivers with 2GB/s Throughput o U S o
Tape Pool (XRootD) _— - - - ——— L:d
Service Servers | 9 %m 2, % %‘-’;’! % ‘ﬁ;l%, %’! ‘ﬁ;.*;é, % )
Cache Pool 600TB s ~
XRootD(400TB)+GPFS(200TB) = NN — ¥
SAMN Storage [E0OTE) a - ’ﬁ
Tape tor XRootD and GPFS “N“:’f:"?::—tij:; ) ) Virjrn\f':ﬂf\' 210Gk SW
3PB w - f N “~T
=| [ 3 . @ A @ a4 &
GPFS/TSM Server TEM Qlent TEM Qlent TEM Qlent Tsl;lﬁm TEM Qlent TEM Qlent TEM Qlent TEM Qlent
(XRootD — Tape)
Tape storage elements
KISTI l“
AliEn SE Catalogue statistics Storage-provided infol tion Functional tests Last day tests Demotion
SE Name AliEn name Size Used Free Usage No. of files Type | Size Used Free Usage |Version EOS Version add get Last OK test Successful Failed factor
1. KISTI_GSDC - TAPE ALICE::KISTI_GSDC::TAPE 387.2TB 2.271pB - |JSBBMIB 1.887,691 FILE| 384.6TB 353.7 T8 [S0IINTE 91.96% ] 27.09.2017 10:11 54 o e
Total 387.2TB 2.271PB 0 1,887,691 384.6 TB 353.7 TB 30.91 TB

Using Disk-based Cache to speed up

the read/write from tape system



3. GSDC System & Plan

CentOS 7, Katello, OpenSCAP




OpenSCAP with Foreman

Foreman 1.15 with Katello 3.4
CentOS 7

‘ FOREMAN

Any Context v Monitor v

Content v

Containers v Hosts v Configure v

Infrastructure v

L [ Adminuser v

Administer v

Compliance Reports

Filter ... Q Search Delete reports
B Host Reported At Policy Openscap Proxy
- ® katello.sdfarm.kr 1 day ago CentOS Linux 7 Server default policy katello.sdfarm.kr m E H Delete | v
-~ ® capsule02.sdfarm.kr 1 day ago CentOS Linux 7 Server default policy katello.sdfarm.kr m m H Delete | v
"] | ® capsule01.sdfarm.kr 1 day ago CentOS Linux 7 Server default policy katello.sdfarm.kr [ 145 | E B Delete | v
B ® puppetdb.sdfarm.kr 1 day ago CentOS Linux 7 Server default policy katello.sdfarm.kr m n H Delete | v
- ® katello.sdfarm.kr 9 days ago CentOS Linux 7 Server default policy katello.sdfarm.kr m E n Delete | v
B ® capsule02.sdfarm.kr 9 days ago CentOS Linux 7 Server default policy katello.sdfarm.kr m H n Delete | v
- ® capsule01.sdfarm.kr 9 days ago CentOS Linux 7 Server default policy katello.sdfarm.kr m H H Delete | v
- ® puppetdb.sdfarm.kr 9 days ago CentOS Linux 7 Server default policy katello.sdfarm.kr m m H Delete | v
- ® katello.sdfarm.kr 12 days ago CentOS Linux 7 Server default policy katello.sdfarm.kr m E H Delete | v
-~ @® katello.sdfarm.kr 12 days ago CentOS Linux 7 Server default policy katello.sdfarm.kr m E H Delete | v
") | ®katello.sdfarm.kr 12 days ago CentOS Linux 7 Server default policy katello.sdfarm.kr E [ 18 | 1 ] Delete | v
® capsule02.sdfarm.kr 12 days ago CentOS Linux 7 Server default policy katello.sdfarm.kr n Delete | v
® capsule01.sdfarm.kr 12 days ago CentOS Linux 7 Server default policy katello.sdfarm.kr n Delete | v
@® puppetdb.sdfarm.kr 12 days ago CentOS Linux 7 Server default policy katello.sdfarm.kr n Delete | v
® capsule01.sdfarm.kr 12 days ago CentOS Linux 7 Server default policy katello.sdfarm.kr m n Delete | v
® katello.sdfarm.kr 12 days ago CentOS Linux 7 Server default policy katello.sdfarm.kr m m n Delete | v
® capsule02.sdfarm.kr 12 days ago CentOS Linux 7 Server default policy katello.sdfarm.kr H n Delete | v
® puppetdb.sdfarm.kr 12 days ago CentOS Linux 7 Server default policy katello.sdfarm.kr E 1 ] Delete | v

Displaying all 18 entries
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OpenSCAP with Foreman

Based on remediation shell script at the OpenSCAP Evaluation Report
CentOS 7

B R e R a2

## NIST 800-53 Requirements ##

R G e R 2

# 2.6.2.4.1 Records Events that Modify Date and Time Information

echo "-a always,exit -F arch=b32 -S adjtimex -S settimeofday -S stime -k time-change" >> /etc/audit/rules.d/time_modification.rules
echo "-a always,exit -F arch=b64 -S adjtimex -S settimeofday -k time-change"” >> /etc/audit/rules.d/time_modification.rules

echo "-a always,exit -F arch=b32 -S clock_settime -F a@=0x0 -k time-change" >> /etc/audit/rules.d/time_modification.rules

echo "-a always,exit -F arch=b64 -S clock_settime -F a@=0x0 -k time-change" >> /etc/audit/rules.d/time_modification.rules

echo "-w /etc/localtime -p wa -k time-change" >> /etc/audit/rules.d/time_modification.rules

# 2.6.2.4.2 Record Events that Modify User/Group Information

echo "-w /etc/group -p wa -k identity" >> /etc/audit/rules.d/usergroup_modification.rules

echo "-w /etc/passwd -p wa -k identity" >> /etc/audit/rules.d/usergroup_modification.rules

echo "-w /etc/gshadow -p wa -k identity" >> /etc/audit/rules.d/usergroup_modification.rules

echo "-w /etc/shadow -p wa -k identity" >> /etc/audit/rules.d/usergroup_modification.rules

echo "-w /etc/security/opasswd -p wa -k identity" >> /etc/audit/rules.d/usergroup_modification.rules

# 2.6.2.4.3 Record Events that Modify the System's Network Environment

echo "-a always,exit -F arch=b32 -S sethostname -S setdomainname -k network_modification” >> /etc/audit/rules.d/networkconfig_modificat
echo "-a always,exit -F arch=b64 -S sethostname -S setdomainname -k network_modification” >> /etc/audit/rules.d/networkconfig_modificat
echo "-w /etc/issue -p wa -k network_modification" >> /etc/audit/rules.d/networkconfig_modification.rules

echo "-w /etc/issue.net -p wa -k network_modification" >> /etc/audit/rules.d/networkconfig_modification.rules




o
OpenSCAP with Foreman

DISA STIG for CentOS Linux 7

* Anaconda post script for the DISA STIG for CentOS Linux 7 OpenScap Profile

Compliance and Scoring

The target system did not satisfy the conditions of 52 rules! Please review rule results and consider applying remediation.

Rule results

144 passed 52 failed 3
Severity of failed rules
7 low 37 medium 8 high
Score
Scoring system Score Maximum Percent
urn:xcedf:scoring:default 78.593338 100.000000

* Tailoring required

v Federal Information Processing Standard (FIPS) €4

Enable FIPS Mode in GRUB2 medium




o
OpenSCAP with Foreman

* Role for the Katello System installation

* on Smart Proxy
* Install theforeman-foreman_scap_client puppet module
* Import foreman_scap_client puppet module
* on Katello Server
* Refresh smart proxy features
* Create default SCAP content
* Create default policy
* Set OpenSCAP Proxy on default hostgroup
* Set OpenSCAP Proxy on registered hosts

* Crete job for running puppet on registered hosts
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