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About “Computer Security”
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We ARE target.
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How insane is “insane”?
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Pass…what?
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Our life around cash & credentials
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Underground Economy Value

http://securityresponse.symantec.com/en/ca/threatreport/topic.jsp?id=fraud_activit

y_trends&aid=underground_economy_servers

http://dendory.net/screenshots/malinterview2.jpg


CERN Computer Security: Abuse, Blunder & Fun

Dr. Stefan.Lueders@cern.ch

EASITRAIN Lectures, March 5th 2018
The credentials to the credentials
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Bad Phishing. Good! (2014, 2016)
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Consequence: Mobbing (2015)
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Consequence: WannaCry (2017)
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Targeted and persevere…
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…to hit hard: An APT into CERN
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A “Clicking” Campaign (1)
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Clicking Campaign: Responses
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A “Clicking” Campaign (3)
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Any professional duties, here?
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CERNtorrent…
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Level 2: Image Copyrights
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License Violation
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Out-House and Boom (2014)
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A damn close “Near Miss” (2011)
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A damn close “Near Miss” (2011)
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More wrong, no?
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WhiteHat Challenge (2017)



CERN Computer Security: Abuse, Blunder & Fun

Dr. Stefan.Lueders@cern.ch

EASITRAIN Lectures, March 5th 2018
Easy blunder, reloaded (2009)



CERN Computer Security: Abuse, Blunder & Fun

Dr. Stefan.Lueders@cern.ch

EASITRAIN Lectures, March 5th 2018
They‘re back (2012)
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What YOU can do…

white-hats@cern.ch
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