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InCommon Adoption of R&S + Sirtfi

02 e < [Em]

InConmon.

FEDERATION

Federation Info: About Organizations Entities

Federation Info: Entities

incommaon.org/federationfinfo/all-entities
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‘ 1dPs (487) | SPs (3984)

A. T. Still University

Adventist University of Health Sciences
Allan Hancock Joint Community College District
Allegheny College

American University

American University of Beirut
American University of Sharjah

Ames Laboratory

Ambherst College

Andrew W. Mellon Foundation, The
Appalachian State University

Argonne National Laboratory

Arizona State University

Athena Institute - AD (CI)

Auburn University

Augsburg College

Augusta University

Azusa Pacific University
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FEDERATION
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InCommon
Certified
Identity

InCommon Entity

Categories

Entity Category # of SPs  # of 1dPs
hide-from-discovery o 39
research-and-scholarship 74 54
research-and-scholarship o 83

Providers
Certification # of IdPs
sirtfi 1
bronze 5

InCommon LLC

http://incommaon.org/

incommon.org/federation/info/all-idps-certifie i o e

BETA

The following IdPs are certified under the InCommon Assurance Program:

Identity Provider Name Certification
Ohio State University sirtfi
University of Chicago sirtfi
University of Maryland Baltimore Count: bronze
Northwestern University sirtfi
Virginia Polytechnic Institute and State University bronze
University of Illinois at Urbana-Champaign sirtfi
Massachusetts Institute of Technolog sirtfi
University of Nebraska-Lincoln sirtfi
Fermi National Accelerator Laboratory sirtfi
Southern Methodist University sirtfi
Harvard University bronze
University of Mebraska Medical Center bronze
The George Washington University bronze
Temple University sirtfi
XSEDE sirtfi

National Center for Supercomputing Applications sirtfi

Questions? Visit our FAQ or contact
<info@incommeon.org>




New |dPs open to all researchers: NCSA, XSEDE
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- NCSA Web Authentication -

Log in to ClLogon
CSA Usamane c, l o go n
. NCSA Kerberas Password
* C P Login ClLogon facilitates secure access to Cyberinfrastructure
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Al rights reserved. ©2016 Board of Trustees of the University of lllinois.

*




ECP + MFA
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ECP in use

e XSEDE's Global Federated File System (GFFS) - Genesis |l software
o https://portal.xsede.org/software/gffs

e LIGOQO's ligo-proxy-init / ecp-cookie-init
o 250+ active users

e Fermilab's cigetcert

o 300+ active users
o https://github.com/fermitools/cigetcert

[ NN 72 jpasney — -bash — 60x6

0Z:~ jbasney$ ligo-proxy-init jim.basney®ligo.org
Your identity: jim.basney®LIGO0.0RG

Enter pass phrase for this identity:

Creabing DIOKY ..o s e s s s s s wsi s v s

Your proxy is valid until; Sep 29 @3:41:31 2017 GMT
oZ:~ jbasney$



Globus Toolkit (GSI, X.509, GSSAPI) retirement

& www.globus.org/blog/support-open-source-globus-toolkit-ends
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globus news

We are announcing that, starting in January 2018, the Globus team at the University of
Chicago will ne longer support the open source Globus Toolkit, except for its use with the
Globus cloud service by Globus subscribers. By the end of 2018, all endpoints connected to

Email Address

the Globus cloud service using the open source Globus Toolkit GridFTP server must migrate Full Name
to Globus Connect. At the end of 2018, we will discontinue all maintenance (including

security patches) and distribution of the open source Globus Toolkit. Endpeints using Globus w
Connect Server or Globus Connect Personal will be unaffected, as long as they continue to

perform routine software updates.

Please note that the Globus cloud service and Globus Connect are unaffected by this
change, and continue to grow, supported by our sustainability model. BLOG CONTRIBUTORS

Please read the complete announcement and answers to frequently asked questicns here. As

always, we welcome your questions and feedback; you may contact us at Bryce Allen (1)
support@globus.org. Rachana Ananthakrishnan (6)
Ruth Aydt (1)
OLDER NEWER Lisa Childers (1)
First year of Globus Auth, by the numbers Support for Globus Nexus authentication Paul Dave (7)

discontinued lan Foster (5)




& dspace-cris.dscience. i
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DSpace cris

DSpace-CRIS consists of a data model describing
objects of interest to Research and Development and a
3 set of tools to manage the data. Standard DSpace is
Slgn In used to deal with publications and data sets, whereas
DSpace-CRIS involves other CRIS entities: Researcher
Pages, Projects, Organization Units and Second Level
Dynamic Objects (single entities specialized by a profile,
such as Journal, Prize, Event etc; because any profile

Sign in with your Universily or can define its own set of properties and nested objects)
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& www.overleaf.com/user:

& auth.globus.org/p/login?

Password:

Openbare Bibliotheek
Opole University
|ORCID

|Oregen Health & Scie

SIGN UP

Use your ORCID or create a new one

Search: ORCID provides a persistent digital identifier that distinguishes you
from every other researcher and, through integration in key research
Rememb ‘workflows such as manuscript and grant submission, supports

‘automated linkages between you and your professional activities
‘ensuring that your work is recognized.

Glick on the ORGID logo to signin with your existent record or create a
new one.

e0e < i clowder.ncsa.illinois.edu th a | »

. Log in to your account
Use your existing organiz{&e o ; Don't have an account? Signup

ORCID Login

.g., university, national lab, facility, prof§

Login )
~For questiof — Open Science Framework

Use your existing account on one of the following networks to log in.

n 3 Didn't find your organization? Then use Globus ID fo sign in. (What's this SIGN IN

Sign in with your OSF Account to continue

Or login using an email and password. —
Email .
i - or

Password

or SIGN IN WITH GOOGLE Password

m G Sign in with Google Sign in with ORCID ID SIGN IN WITH TWITTER “

Forgot password?
Stay Signed In Forgot Your Password?

. SIGN IN WITH ORCID

Don't have an account? Sign up. Sign in with ORCID

@ IEEE 5IGN INWITH IEEE

Login through Your Institution  Back to OSE
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[ ] Navigation
Welcome oipc
Frequently Asked Questions
News ClLegon provides a standards-compliant OpenlD Cennect (OAuth 2.0) interface to federated authentication for cyberinfrastructure (CI).
Documents
ClLogon 2.0 The ClLogon project participates in the REFEDS OpeniD Connect for Research and Education Working Group (QIDCre) for
&l
e establishing OIDC interoperability profiles.
MediaWiki : . .
i o @ XSEDE Client Reaistration
= = Cllogo] ® @ ® | < m developer.agaveapi.cof7shellfauthorization-cods 2 e
ClLogo!
How To Guides ~ Support ~ Federat \V/
Using g &A
Add Idé] q Ve Authorization Code
Qutagef
Higher The method is suitable for long-running applications in which the user logs in once and the access token can be refreshed.
OAuth | Q Since the token exchange involves sending your secret key, this should happen on a secure location, like a backend
_— - - service, not from a client like a browser or mobile apps. This flow is described in RFC-6749. This flow is also the
S Ll = & soitokons.org > M T | authorization flow used in our REST API Tutorial.

Globus Auth Specification

Table of Contents
1. Introduction
2. Overview (Relative to OAuth2 and OpenlD Connect)

3. Identities

3.1. Accounts

3.2. Using Identities

3.3. Effective Identity
34. Suggested Identity
3.5. Identity Usernames

4. |dentity Providers

4.1. Registration with Globus Auth
4.2. ldentity Provider Namespaces
4.3. |dentity and Account Provisioning
4.4, Supported Identity Providers
44.1. Globus |D (Globus legacy usernames)
44.2. OpenlD Connect
44.3. Google
444 SAML

4.4.5. Email Addresses

View on GitHub @

SciTokens

Federated Authorization Ecosystem for Distributed
Scientific Computing

Overview

The SciTokens project aims to build a federated ecosystem for authorization on distributed
scientific computing infrastructures.

We believe that distributed, scientific computing community has unique authorization needs
that can be met by utilizing common web technologies, such as OAuth 2.0 and JSON Web
Tokens (JWT). The SciTokens team, a collaboration between technology providers and domain
scientists, is working to build and demonstrate a new authorization approach at scale.

In distributed computing, a natural unit of organization is the “virtual organization” (VO),
typically a group or community representing a scient domain or experiment that might span
several physical institutions (such as a university of lab). The VO has its own mechanisms to
determine membership and access policies for resources it owns. SciTokens aims to provide an
infrastructure that allows the VO to issue bearer tokens that focus on the capabilities the bearer
should have within the VO's namespace, as opposed to the identity of the bearer. This frees
resource providers from needing to duplicate VO authorization policies based on identity
mapping.

Application Agave Agave REST User
Authorization APIs
Service

Displays scopes & 2
prompts user to  =———————————————————P>|
login (if needed)

Request 1
authorization to

client_id,
access user data response_tyl|

Logs in, authorizes
access

redirect_uri,
state, scope 3

code, state

Uses access 4
token in Returns access
requests to client_id, and refresh tokens
CES WS client_secret,,

grant_type,
code,
redirect_uri
recl 5
‘access_token) (oken_type,
expires_in, state 6
Uses access token access_token i
in requests to -
REST APIs
{JSON object)
|
7
Request Returns access
refreshed  Eomm ke
access token  [hlid foken
client_secret,

grant_type,
refresh_token

‘access_token

1. Your application requests authorization

A typical request will look something like this

b




CTSC IAM consulting

e Applications due Oct 2 for
engagements starting Jan 2018
https://trustedci.org/application/

e Prior CTSC IAM engagements:
DataONE, IBEIS, LIGO, SciGaP
https://trustedci.org/iam/

e Contact:
ask@trustedci.org

=
oy

& trustedci.orgfiam/

Identity and Access Management

Identity and Access Management {IAM) is a key component of the cyberinfrastructure security program and therefore is one
of the areas where CTSC ean provide help to NSF Cl projects. Please contact us!

CENTER FOR TRUSTWORTHY
SCIENTIFIC CYBERINFRASTRUCTURE
The NSF Cybersecurity Center of Excellence

Available IAM resources include:

e CTSC's Guide to Developing Cybersecurity Programs for NSF Science and Engineering Projects (which contains an IAM
section)
Home e CTSC Blog posts {search for the iam label), including Identity Management Best Practices: A CTSC Blog Series
® CTSC Federated |dentity Discussion List
About CTSC + )
e CTSC Training: Streamlining Collaboration with InCommon and Identity Federations
Getting Halp From CTSC  CTSC Engagements: IAM-focused engagements to-date include AARC, DataONE, BEIS, LIGO, and SciGaP
& CTSC Partners: CTSC works with the EU Authentication and Authorisation for Research and Collaboration project on
Engaged Communities enabling use of identity federations for international research collaborations
* The EU Authentication and Authorisation for Research and Cellaboration project's Blueprint Architecture documents
Engagement Application P - £ 5
guidelines and best practices on many topics on access management solutions for international research
Community Resources " collaborations.
& The Department of Energy-funded Extreme-Scale Identity Management (XSIM) project published a number of papers
CTSC Email Lists exploring the distribution of identity and access management in the context of virtual organizations.
« NSRC Federated Identity Management training materials

NSF ClI Cybersecurity

Resources CTSC encourages adoption of the InCommon Research and Scholarship (R&S) program for federated authentication to

cyberinfrastructure. View the growing list of identity providers and service providers that have adopted the R&S program.
Guide

The InCommon Research Participants mailing list provides a forum for discussing InCommon's support for
Identity And Access cyberinfrastructure.
Managsment

Software Assurance




New Collaborations .
Leveraging Ao
Federated Identity

Radio telescope

Telescope in Australia

~ 400 users

HUMANITIES
COMME@NS

www.hcom mons.org

e From office of scholarly communication at MLA

e Development funded by Andrew W. Mellon Foundation

e  Serve needs of humanists as they engage in teaching and
research that benefit the larger community

e Open-access, open-source, non-profit

e 10,000+ users

iMurchison Wrdefleld Array

SKA Low Frequency Precursor

US, Australia, Japan, Canada, ...

Open Storage Research Infrastructure

Pilot project funded by NSF
Software-defined storage infrastructure
Provide distributed, multi-institutional storage
infrastructure
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Jim Basney <jbasney@ncsa.illinois.edu>
Scott Koranda <skoranda@sphericalcowgroup.com>



