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Check-in
in a nutshell

Identity and Access
Management solution
that makes it easy to

secure access to services
and resources

Components

* |dP/SP Proxy

e User enrolment & group
management

e |dP Discovery
e Token Translation

Documentation

e Usage guide
e |[ntegration guides

e https://wiki.egi.eu/wiki/AAl
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What benefits does Check-in bring? AARC

Single sign-on to services through eduGAIN, social media and other institutional or community-
managed identity providers

Only one account needed for federated access to multiple heterogeneous (web and non-web)
service providers using different technologies (SAML, OpenlID Connect, OAuth 2.0, X509)

|dentity linking enables access to resources using different login credentials (institutional/social)

Assurance information associated to each authenticated identity

Aggregation and harmonisation of authorisation information (VOs/groups, roles, assurance)
from multiple sources

(@ARC https://aarc-project.eu



High-level architecture

(=)

- SAML
- OpenlD Connect

VO Portal "

:OpenlD Connect

:OpenlD Connect

+ SAML Attribute

] eduGAIN
OBIGTF

AP|EU|TAG

- 0IbC
« OAuth?
« OpenliD

e Implementation of the AARC blueprint
architecture

e Registered in eduGAIN as an SP complying
with REFEDS Research & Scholarship and
Sirtfi

e All community SPs can have one statically

configured IdP

e No need to run an IdP Discovery Service on
each community SP

e Connected SPs get consistent/harmonised
user identifiers and accompanying attribute
sets from different IdPs/AAs that can be
interpreted in a uniform way for
authorisation purposes
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User enrolment & group management with Comanage Registry

¢ Ability to create enrolment flows
specific to a community's
requirements

e Support for oganising users in
hierarchical COUs/groups

e Ability to associate certificate and ssh
key information to researcher's
federated identity

e Ability to enrich researcher’s identity
with community-specific attributes

e Direct (de)provisioning of information
into an LDAP directory (spoiler alert:
and VOMS!)

_ BT £ _

& - C @

(@ @ https://aai-dev.egi.eu/registry/co_peti B @ ﬁ'| Q, search I @ = =

My Community

-
. Home > My Community > Sign Up

# Sign Up

EGIID

Name*
Your full name

Complete the sign-up form by entering all the required fields

e,

Enrollment Flow
./ Start

= Collect Petitioner
Attributes

Request Email Address
Confirmation

Wait For Confirmation

Q 2 "\ ~ JaneDoe & ~
Confirm Email Address
Record Identifier

Jane Process Confirmation

Finalize

Dot Provision & Manage Groups

Action
Active

s
Member  Owner

CO:COU:AMB:members:active AMB Active Members Closed Active + Member  Owner

CO:COU:AMB:members:all AMB Members Closed Active < Member  Owner
CO:COU:sponsors:admins sponsors Administrators Closed Active Member  Owner
CO:COU:sponsors:members:active sponsors Active Members Closed Active Member Owner
CO:COU:sponsors:members:all sponsors Members Closed Active Member  Owner
CO:COU:test- i 15 test-sso-confluence Administrators Closed Active Member  Owner
CO:COU:test-sso-confluence:members:active test-sso-confluence Active Members. Closed Active Member  Owner
CO:COU:test-sso-confluence:members:all test-sso-confluence Members Closed Active Member  Owner

(@ARC https://aarc-project.eu
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Authorisation AARC

e Supports authorisation decisions based on the combination of different types
of information:
* identity attributes asserted by the IdP of the user’s home organisation;

* VO/group membership and role information aggregated from one or more community-
managed attribute authorities;

* assurance information associated with the authenticated identity

* Provides two types of attributes/claims that can be used by SPs to control
access to resources:
* Entitlements expressing:
* rights/capabilities of the user to access specific services/resources

* VO/group membership and role information in support of group- and/or role-based
access control by SPs

* Attributes carrying assurance information can be used by SPs to decide how much to trust
the assertions made by Check-in and its attribute sources

(@A RC https://aarc-project.eu 6
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AARC

Group membership and role information

Use of URN-formatted entitlement values based on AARC guidelines:

urn:mace:egi.eu:group:<group>[:<subgroup>*][:role=<role>]#<group-authority>

* <group> is the name of a VO, research collaboration or a top level arbitrary group; unique
within a given <namespace>

* optional list of <subgroup> components represents the hierarchy of subgroups in the
<group>

 optional <role> component indicates particular position of the user; scoped to the rightmost
(sub)group

» <group-authority> indicates the authoritative source for the group membership and role
information

(@ARC https://aarc-project.eu
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Non-web use cases & delegated access via OpenlID Connect/OAuth 2.0 AARC

_ i EG! A OpenlD Connect Provic X _

6.‘ = ¢ @ (@ @ https://aai-dev.egi.eu/oidc/manage/admin/c aes o ‘O\ Search mw @o = =

EERTeC

e Friendly Ul for managing/testing OpenlID Tote e [ fcoses | Ooinias Tohua  Copio Ot

Connect/OAuth 2.0 clients e -
* Provides overview of OpenlD Connect/Oauth = o
2.0 services authorised to access their identity =

e Allows users to see the specific permissions
(e.g. read email, offline access, etc.) granted

refeds_edu

OAuth scopes this client is allowed to request

to eaCh SerVice Grant Types @ authorization code
e Enables users to manage access/refresh

client credentials

tokens associated with each service: o Lameo
= Revoke access for individual tokens or . ::'::jf::m
service as a whole =
e aassss el ke i 0 sae e e tetaer
for federated access to CLI tools/APIs 1.: T e S SR ARSS

o MUltlpath delegation via OAuth 2.0 Token - DemoOIDC 5P based on mod.auh.openide

Exchange (*) BEE) owre

. . ifs.  EGIFedCloud
------- The EGI Federated Cloud is a laaStype cloud, made of acad te clouds and virtualised resources and
] Su ppo rt for atten uatlon Of rlghts/sco pes ecai bujmmu:deo(:e:s‘;:a:sa aaS-type cloud, made of academic private clouds and virtualised resources ant

¥ More info

(@ARC https://aarc-project.eu



WLCG AAI Pilot /AARC
Status

SimpleSAMLphp | Select your iden! X Sac|al 509 CERN
PN © @ httpsjwicg.sai-dev.egi.eu/prory/module.s v @ ¢ | Q searcn n o= = Login . SSO IdP e-groups
WLCG
Choose your academic/social account
a
Google
A, T, Stil University ' h
sl Home P . Integration with existin
:\F@\‘Ezquranulequn On Service VOMS PTOVISIOHIHQ reqUIrEd . SOSI’CE of informatigng
A for legacy services WLCG AAl . ......... e

(identity vetting)

Aalto University
Aarhus School of Marine and Technical Engineering - com pO nents

o ——
Membership
. YOS Tokle? Management &  |«#—|
Zrans ation Credential Store CERN HR DB
QAARC T  {WCOmanage.
HP : WLCG Web WLCG Grid . .
VOMS provisioning el Faiiedy CERN HR DB integration
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Filling in the missing pieces AARC
VOMS Provisioning: RCauth plugin

Challenge: Associate subject DN of certificate issued by RCauth to user profile

&« C ® ® & https://snf-820898.vm.okeanos.grnet e @ ¢ | Q search N o »

Q 54~ NicolasLiampotis & ¥

EGI User Community eei

®
= People Home > EGI User Community > Organisational Identity Sources > RCAuth Sources > Configure

 Solution: RCauth DN Ilnklng plugln for 2% Groups < Edit RCAUTH Organizational Identity
Comanage Sauce

E Jobs RCAUTH Redirect URI https://snf-820898.vm.okeanos.grnet.gr/registry/rcauth_source/rcau

* Implemented as COmanage Organisational | - Cren -

Client ID obtained from registering ~ Myproxy:0ad4mp,2012:/client_id/1f6f65497fe73ceb7bc2c49fa16ecalb

I d e ntity SO u rce 'ﬁ._. Collaborations with the RCAUTH Public ID

Client Secret *
Client Secret obtained from

* Integrated aS an OIDC Client to the registering with the RCAUTH Public top|»secret

2}

M d St er P (0) rt d I DN e JO=EGI/OU=AAL-Pilot/CN=EGI Simple Demo CA

The issuer of the DN certificate

* denotes required field

Copyright © 2015-2018 EGL.eu | Powered by } COma nage.
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Filling in the missing pieces
VOMS Provisioning: RCauth plugin

ARC

u EGI Account Registry (DEVEL

~ o O e © @ hitps:ysnf-820888.mM.0KBAN0S.G' we @ Q searcs o »
S = -
Lz ‘ Home > B User Community > Select Enroliment Flow
22 Groups < Enrollment Flows
3 s rame
Bl s
Jonchacn-meggaton Cou
R, conmguraon
s cossborations Join TestWLCG Community
i Ysaing Communiy

Link New Identity

RCAUEN DN inking

Self-service 5ign Up

Self Signup wio Approval

Sign Up

B
il
e

s iant- 820808 vrcharas grnot g ragisse i pesiiansiscarycoot B4

== EQI | Canssnt about relassing - X

[ ~] @ & ttps:/faal-dev.egl.eu/procyimody

«

= @ || Q Search m o »

Check-in

EGI CA Pilot test Delegation Service requires that the information below is

Surname
Given name
Display name.
Mail

Identity assurance
prafile

Unique, non-

transferred.

Uampotis
Nicolas

Nicolas Liampotis
nliam@grnet gr
hitps://aai egi eu/LoARLow

2bBI00

£61{ ACaueh test Onine A x

AP ] @ @ hitps:/fes-pllot sslegl.eu/os B - @ | Q search o »

E EGI / RCauth test Online CA
EGI/RCauth.ou tost Online CA consent page

The Master Portal beiow s requesting access to your persanal iformation and ta act on your behalf.

1f you approve, please accept, stherwise, cancel.

Details on which attributes are réleased, why, to whom, and how they are processed can be obtained from EGL.

© Remember

Yes, continue Mo, cancel

Master Portal Informaton:
Name: EGI Masterfortal (Demo CA)
AL hitps:/fmasterportal-pilat.aal.egi.eu/mp-ca2-client

sl 0a3dcsEogl.ou
o
. ip: el sevesl eufproxy/samiz
cert_subject.an ; o Lz 0=EGH 0=EGI
iap_display_name :  EGI Foundation
name : Nicolas Liamgotis
003desteg. oy

> C @ @ https:/isnt-820898.vm.okeanos.grmet o @ ¢ | Q Search no» =

—

EGI User Community

2 People: ‘ Heme > EGI User Communiy > Petitions » View Petition
ae " e H Enroliment
22 e View CO Petition for Nicolas
B emat usts Flow
s
- e
o ==
S, Configuration —
[r— I
e Cotanorstons v
[r— e
Pettoner
e Adtributes
Approver - Finsiize
Identifier o Provison
Created Tue jul 17 10:55:06 2018 EuroperHelsinkl
Wodted B —

B Attached Identities
€0 Person Nicolas Lsmpotis
€0 Parson Rale
Orgarisationsl Idertty
Orgarisational identry

AARC https://aarc-project.eu



Filling in the missing pieces
VOMS Provisioning: RCauth plugin

_ T S ST

&« ¢ @ @ @ https://snf-820898.vm.okeanos.grnet o @ % | Q Search
= Q

EGI User Community

.
- People Home = EGI User Community > My Population > Nicolas Liampotis

22 Groups < Edit Nicolas Liampotis

Email Lists B Name

Nicolas Liampotis (RCAuth Sources, Alternate)

E Jobs
Nicolas Liampotis (Primary, Official)

* Configuration

. @ Identifiers
'ﬁ‘: Collaborations

B Certificates

CN=Nicolas Liampotis 7ewsApjEZsBcCLz-,0=EGI Foundation, OU=AATL-
Pilot,0=EGI (X.509)

B Virtual Organizations (VOs)

54f

© Add
o View
# Edit

© Add

nliam (UID) # Edit ) Delete

B Email Addresses © Add
nliam@grnet.gr (Official, Unverified) # Edit | €3 Delete
B URLs © Add

N @ » =

¥ Nicolas Liampotis -

View History
View Job History

# Provisioned
Services

¢ Review Terms and
Conditions

= Notifications
2 CO Petitions

& Autogenerate
Identifiers

ab690013949a22a64ecd1dea2c249d6907e862d043a6cab34 7 cffe21003dc5f@e € Expunge
# Edit || € Delete

0, CO Person
Filter

Given Name
Family Name
Identifier

Status (select j

COU (select... j

[~
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Filling in the missing pieces AARC
VOMS Provisioning: VOMS plugin

Challenge . P

<« c ® & https://snf-820898.vm.okeanos.grnet = @ 7 Q search I @ » =

® Query VOMS users L\JL UITIE I IUT Iy —L

* Add/remove users to/from e Pt |
VOMS KX - oo oo

[~] i Li
Email Lists
& Add Provisioning Target o

- e N o e

Home > EGI User Community > Provisioning Targets

< ¢ @ ® & https://snf-820898.vm.okeanos.grnet e @ | Q search I a » =

Q 54 "\ ¥ Nicolas Liampotis A~

\ Configuration VOmS test VomsProvisioner Automatic 1 b
. ) Mode =t EGT User Communi =
o SO I u t I O n : VO |VI S P coltorsios EGI Checkein LdapProvisioner  Disabled 2 —_— 2 peopl S ty B
LDAP % Reprovisij == People Home
provisioning plugin for I - - * Edit VOMs Provisioner Target

I~ .
B4 Email Lists o The VOMs web services server must be available and the co person should be enrolled threugh

COmanage 5

B Base server URL * :
Canfiguration voms2.hellasgrid.gr
URL for host (https://hostname[ :port J)

* Implemented as A _
COmanage Provisioning B

Entity Type *

.
p I u g I n Entity Type that will trigger the provisioning for VOMs cou

Copyright @ 2015-2018 EGLeu | Powered by subscription or removal

* Requires VOMS-admin =

checkin-integration

Copyright © 2015-2018 EGLeu | Powered by } COmanage .
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Filling in the missing pieces AARC
VOMS Provisioning: VOMS plugin

® O ® /[y voms Admin > checkin-integ @\\ Nicolas

&« & | @ Secure | https://voms2.hellasgrid.gr:8443/voms/checkin-integration/user/search.action 1}| O . )

AUP signature expires in 318 days, 6 hours

Membership expires in 318 days, 6 hours

Certificates:

JC=GR/0O=HellasGrid/OU=grnet.gr/CN=Iloannis lgoumenos

JC=GR/0=HellasGrid/OU=Certification Authorities/CN=HellasGrid CA 2016 m?om
In
O
nliam@grnet.gr
AUP signature expires in 339 days, 3 hours
Membership expires in 339 days, 3 hours
Certificates:
< /DC=eu/DC=rcauth/DC=rcauth-clients/0=EGI Foundation/CN=Nicolas Liampotis 7ewsApjEZsBcCLz-
JO=ECIfQOU=AAI-Pilot/CN=EGI Simple Demo CA m?um
I
O

(@A RC https://aarc-project.eu 14
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Next steps AARC

* Complete deployment of pilot infrastructure
* Add support for “idphint” to improve user experience

 Refine RCauth linking/VOMS (de)provisioning workflows

* Push plugins upstream

e Define VO enrolment flows

* Integrate with CERN HR DB (deferred for Sept?)

» Add support for active role selection

(@A RC https://aarc-project.eu 15



Thank you
Any Questions?

nliam@grnet.gr

AARC

https://aarc-project.eu
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