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Current way of 
doing: HPC
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Login HPC 
Node

One time setup   
of bosco over 

ssh

Factories submit  
pilots over ssh

Submit host
GlideinWMS Frontend

Holds ssh pub/priv keys 

This setup was 
used at 
Gordon 
(SDSC)



From wikipedia: 

What 2FA is?
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In practice it usually means for doing ssh two pieces are 
needed:



Most HPC (XSEDE) sites are moving or have moved to 
2FA. Including:

• Pittsburgh Super Computing center (PSC)
• Texas Advanced Computing Center (TACC)
• National Center for Super Computing applications 

(NCSA)

The current 
problem:
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This breaks bosco over ssh !!!



• A more trust based model. Based on the close relation 
between SDSC and UCSD CMS T2 groups.

• Based on 2FA but this is hidden from VO’s.
• Incredible flexible with VM’s over SSD.
• Hard to replicate to other HPC centers

Other ways: Comet 
Way
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How Comet/Condor 
integration works
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HTCondor -CE

Hosted at UCSD T2

• job1: +project_Name=“allocation1” 
+CometOnly=True 

• job2: 
+project_Name=“allocation1”+CometOnly=True 

• job3: 
+project_Name=“allocation1”+CometOnly=True

condor_q
CloudmeshBlack 

Box

start/stop VM

Virtual Cluster

Job3

Job1 Job2

vm-1/2/3
Central Manager

This step authenticates using 2FA



Glideins can get into Comet using the already existing 
UCSD T2 grid infrastructure

Where does OSG 
kick in?
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CE
OSG Comet 

Frontend

vm1 vm4vm2 vm3

Flocking

Gums
Squids

Hadoop

XrootD

GridFtp
Comet

UCSD T2

55 Gbps link



What is a hosted CE?
• It is a CE that is not run by a site administrator but rather 

centrally by OSG. The site admin just provides ssh login 
access.

Another Solution:
Hosted-CE-bosco

8

Login  Node

Looks like a 
regular CE from 

the factory

Submit host GlideinWMS Frontend

Holds ssh pub/priv keys 



Solution for TACC 
(Stampede2)
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Agreed between TACC and OSG the two factor 
authentication would be fulfilled by:

Fixed IP of the CE

Work done by Suchandra Tappa  
at University of Chicago.

David L did the CVMFS stratum-1 rscyn in Stampede 2 and 
BW



• One hosted-CE at University of Chicago for all VO’s.
• Right now testing is done for OSG test allocation, 

CMS and ATLAS already have allocations here.
• TACC is the biggest XSEDE center, hence if this 

solution works would probably be the way forward 
for other HPC centers.

• Infrastructure should be ready for testing by end of 
January.

Solution for TACC 
(Stampede2)
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• gsi-ssh this has gathered some traction at NCSA.  You 
can create a 14 day proxy and use it to gsi-ssh. But it is 
not clear that XSEDE sites will all support gsi over ssh 

so it seems like a one time shot.
• condor doesn’t offer “over the counter” support for 

bosco over gsi-ssh

Other possible 
solutions
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Questions?
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Contact us at:

1-900-2FA-masters



Questions?
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osg-software@opensciencegrid.org

Contact us:

mailto:osg-software@opensciencegrid.org


Support slides

14



From the Comet 
Virtual Cluster 

Head Node 
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OSG Comet 
Head Node

vm1 vm4vm2 vm3 OSG Comet Head Node 

• Puppet Master / Foreman 
• DHCP 
• HTCondor Central Manager 
• Squid Proxy

~Same puppet config as the T2


