ldentity and Certificates

Technical Evo
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Brief

e “Certificates behind the scenes”
— OAUTH, 0IDC, SAML (Shibboleth)

 AARC Project Pilots
— Blueprint Arch., 1dPs, Master Portals, Token Trans.

 Web-based (x.509) access to services
— Non-web pilots coming (AARC2)



AARC Blueprint

https://aarc-project.eu/blueprint-architecture/
AARC Blueprint Architecture

. == Authenticated User
User = = @ Authorisation Information Flow
A == = @ Attribute Information Flow

User Identitiy
~ TN
[ S;eus\:Ip ) Naﬂcnz\ féc}l’ﬁ;\liuns
~_~ (eduGAIN)
— L -~
( Consent )
~ -
User
User Attribute Identity Access - a
Services Management | Authorisation |
I |
|
S ‘ | |
Reputation —_
( S‘;"’i‘:e = (Eonse;) "Broxy" — —rl I
~———— r_ — — ~ = i _] |
_ |
— -~ |
| —

( AUP )_.J | | /t‘ 5 ™ I
N v N
~ | 4 community )

| _‘_( Authorisation ( |
- = —/ 7 \ Policy |
| | *1 Repository | |
| r A_r~7 |
) |_ —_—— e — —_— ¥ |
.
| |

I
-
= _{ | I I
| End Services Y \ : | |
Attribute | |
Authorities U o (=) ol == (=) (N (ol — — [
OO ECORCORCORCON |
I |
L — — — — — J
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ClLogon pilot - AARC

( @ End-Entity Certificate ( ~ 11 days )
| @ Long Lived Proxy ( ~ 11 days )
| @ Short Lived Proxy ( ~ 12 hours )

Relying Party Relying Party
Service Service

Online

Certificate Authority
[ Myproxy Server )

Master Portal

Delegation

Server

OpenlD Connect OpenlD Connect

WAYF

eduGAIN

07/07/2017



1. Web portal

Imagine this is a VO web portal ...

‘ﬁ @ ®a | https://rcdemo.nikhef.nl/demogsiftp/ | & J[Q Search J ﬁ [ E ‘ ’

Log in with VOMS

07/07/2017 5



2. Select Identity provider

I 5 . 5 e 2 ’ & y T T R z S PAET PRy PP ; C 7
) € O https://wayf rcauth.eu/wayf/module.php/discopower/disco.php?entitylD=https%3A%2F%2Fwayf rcauth.eu%2Fwayf%2F&return=https%3A%: EJ1 ¢ Q Search

RCauth .eu

English | Nederlands | Espafiol | Francgais | Deutsch

eduGAIN Research and e-Infrastructures InCommon Denmark Germany Greece Italy Netherlands Sweden
Switzerland UK Other countries Miscellaneous
AMOLF

Antoni van Leeuwenhoek - Netherlands Cancer Institute
Aristotle University of Thessaloniki

ArtEZ University of the Arts

HZ University of Applied Sciences

rgy Physics

€ for Nuclear Physics
...because STFC doesn’t (yet) release all the
required attributes & &

Inholland University of Applied Sciences

07/07/2017



3.1 Personal data release

f# Consent about releasing pe X\# ions

A

x|+

) + / o / / h?2Siateld 1 4F4O(
(' @ @& nttpsy/ fedugain-proxy.igtf.net/simplesaml/module.php/consent/getconsent.php?Stateld=_b1dfd9(

CBIGTF

AP|EU|TAG

Identity provider asks permission to
release personal data to the online
Certificate Authority

IGTF-to-eduGAIN Proxy | Consent about releasing personal information

English | Bokmal | Nynorsk | Samegiella | Dansk | Deutsch | Svenska |ﬁ;‘1e(5(]
| Portugués | Portugués brasileiro | Tirkce | B 48 | @{FPY. | #HEP | pycckuin

-
RCAuth Pilot Online CA requires that me)nrmalion below is transferred.

[JRemember

Distinguished name (DN) of certificate subject

IC=UKIO=eScience/OU=CLRC/L=RAL/CN=ian neilson

Display name
ian neilson

Mail
ian.neilson@stfc.ac.uk

Identity assurance profile

* 1.36.1.4.1.11439.1.1.1.220
* 1.2.840.113612.5.2.2.1
* 1.2.840.113612.5.23.33

Long-lived, non re-assignable, omnidirectional identifier suitable for use as|

dfcd8a6540e667712b30438b364a9472090da877d44fb22526055e0549b

Person's principal name at home organization

dfcd8a6540e667712030438b364a9472090da877d44fb225260550549b¢

~

Copyngm@ZNOW GTF | Powered by SimpleSAMLphp

~
~
~
~
~
~

~

Information that will be sent to RCAuth Pilot Online CA

Distinguished name (DN) of certificate subject

IC=UK/O=eScience/OU=CLRC/L=RAL/CN=ian neilson

Display name
ian neilson oid’s from certificate - UK CA Policy with

IGTF “classic” identity validation for a
Natural Person

Mail

ian.neilson@stfc.ac.uk

Identity assurance profile
e 136.141.11439.1.1.1.22.0
e 1.2.840.1136125.221
* 1.2840.11361252333
Long-lived, non re-assignable, omnidirectional identifier suitable for use as a unique external key by applications

dfcd8a6540e667712b30438b364a9472090da877d44b22526055e054909a549@igtf.net

Person's principal name at home organization

dfcd8a6540e667712b304380364a9472090da877d44fb22526055e054909a549@iatf.net

07/07/2017




3.2 Personal data release

VRCAuth Online CA X

ﬁ (' @ﬂ https://pilot-cal.rcauth.eu/oauth2/authorize?scope=openid+email + profile +org.cilogon.userinfo+edu.uiug

RCauth <Qeu

RCauth.eu Online CA consent page
The MastBepwhiterdrbekReseasshandsoliaberaon MuthaplicaiioncASevice ferdmone

Certificate Authority asks permission to
release personal data to the Master Portal

If you approve, please accept, othe‘

Information that will be sent to the Master Portal:

Details on which attributes are éea
For further information on tl’yCA sed

/ sub : dfcd8a6540e667712b30438b364a39472090da877d44fb22526055e0549b9a549@igtf.net
7 idp : https://edugain-proxy.igtf.net/simplesaml/sami2/idp/metadata.php
Yes, continue , cancel
/4 eduPersonTargetedID : https://edugain-proxy.igtf.net/simplesaml/saml2/idp/metadata.php! 1adc9 1b6fobfc05ce8cO
Master Portafomation: idp_display_name : IGTF
Name: / EGI CheckIn Master P
escrgon: . EGI CheckIn Master P cert_subject_dn : CN=ian neilson 8a30n0OHOe85TeN4Z,0=IGTF,DC=rcauth-clients,DC=rcauth,DC=eu
U}: https://aai.egi.eu/mp. - - =
name : ian neilson

Information that will be sent to the Mas

eduPersonPrincipaiName :  dfcd8a6540e667712b30438b364a9472090da877d44fb22526055e0549b9a549@igtf.net

sub : dfcd8aé

idp : https://d eduPersonUniqueld : dfcd8ab6540e667712b30438b36439472090da877d44fb22526055e0549b9a549@igtf.net
eduPersonTargetedID : https://d - 4

i S e T email : ian.neilson@stfc.ac.uk

cert_subject_dn : CN=ian

name : ian najeon

eduPersonPrinapa/Nam? ﬁ1836540e667712b30438ba6439472090daB77d44fb22526055&0549b93549@igtf.net
eduPef’SonUm'qum dfcd8a6540e667712b30438b36429472090da877d44fb22526055e0549b9a549@igtf.net

emaiI’ ian.neilson@stfc.ac.uk
.
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3.3 Personal data release

| RCAuth Online CA x|+
€ ) @ & | httpsi//pilot-cal.rcauth.eu/oauth2/authorize?scope=openid+email+profile+org.cilogon.userinfo+edu.uiuc.ncsa.myp sponse c ~ | Q search
Rcauth eu The white-label Research and Collaboration Authentication CA Service for Europe

RCauth.eu Online CA consent page

The Master Portal below is requesting access to your pyoﬁ

If you approve, please accept, otherwise, canc/el. 7 Master Pﬂrtal |nfﬂr|"|"|aﬁun:

Details onwhich aftributes are releaserﬁhy, to whom, and h i

For further information on the CA stfthe ECauth.eu homepag Hame. EG' MaSter PDI"tEﬂ

-, s Description:  EGI Master Portal
Yes, continue )\Io, cancel
V4 URL: httpsfmasterportal-pilot.aai.egi.eu
@Remeyer
7’

s Information that will be sentto the Master Portal:

Master Portal Information:

Name: EGI Master Portal sub: mSa”E@nikth.n'

Description:  EGI Master Portal . . .

idp : hitps:isso.nikhef.nifsso/saml2iidp/metadata.php
URL: hitps:imasterportal-pilot aai.egi.eu >
-
Information that will be sent to theMasfer Portal:
-

sub: - - msalle@nikhef.nl

idp: g - hitps:fisso.nikhef.nlizsso/saml2fidp/metadata.php

-
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4 Delegated proxy

GSIFTP demo

Info Browse I( Proxy info ) I User info Logged in as dfcd8a6540e667712b30438b364a9472090da877d44fb22526055¢0549b9a549@igtf.net VO: redemo.aarc-project.eu
Download \—/
You can download your proxy
Proxy information:
\subject : /DC=eu/DC=rcauth/DC=rcauth-clients/0O=IGTF/CN=ian neilson 8a30nOHOe85TeN4Z/CN=889876458/CN=149746141
isguer : /DC=eu/DC=rcauth/DC=rcauth-clients/0O=IGTF/CN=ian neilson 8a30nOHOe85TeN4Z/CN=889876458
ideftity : /DC=eu/DC=rcauth/DC=rcauth-clients/O=IGTF/CN=ian neilson 8a30nOHOe85TeN4Z/CN=889876458
type : RFC compliant proxy
strength\f 2048 bits
path » /tmp/x509up_upDN2rf
timeleft : ‘Wl:49:28

key usage : Dig*;al Signature,
=== VO rcdemo.aa

Key Encipherment,
c-project.eu extension information ===

Data Encipherment

: rcdemo
su&j‘ect : /DC=eu
issyer : /DC=or
attrjbute : /rcdem; ’ . . 5
t;e fe 1 1nise: subject : /DC=eu/DC=rcauth/DC=rcauth-clients/O=IGTF/CN=ian neilson 8a30nOHOe85TeN4Z/CN=88¢
cortitNate: | issuer : /DC=eu/DC=rcauth/DC=rcauth-clients/0O=IGTF/CN=ian neilson 8a30nCHOe85TeN4Z/CN=88¢
P***\ision: 3] identity : /DC=eu/DC=rcauth/DC=rcauth-clients/O=IGTF/CN=ian neilson 8a30nOHOe85TeN4Z/CN=88
ﬁ%§323$? type : RFC cogpliant proxy
Fespgs B strength : 2048 bits
Vali t
wow, sof] path : /tmp/x50%up upDN2rf
seei o] timeleft : 11:49:28

Subject:
Subject Pﬁl

key usage

Digital Signature, Key Encipherment,

Data Encipherment

07/07/2017
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Demo

GSIFTP demo
‘ Info | Browse ‘ Proxy info User info Logged in as dfcd8a6540e667712b30438b364a9472090da877d44fb22526055e0549b9a549@igtf-net
Parsed ID Token:
| Claim | Value
iss ‘ https://aai.egi ew/mp-oa2-server
sub dfcd8a6540e667712630438b364a9472090da877d44£522526055e0549692549 @igtf net
| exp ‘ 1493220617
aud I myproxy:oadmp,2012:/client_id/1eed116966498967a3eea2fdc0141169
‘iat ‘ 1493219717
auth_time I 1493219716
idp ‘ https://edugain-proxy.igtf net/simpl 1/saml2/idp data.php
eduPersonTargetedID I https://edugain-proxy.igtf. net/simpl 1/sam12idp data php!1adc91b6£9bfc05ce8c045c36{f6afa888117406
| idp_display_name ‘ IGTF
cert_subject_dn I CN=ian neilson 8a30n0OHOe85TeN4Z O=IGTF,DC=rcauth-clients DC=rcauth DC=eu
| name ian neilson
| eduPersonPrincipalName dfcd8a6540e667712630438b364a9472090da877d44f522526055e054969a549 @igtf net
| eduPersonUniqueld ‘ dfcdB26540e667712630438b36429472090da877d44f522526055e0549692549 @igtf net
I email I ian neilson@stfc.ac.uk

07/07/2017



————————— 1

O dr-x------ 1
O | dr-x--—--- 1
O dr-x------ 1
O dr-x------ 1
O d--x------ 1
i)

07/07/2017

rcdemo
rcdemo
rcdemo
rcdemo
rcdemo
rcdemo

rcdemo

6. Access the service

rcdemo
rcdemo
rcdemo
rcdemo
rcdemo
rcdemo

rcdemo

lost+found
VOs

Users
UTF-8

Apr 26 06:03 Music
512‘ Apr 26 16:22 upload

Video
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ClLogon pilot - AARC

( @ End-Entity Certificate ( ~ 11 days )
| @ Long Lived Proxy ( ~ 11 days )
| @ Short Lived Proxy ( ~ 12 hours )

Relying Party Relying Party
Service Service

Online

Certificate Authority
[ Myproxy Server )

Master Portal

Delegation

Server

OpenlD Connect OpenlD Connect

WAYF

eduGAIN
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AARC Blueprint

https://aarc-project.eu/blueprint-architecture/
AARC Blueprint Architecture

. == Authenticated User
User = = @ Authorisation Information Flow
A == = @ Attribute Information Flow

User Identitiy
~ TN
[ S;eus\:Ip ) Naﬂcnz\ féc}l’ﬁ;\liuns
~_~ (eduGAIN)
— L -~
( Consent )
~ -
User
User Attribute Identity Access - a
Services Management | Authorisation |
I |
|
S ‘ | |
Reputation —_
( S‘;"’i‘:e = (Eonse;) "Broxy" — —rl I
~———— r_ — — ~ = i _] |
_ |
— -~ |
| —

( AUP )_.J | | /t‘ 5 ™ I
N v N
~ | 4 community )

| _‘_( Authorisation ( |
- = —/ 7 \ Policy |
| | *1 Repository | |
| r A_r~7 |
) |_ —_—— e — —+ ¥ |
.
| |

I
-
= _{ | I I
| End Services Y \ : | |
Attribute | |
Authorities U o (=) ol == (=) (N (ol — — [
OO ECORCORCORCON |
I |
L — — — — — J
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Token Translation

A 6@“ https://watts-dev.data.kit.edu c Q, search ﬁ E 3 @ 2 | J

WaTTS - The INDIGO Token Translation Service

p?e% select your Openld Connect Provider

‘ INDIGbDa@cIoud Identity and Access Management (IAM) ~

INDIGO Datacloua'ldsgtity and Access Management (IAM)
Human Brain Project (HB™

Unity Staging ~ ~
EUDAT (b2access)

European Grid Infrastracture (EGI)

Google_ the well known search giant Please select your Openld Connect Provider

INDIGO Datacloud Identity and Access Management (IAM)

INDIGO Datacloud Identity and Access Management (IAM)
Human Brain Project (HBP)

Unity Staging

EUDAT (b2access)

European Grid Infrastracture (EGI)

Google, the well known search giant

Elixir

7
7

This work Ns P8
\

A
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Token Translation - WATTS

Services

Id

MYPROXY_SSH
x509

aarc_ssh
indigo_ssh
wattsPluginX509
X509_RCauth_Pilot
info

redir

x509_arsen

(‘ ®a https://watts-dev.data.kit.edu

Description

Emplace ssh key for certificate retrieval

A simple, non trusted demo CA

Ssh Key Deployment on multiple VMs

Example Ssh Key Deployment

CA plugin to issue x509 certificates

EGI AAI Pilot Certificates from RCauth Demo CA

Simple Info Service

Simple Redirection example

TEST CA by Arsen

[ Q Search

#Credentials

0/1

0/3

0/1

0/1

Action

Request

Request

Request

Request

Request

Request

Request

Request

Request

Advanced

Advanced

Advanced

Advanced

Advanced

Advanced

Advanced

Advanced

Advanced

07/07/2017
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Materials

* https://rcdemo.nikhef.nl/

— https://wiki.geant.org/display/AARC/ClLogon-
ike+pilot

— https://indico.cern.ch/event/569445/
* https://watts-dev.data.kit.edu/

— https://aarc-project.eu/wp-content/uploads/2017/03/Cl-demo-
watts new.pdf

e https://wiki.geant.org/display/AARC/Non-
web+resources%3A+comparison+of+methods

07/07/2017 17


https://rcdemo.nikhef.nl/
https://wiki.geant.org/display/AARC/CILogon-like+pilot
https://indico.cern.ch/event/569445/
https://watts-dev.data.kit.edu/
https://aarc-project.eu/wp-content/uploads/2017/03/CI-demo-watts_new.pdf
https://wiki.geant.org/display/AARC/Non-web+resources:+comparison+of+methods
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