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About the CERN IT Department

- Enable the laboratory to fulfill its mission

* Main data centre on Meyrin site (2/3)

* Wigner data centre in Budapest (since 2013 — 1/3)
« Connected via three dedicated 100GDbs links

* Where possible, resources at both sites
(plus disaster recovery)

Drone footage of the CERN CC



https://youtu.be/dMwP7nEuDGA

“¥|Computing Centre in numbers
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W Services provided by IT dep

CERN Service Portal

Home News ~ Service Information ~

558 to services at CERN

Navigate Catalogue ~ Contacts My Profile = Site Guide

@ Service Availability Overview os reb, 2018 13:22

artment

Search:

type hers Q

& Service Availlable () Service Degraded @) Service Unavailable %Informational Message

Batch Services

{,_?] Batch

% BOINC

% HFPC
Collaboration Services

@ Conference Rooms

% E-Mail

) Edurcam

% Lyne
& Sharepoint
Computer Security Services
& Certificate Authority
& single Sign @n and Account Management

Data Analytics Services
eﬁ] HAaDOoF
Database Services
@ Accelerator Database
@ Administration Database
@ Database on Dermand
) Database Replication
Q) Experiment Database
% General Purpose Database

Desktop Services
Q_?] wWindows Desktop

Development Services
Q Git
Q JIRA,
Q S

Document Management Services
% ChDs

Engineering Software Services
? Electronics Design Software
? Mathematics Software
? Mechanical Design Software

GRID Services
@ File Transfer
& GRID Compute Element
@ GRID Development
& GRID Information
& GRID Infrastructure Monitoring
@ MyProxy
% WOMS

? Mo Information

Infrastructure Application Services
eﬁ Indico Event Application Support

Interactive Services
% LHPLUS
& windows Terminal Servers

IT Infrastructure Services
@& AcrRON
eﬁ Centralised Elasticsearch
eﬁ Configuration Management
eﬁ Linux Operating System
eﬁ Load Balancing
eﬁ Messaging
eﬁ Maonitaring
eﬁ Server Provisioning
Network Services
eﬁ] Campus Metwork
@ cIxp
eﬁ] Datacenter Network
& Metwork Database and Registration
eﬁ] Metwork for Projects and Experiments
& Technical Network

% WIFI

& WLCG Network

Printing Services
eﬁ Printing and Copying

Public screens view | Minimal view | FAQ

Storage Services
Q AFS
eﬁ Backup and Restore
Q CASTOR
Q Ceph
& CERMNBoOx
@& CuMFs
@& DFs
Q EQS

() FILER

Telephone Services
& E-Fax
& Fixed Line Phone
Text and Media Services
& Alerter
@) MultiMedia
eﬁ Fublic Information Display

Web Services
& AFS web Hosting
eﬁ] CERM Search
eﬁ Databases Applications
eﬁ Drupal
& 1S web Hosting
& Paas Web Application Hosting

% Tuwiki



©)|CERN IT & Industry 4.0

Autonomous
Robots

Al

- = T
JUPCTLLLLLLLETT .. “-...---' o H\‘ --.,....
’0“‘ .’:‘: - g g s — . =
" E Simulation
1 Big Data :
Augmented Y om—— System
Reality ‘-’ \JAS Integration
: Industry 4.0
Additive Internet of
Manufacturing Things
.:’{‘ . ."o‘
Z |1\ E
:- @DD'...-:..IIIII-‘-".

. Cloud .

*

Cybersecurity



@V |CERN IT & Big Data
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Data at
Rest

Terabytes to
exabytes of
existing data to

process
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Data in
Motion

Streaming data,
milliseconds to
seconds to
respond

Big Data

Datain
Many Forms

Structured,
unstructured, text,
multimedia

Datain
Doubt

Uncertainty due to
data inconsistency

& incompleteness,

ambiguities, latency,

deception, model
approximations

S
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Data in
the Open

Open data is
generally open to
anyone. Which raises
issues of privacy.
Security and
provenance

Open Data ™

Data of
Many Values

Large range of data
values from free (data]
philanthropy to high
value monetization)




{©)|Big Data on Disk l=0S

Tape Archive Raw Disk capacity : 270 PB

- Files stored : 2.4 hillion

§ peak 100 GB/s >

openstack

LHC & D

ATLAS

etectors
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@ Big Data on Tape

WRITE 1

CASTOR archive:

. IBM
« 1xTS4500, 1 x TS3500 B
« 46 x TS1155 mo
« 13000 x JD media (15TB) | I =
6000 x JC media (7 TB) | Ch
* Oracle
«  2xSL8500
« 20 x T10000D I' IIII IIIII
» 10000 x T2 media (8 TB) -llIlll.-..-.--!!!!===l|ll |lI IlI |I| IIII||| III

» 10 PB disk cache
+ ~220 PB of data on tape

~50 PB of free space
« Over 12 PB of new data per month
* Peaks of up to 8 GB/s to tape
+ Lifetime of data: infinite

READ

4,500

TSM backup:
+ IBM
* 2xTS3500 s

S,DDD

Data Amount (TB)

. 55 x TS1140

. 200 x JC, 12000 x JB
. 8 PB; ~2300 M files
. 18 x TSM 7.1.4 servers

ENRENENEENE
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Big Data in the LHC Grid (HEP cloud)

CERN Tier-0 (Geneva & Budapest): Tier-2 sites

(about 160)

Tier-1 sites

A &
ﬁ% :

Integrates computer centres worldwide that provide computing and storage
resource into a single infrastructure accessible by all LHC physicists.



W Big Data on the Network
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@) shift to

Customer Managed

\

l

Enterprise IT
(legacy IT)

Applications

Databases
Operating Systems
Virtualization
Servers
Storage
Networking

Data Centers

Customer Managed

(software) services

Infrastructure
(as a Service)

Applications
Security

Databases

Operating Systems

Customer Managed

pabeuepy Jopinoid

Platform
(as a Service)

[ Applications

pabeuey Japircid

Software
(as a Service)

pabeueyy Japinoid
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@ CERN IT follows the trends

* Reusing existing (open source) tools instead of
developing everything in house. ‘

O git dbana

* % elastic
[ FOREMAN
st puppet |

= docker  kubernetes

I
@ ceph openstack. m
%> CentOS

14



@ 3 core (Agile) Infrastructure areas
* R -

- App App App

==l Binaries/ Binaries / Binaries /
Libraries Libraries Libraries
« Ci App App App
Guest OS Guest OS Guest OS
_ - Binaries / Binaries / Binaries /
Libraries Libraries Libraries
! Hypervisor
o Ci
Host OS Host OS
B
Virtualization Containers

15



‘@;j OpenStack CPU Performance: NUMA

CPU (%) o4

 The benchmarks on full-node
VMs was about 20% lower than
the one of the underlying host

 Investigated various tuning
options

« NUMA-awareness identified as
most efficient setting

* Full node VMs have ~3%
overhead in HEP-Spec06
benchmark




Available Used

291.0 K cores 255.1 K cores

Cpenstack services stats

3166 4051

Volumes

5626

VM changes

= \VMs created == VMs deleted = Difference

Available

806.9 TiB ram

33015

Volume size

1.73 PiB

Used

684.8 TiB ram

Magnum clusters
167

Fileshares

86

Total VMs
4004
.
20000
3/12 00:00 3/1212:00 3/13 00:00 3/13 12:00

= Active VMs

OpenStack in numbers

Available Used
14.0 PiB disk 6.5 PiB disk
Hypervisors Images

8549 2862

152 TiB

Average VM boot time

10 min
—— NS e~ e~

& min

7 min

S min

3 min

2 min
1) — e S — T

= Without DNS Avg: 235 == With DNS Avg: 8.9 min



@ Configuration Management

* Client / Server architecture
— ‘agents’ running on hosts plus horizontally scalable ‘masters’

* Desired state of hosts described in ‘manifests’
— Simple, declarative language

— ‘resource’ basic unit for system modeling, e.g. package or
service

* ‘agent’ discovers system state using ‘facter’
— Sends current system state to masters

« Master compiles data and manifests into ‘catalog’
— Agent applies catalog on the host

puppet



Status: Config' Management (1)

34k active nodes in PuppetDB (virtual and physical, private and public cloud)
Base catalog contains 1 2k [eSOUrces (base’ is what every Puppet node gets)
350 catalogs compiled per minute  (compilations are spread out)
191 changes™ per day (this number includes dev changes)

350 puppeteers (number Puppet code committers)

puppet



Status: Config' Management (2)

Only one service

hostgroups

SERVICE MANAGERS
risk
N /individual mndulex and
impact
F“’"{‘_\}T’“’-d shared modules
process CONFIG TEAM
| B base modules

)
100% nodes

puppet



‘; Av Monitoring infrastructure

Storage & Data

Transport Search Access

FTS ] amq I Flme
AM
ooV © Kafka cluster
Pt (buffering) * K Kibana
1 1 Flume /
| e | DB I\ o | 7\ @'adm@p
| Jobs
User
USffD The overall MapReduce word count process Views
ata
l: Input Splitting Mapping Shuffling Reducing Final result
| Lemon Bear, 1 » Bear, 2
Deer, 1 » Bear, 1
| syslog Deer Bear River » Bear. 1
River, 1
| app log Car, 1
Car, 1 » Car, 3 » Bear, 2
N—— Deer Bear River Car, 1 Car, 1 Car. 3
Car Car River » Car Car River » Car,1 AV Deer, 2
Deer Car Bear River,1 L /\ /\ River, 2
A X < Deer, 1 » Deer, 2 >
SN e Deer, 1
Deer, 1 X<
A Deer Car Bear > Carnl ' 7 \ |
Bear, 1 River, 1 » River, 2
River, 1
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Metrics monitoring

Status for Executions Per Sec at AISBID1

17200 170 1720 1730 1740 1750 1800 1810 1820 1830 1840 1850 1500 19110 1920
ERROR OK = WARNING

800

600

400

200

0
17:00 17:10 17:20 17:30 17:40 17:50 18:00 18:10 18:20 18:30 18:40 18:50 19:00 19:10 19:20
Error (up) == Warning (up) == PreAnalyzedValue == Warning (low) Error (low)
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m Reusable Analysis

. collaboration
physicist

docker

search reinterpret
analyse retrieve

A
@ GitHub
HTCond 4 ) GitLab

— CVMFS
l workflow

environment

1 ORGANISE 2 CAPTURE 3 REUSE

==, CERN
E Analysis Preservation

Welcome to the CERN
Analysis Preservation Portal.

PUSH

PULL

ANALYSIS

& Log i wif your CERM acooun

’ -

@ceph : - . ;

ﬁ'KRootD use UL https://analysispreservation.cern.ch/

elasticsearch

. REST -I'}'{]- JSON Schema

@ e 4
altce  ATLAS == -
(i TWiki
COLLABORATION INTERNAL TOOLS AND DATABASES
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@ Summary

* Physics experiments at CERN produce large volumes
of data

 CERN has performant IT infrastructure to:
— Store large quantities of data on disk and tape
— Analyze the data using private virtual cloud
— Distribute the data over worldwide LHC computing grid

« Using open source software solutions wherever
possible
— We submit upstream all usefull changes we implemented

- Same building blocks can be used for data gathering
and analysis by the Industry 4.0 processes

26



