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Dr. Stefan Luders (CERN Computer Security Team)
“Protecting Office Computing, Computing Services, GRID & Controls”
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85 kg TNT through
a 3mm hole 10000

times per second !

World's largest

8l superconducting

installation
(27km @ 1.9°K)
worth 2B€
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/ Safety: \

Experiment:
ACIS, AC PS1, AC PS2, AC SPS1, AC SPS2, Alarm Repeater,
ARCON, ADS, CSA, SGGAZ, SFDIN, CSAM, CESAR, DSS, LACS,
ALICE, ATLAS, LASS, LASER, Radmon, RAMSES, MSAT, Radio Protection Service,
CMS, LHCb, LHCf Sniffer System, SUSI, TIM, and Video Surveillance
and TOTEM Infrastructure:

CV, ENS, FM, DBR, Gamma Spectroscopy, TS/CSE, and YAMS
ALPHA (AD-5), \\ y /

Cast, Collaps,
Compass, Dirac,
Gamma

Irradiation
Facility, Accelerators: Accelerator Infrastructure:
ISOLTRAP, MICE
R&D, Miniball, AB/OP, AD, CNGS, ADT, ACS, BQE, BPAWT, BDI, BIC,
Mistral, NA48/3, CCC, CLIC, ISOLDE, BLM, BOF, BPM, BOB, BSRT, BTV,
NA49. NAGO ISOLDE offline, BRA, CWAT, Cryo (Frigo, SM18 &
nTOF. Witch. ... LEIR, LHC, Linac 2, Tunnel), BCTDC, BCTF, FGC, LEIR
’ ’ Linac 3, PS, PS Low Level RF, LHC Beam Control
Booster, REX, System, LBDS, HC, LHC Logging
GCS, MCS, MSS, SM18, and SPS Service, LTI, MKQA, APWL, BPL,
and Cryogenics OASIS, PIC, QDS/QPS, BQS, SPSBT,
System BQK, Vacuum System, WIC, and BWSJ

S
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(R)Evolution: The Past
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Administration,
At home,

Remote site, ... |N
L
.~

'ﬁlq

=]

Visualisation
(SCADA)

Engineering ¢

AN

Fieldbus
(ModBus, PROFIbus)

Operator
terminal

Visualisation
(SCADA)

Data historian,
File system, ...

Fieldbus
(ModBus, PROFIbus)

| & IEEE :
i Sl E mbedded device,
Direct connection *000 Field device, ...

or serial bus

1 / Controller PLC
. o
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Administration,
At home, F
Remote site, ..

Ofﬁe PCs Datawarehouse

Firewall

Ethernet TCP/IP
(Office network)

Dial-In
Modem

Ethernet TCP/IP
(Controls network)

Ethernet TCP/IP
(Controls network)



“Office IT”
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“Controls”

System Life Cycle
Availability

Confidentiality
Time Criticality

Security Knowledge

Intrusion detection
DHCP

Usage of wireless

3 — 5 years

scheduled
interventions OK

high

delays tolerated
exists

standard
standard

frequent

5 — 20 years
24h [ 7d / 365d

low

critical
usually low

...Nno signatures...

Fixed IPs in hardware
configurations

Increasing use

@
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“Office IT”

frequent, formal &
coordinated

“Controls”

Changes rare, informal & not always

coordinated

Patches & Upgrades frequent infrequent or impossible

(needs extensive tests)

rare or impossible
(might block CPU)

rare or impossible
(processes will stop)

Antivirus Software standard

Reboots standard

Password Changes standard rare or impossible

(password “hardwired”)
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COTS Automation Systems are without Target Device(s)

security protections.

» Programmable Logic Controllers (PLCs), field
devices, power supplies, ...

» Security not integrated into their designs

Teststand On Controls System Hub 100Mbps
Security at CERN (TOCSSIC) 3
» “Nessus” vulnerability scan W
(used in Office IT) (
» “Netwox” DoS attack @ NETWOX

with random fragments N

“\A/i g : Vulnerablllt Configurator Traffic
» “Wireshark” network sniffer y 9

Tester Analyzer

..going for the low-hanging fruits !!! E@
P\
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CERN TOCSSIC Vulnerability Scans

» 31 devices from 7 different manufacturers (53 tests in total)
» All devices fully configured but running idle

o b 0 #
'wa Crashed @
Crashed 1/2007 17% Nessus
25%, 1/2007
Failed
Passed 15%
75% Passed
68%

...PLCs under load seem more likely to fail I!!

&
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—
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2005: DoS (70”) stopped manual control

The device crashed
while receiving special non-conform packets
» Consumption of all CPU resources (“jolt2” DoS attack)
» Failure to properly handle overlapping IP fragments (“Nestea” attack)
» Loss of network connectivity (Linux “zero length fragment” bug)
» Unable to deal with special malformed packets (“oshare” attack)

...violation of TCP/IP standards !!!

&
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FTP server allows anonymous login

FTP & Telnet servers crashed
» Receiving very looooooooooong commands or arguments

...legacy protocols introducing security risks !

HTTP server crashed
» Receiving an URL with tooo0000000000 many characters
» Using up all resources (“WWW infinite request” attack)

HTTP server allows for directory traversal
...who needs web servers & e-mailing on PLCs, anyhow ?

ModBus server crashed while scanning port 502

...protocols are well documented (“Google hacking”) ! E@
P\
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[ HackeC - The Opa [I5] 5) EoE

et The pam 57 Project
= CC HACKER CONTROL CEXTER
‘ -1 HaCk i THE OPEX 87 PROJECT 444

..............

L1
wew  Tuhlm  Hars

PLCs are unprotected

» Can be stopped w/o problems

(needs just a bit of (G0« nge )
» Passwords are not encrypted

» PLC might even come without
authorization schemes

...robustness/resilience (security?) must become part of life-cycle !

PLCs are really unprotected
» Services (HTTP, SMTP, FTP, Telnet,...) can not be disabled
» Usually no local firewall or ACLs

...lock down of configuration by default ! @
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Unpatched oscilloscof
(running Win XP SP2)

el o

i W Al :{;jsarrﬁ:-x ste:cern.ch - Googhs Search l l

r [f.;_i'ktp'-.l'.l'vmw-qcu:u;llc-f.u'n.fjn:-:rch?q=s-:m‘o::-l-si:t%&ﬂ-l:l:rn-l:h&.rls=-:l:rm-n'il:rwofl:'&FLlTF-ﬂm:UTF-

1 Web Images Maps News Shopping

GOL nge IERI’I'lfIZIK site-cem.ch

Web

[E
2

1]
il

.ﬁdu.ll'l cad Saanch

Search

Wi

Freferences

NNDNDNDNDNDNNDNDNDNDNDNDDN

B
2 8 ==

(1]
i

[ ]
i

1 pocy WHAT AND WHEN TO UPLOAD [N MTE

orrmat: Microsoft Word - View as HTMWL

... 100N Of http:dfsmiB-operation wab_cem.ch/sm18-operation { sm13 operation page), Ywhen
MTF page gets open, enter login "sm13op’ and password 'samfox’. ...

v Cerm. chism18-public/sssfprocedureWHAT S 20WHEN 20 &5 DHOW L 20TO %
ADUPLOADY 20NN % 20MTF %20f0r 20555 doc -

= W W

229 FFT] = |IIIQ 1

Sp&Y File Format: Microsofl F'uwerpnlnl Wigw as HTM

£54H “samfox” if e - Gl = =T HerRE A =i
gy | Custom report For dipole. Far m T T—

wwrw Cem. chism13-public/presentation/Presentation %205t arting %20 Up. ppt
pxis) sheetl Sheet1

| File Farmat: Microsoft Excel - Yiew as HTM

70, smiBop, password - samfox. Click access equipt data. Type hel% magnet no. in identifier
4 and select assemblies only in type. Mow click search, ...

o wwwcemn. chism18-public/dipolefprocedureSM18%20made%20easy

¥
WHarss200 pole.xls -

Lo
[
%]

O WY s B WY A s B o
YoDin%20details%

=021
L
-

P~

Lack of input f
validation & sanitizatiol

=
=]

Confidential data on
Wiki, webpages, CVS.

Wl

Free passwords
on Google...

-

A

A
&




“Control Systems Under Attack !?” — Dr. Stefan Liiders — July 7th 2009

SRuilneraniliy
Jliedl
SGONSEINENT

&)




Attacks performed by...
» Trojans, viruses, worms, ...
» Disgruntled (ex-)employees or saboteurs

» Attackers and terrorists
(step-by-step instructions on BlackHat conferences;
freeware hacking tools for “Script Kiddies™)

Lack of robustness & lots of stupidity
» Mal-configured or broken devices flood the network
» Developer / operator “finger trouble”

Lack of procedures
» Flawed updates or patches provided by third parties
» Inappropriate test & maintenance rules or procedures

“Control Systems Under Attack !?” — Dr. Stefan Liiders — July 7th 2009
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CERN is under permanent attack... even now !!!

» CERN servers visible to the Internet are permanently probed
» Incidents happen frequently

» On the office network, there are always
devices being infected or compromized

» Many systems are still/again vulnerable,
new vulnerabilities are discovered frequently,
and there are lots or areas to improve
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. WEEK COM

TALkBACK (O
N 1" Comment an this anticle

F 4 comments posted

b 2dd your opinien

a¥alcliilo WElS PlalllisEd, a LU ally opdiEo el ol LUHO WV ET .

Plants in Illinois, Indiana, Wisconsin, COhio, Delaware and Michigan were knocked offline at around 3:00
PM on Tuesday, stopping vehicle production at those plants for up to 50 minutes, according to
spokesperson Dave Elshoff,

&
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“Your software license
(Not at CERN ©)

| water reactors “EIWR;H like Browns

T T S st
w B8 msT T
—do e W et r rE. . e

"Data storm" blamed f(}r nuclear plant shutdown
Robert Lemos, SecurityFocus

The U.S. House of Representative's Committee on Homeland Security called
this week for the Nuclear Regulatory Commission (NRC) to further investigate
the cause of excessive network traffic that shut down an Alabama nuclear

During the incident, which happened
last August at Unit 3 of the Browns
Ferry nuclear power plant, operators
manually shut down the reactor after
two water recirculation pumps failed.
The recirculation pumps control the
flow of water through the reactor,
and thus the power output of boiling-

If you want to

stop a hacker...

vestigaktic

-5 FoEl s e
ound that the C

Ferry Unit 3. An inv
the failure fi
for the pumps Ic
spike in data traffic

a "data storm’

cked

on the power p al co
system network. The deluge of data
was apparently caused by a separate

malfunctioning cor
as a programmabl
PLC).

" If you were to test any control systems
that have any more than three or four
different) network-connected devices

Dr. Stefan Liiders — July 7th 2009
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Duo deny LA traffic hack charges The & RegiSter®

The Hollywood Job
By John Levden — are by this author

= e Arens

Rude awakening for dawn drivers
| &y Louise Acford |

F
The message appeared on all similar signs around
Crawley at about 6.45am. off

Thousands of motorists travelling into the town would have
| been subjected to the unsavoury advice. i
| CLOSED

'H -
.F

o 4-*': The signs normally display the number of spaces available

# B in the town's car parks and were installed about four years

— . -!r".d P ag0.

Ona of tha coy park signs

2000 EX-Employee haCked “ere A spokeswoman for Crawley Borough Council said the authority had received no
complaints from the public, just calls advising therm what had happened, |
46x into a sewage plant and floocs

basement of a Hyatt Regency hotel @v
A

- .
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Script Kiddies cut teeth

Russia welcomes hack attacks

Malicious hack attacks

spectacularly, Russian 3
hackers last year. Gazp
succeeded in defeating
Colonel Konstantin Mad

hijacking critical infrastructure
By Thomas C Greene in Washington — N, . ~
Published Thursday 27th April 2000 1226 GuT |  -...P€nefration test locked up the ]
Find your perfect job - click hy n0|' dble |'0 Send gds 1hr0Ugh i

The Colonel said the int

csoonline.com

CSO @%

. Infrastr

_1 Service, transpo

.isk from very simple h
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2004: IT intd ¥

...Analysis
installation left the passv

2008: Control sstem historian of LHC
experiment defaced
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Mozilla Firefox
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LB R lmi
r 8 U

Greaklish -> greek

Prosy: | Mone -

= Post a new topic

Systrab (M) Indymedia : o UNIVERSTY STUDENT... & = s3cpre.gril 15t Lrui

' Apply

o - FI.....|1 oy ﬂ_Jﬁ...!

M hitp:/ . comoch B oo cnthsh it

3 Add Shatux:  Using None
= M hto I onihzhohiml 28

& Preferences

Hmm...
A defaced web-page

at an LHC experiment...

...on 10/09/2008:
Just coincidence ?

A “flame” message
to some Greek
“‘competitors”...

...user accounts !?!



UPLOAD FORM

has beesn performed...
" Boot into single user mode:
oWhen "Booting Scisntific Linux CERN" ar
heave kernel selection on default == ahould end in "

GiPresstat
oAt the end of the boot lins, add "single"™ at the and:

Find out MAC addressaes of both network interfaces:

Write them down for later use

“Control Systems Under Attack !?” — Dr. Stefan Liiders — July 7th 2009

Neglected “Rule of Least

Privileges™:
Everyone could upload A/

configuring ||| KGR -::-: e b20ic os instmdl s
Configuration well A
documented in Google..

Lack of input ﬁ
validation & sanitization

= | = | == | 5 upload...

boot by pressing any key

gruk append> ro root=LABEL/ rhgk single
. Continue booting

ifeonfig ethd (use for internal network)
ifconfig ethl (ime for external general publie

T RE S http://cern.ch/security/webapps
http lIcern.ch/security/Recommendations/sysadmin-checklist.html @
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Can you allow for loss of )
» functionality
» control or safety

» efficiency & beam time
nlnco tn tiirninag nff nartinla datantar

» hardware or data @
» reputation...? v,
| Telegraph.cou =2

F | T Are you prepared to
N ] take full responsibility?

Earth news

Richard Koman

c Get ZDMet Government via: Mobile RSS Email Alerts

Pick a blog category w

SciAm.co

g5 Hackers deface LHC site, came

-

Comme

= NewsSileufthear|TheEDDBNewspaperAwards Are yOu |n the pOS|t|On
TIMES to really take it ?

il COMMENT BUSINESS MONEY SPORT LIFE&STYLE TRAVEL DRIVING A

nt

Accueil

Patrimoine

UK NEWS WORLD NEWS POLITICS ENVIRONMENT WEATHER TECH & WEB  TIMES ONLINE

Where am|? Home MNews UKNews  Science News HOW Iong doeS it take you

Rechercher un 3 ¢, e Times

to reinstall your system,
| e site d|Hackers break into CERN computer<_\if requested right now ?

show up its ‘schoolkid’ security

s 'sc | =)
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Security is as high as the weakest link:
» Attacker chooses the time, place, method

» Defender needs to protect against all possible attacks
(currently known, and those yet to be discovered)

Security is a system property (not a feature)

Security is a permanent process (not a product)

Security cannot be proven (phase-space-problem)
Security is difficult to achieve, and only to 100%-¢

» YOU define € as user, developer, system expert, admin, project manager
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Patch,

Separate
Networks Patch,
Patch !!!
RContrt'oI Increase
(Remote) Robustness
Access
Review Deepen
Development Collaboration
& Policies

Life-Cycle

» Valid for CERN Control Systems (ongoing), but also standard IT systems.

» \What about your systems ?
O &)
77—\
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Deploy different networks SO ¢ ) a8

for different purposes: il

» ...for operations [
with sub-nets for different functions o s B

Ethernet TCF/IP

» ...for development and basic testing “™™™
» ...for beam-lines & experiments
» Campus network for office computing

ar
terminal || 7 ] IS e
Data historian

Ethernet TCP/IP
{Controls network)

Restrict their usage:

» Assign responsibilities and deploy authorization procedures

» Drop Internet connectivity, (GPRS) modems, wireless access points
» Control inter-communication between networks

» Block laptops, email & control web pages

» Control remote access

» Deploy traffic monitoring & Intrusion Detection Systems
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Ensure prompt security updates:

2207 L= faxed by A Un3 DunlBo000>

£2U“ #rhnun*uuuﬁfabrﬂdtn ucﬂﬁr#&,ﬁnuuﬁoonﬁr&argnouﬁuongr#
220~/

220-] Welcome to this fine strl _

220-| Today is: Thursday 12 January,

220-)

220+ Cérrent througput: 0.000 Kb/se

2 20=] Space/ For Rent: 283,27 1

220~ i

220-| Running: 0 days, 10 hours, 31 .

220-1 "Tvers Conunectead : 1 Total : 15

220-|

22ﬂhf.l Dﬂﬁ, ., rﬁuuunﬂ Uﬁgf ., rgnlﬁ oD Lﬂnﬁr . rgﬁﬂﬁﬂﬂﬁugr 'y fﬁﬁuun



Control (Remote) Access
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Follow “Rule of Least Privilege”:

» Restrict all access to minimum

» Ensure traceability (who, when, and from where)
» Keep passwords secret

...for all assets:

» Control PCs & operating systems
» SCADA applications & user interfaces i

» Procedures, documentation, etc. CDataciuiee e A T ORTE:SEidDugSEeenii-itrate

ff If sasse day then si=ple guerie

if [((§5carzDay == SEndDayiés (55carzMonsh == SEndiontzi
SDavellause = " WHERE PROCESSINGDAY = TO_DATE("f3tazt!

“Role Based Access Control” for op’s:
» Avoid “shared” accounts

» Multi-factor authentication for critical assets

» Full control for the shift leader of operations @

515_:3:‘.:- = goilegeniivaez, spaas, sdb);

Sgaczing = "Select sum(HROTRECCRDS) ,execluster,jckazar

fgazring .= SDateClause:
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PLCs and other controls devices Mnhe Nessus
are completely unprotected: Failed
» No firewall, no anti-virus, nothing 15%
Passed
CERN 2007 68%

Assess your systems:
” HAC lﬂl{(OL\'lllO] (lNl"lll
» Run vulnerability tools on everything & HaCkCCﬁﬂm T

(e.g . PLCs, control PCs, SCADA, T —
data bases. web servers) SR s e s s
» Review configurations settingsand | .

remove unnecessary services
(e.g. emailing, web servers, Telnet,

FTP) e
» Deploy additional protective measures |-n"“‘1-ln-*. lalalaraa:
if needed (VPN, ACL, ...) Lo

» Make your installations resilient &
robust
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Review procedures fdr A Boeing 777 uses similar technologies
...development of to Process Control Systems "

>
hardware & applications
» ...system testing
» ...deployment
» ...operations
» ...mainjenance & bug fIXITTS
» Use softwalt iaging systf ‘ \'/
Conflguratlon anags

integration framewor S (CHS

Protect operatlons
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Make security an objective

» Get management buy-in (security has a cost — successful attacks, too)
» Produce “Security Policy for Controls”
» Follow the basic standards of Industry

Bring together control & IT experts: [ g 2
» Control system experts know QA 4
their systems by heart — but IT concepts ?

» IT people often don’t know controls
— but IT security they do

» Win mutual trust & get their buy-in T
» Gain synergy effects =

Train users and raise awareness




. Team up: The International Risk
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..in the e|eCtI'ICIty sector COBB County Electric, Georgia

> transmission & distribution, Mlddle European Raw Oil, Czech Republic

fossil, hydro, nuclear il T e i o d el Pt (1

. . Ath Water S ly &S

..in the oil & gas sector E___e_'”_ier e
Merck Sharp & Dohme, Ireland

..in the water & waste sector
I CCTV Control Room, UK

..in the chemical and
pharmaceutical industry

..in the transport sector

..for production:
» e.g. cars, planes, clothes

..in supermarkets
» e.g. scales, fridges

..for facility management
» electricity, water, C&V

Reute-rs TV Master Control Room



http://www.pharmaceutical-technology.com/projects/ballydine/index.html#ballydine3
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Increased focus since 9/11
and due to today’s
general security situation:

» Electricity

» Oil & Gas

» Water & Waste

» Chemical & Pharmaceutical

» Transport
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“Good Practice Guiqlelines_; Parts 1-7”

R )
http://wwy. Co0iLgaM LR o tiet oAl aS—asaX

_“Manufacturing and Control Systems Security” >

http://www.isa.org/MS-Ter.npIaté.cfm?MicrositeI D=988&CommitteelD=6821

“Guide to SCADA and Industrial Control Systems Security”
NIST SP800-82
http://csrc.nist.gov/publications/drafts/800-82/draft_sp800-82-fpd.pdf

“Critical Infrastructure Protection CIP-002 to CIP-009”

U.S. Federal Energy Regulatory Commission (FERC)
http://www.nerc.com/page.php?cid=2%7C20

“Information Technology — Security Techniques”

“Systems and Software Engineering — Software Life Cycle
Processes”
ISO/IEC 27001:2005 and ISO/IEC 12207:2009

+ Common Criteria, AGA, CIDX, ISPE, OLF #104, bdew whitepaper..@
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Manufacturers and vendors are part of the solution !
» Security demands must be included into orders and call for tenders

—~9

daho Notional Laboratory

“Procurement Language” document

» “... collective buying power to help
ensure that security is integrated into
SCADA systems.”

» “Copy & Paste” paragraphs for
System Hardening, Perimeter
Protection, Account Management,

Coding Practices, Flaw Remediation, ...

Cyber Security Procurement Language for
Control Systems
Version 1.6

Authors: Gary Finco, Kathleen Lee, Greg Miller, Jeffrey Tebbe, Rita Wells
Contributors: Dirck Copeland, Edward Gorski, David Kuipers, Jerry Litteer,
Will Pelgrin, May Permann, Heather Rohrbaugh

June 2007

INL Critical Infrastructure Protection/Resilience Center
Idaho Falls, Idaho 83415

Prepared by
Idaho Mational Laboratory
for the
U.5. Department of Homeland Security, Mational Cyber Security Division
Under DOE ldaho Cperations Office Contract DE-ACOT-051014517

http://www.msisac.org/scada v
; — )
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“European Information Exchange on
SCADA and Control System Security” EuroSCSIE

» “...is for those European Governments, Industry and research institutions
that are dependent upon and, or whose responsibility it is to improve the
security of SCADA and Control Systems...”

» 19 members from 13 European countries (50% authorities, 50% users)

ase
asce Informatikstrategieorgan Bund

/ Myndigheten for
samhdllsskydd
G t I -t- t- . NICC Bundesamt A och beredskap
Overn men nl Ia |Ves. iéi fir Sicherheit in der R
Infarmationstechnik d 4
) d 158 :
BRCCOBE Unité de stratégie informatique de la Confédérstion USIC c PN I
8 88088 Organo strategia informatica della fn_r'1r__dr~rmi|:-"r Q5

as @ Organ da strategia informatica da la Confederaziun O5IC Centre for the Protection
of National Infrastructure

15A) A 5
Global PlayerS: ISA-The In;iEJ?lentalion, 11N Wurl‘dteCh W byres securitys

Systems, and LL TR Jgpp— ..
Automation Society o= 5 ?"ng'lic.ﬂ'gu#l :qzac';ﬂnl_uﬂ Digital Bond:

Conferences: European SCADA Summit (10/2009, Stockholm)
SCADA Security Scientific Symposium (1/2010, Miami) @‘\‘


http://www.wurldtech.com/index.php
http://www.samentegencybercrime.nl/
http://www.msbmyndigheten.se/default____138.aspx?epslanguage=SV
http://www.bsi.de/index.htm
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el kBYOINtIOMOHGONtkoYSYSIEMMS™
SOMeiSECUrySIECtS!
WhyworryEAInelnskEquation
TeamUpaRiSkSINtgationsaelntl

&
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‘& eBay - New 8 used electronics, cars, apparel, collectibles, sporting goods & more at low prices - Windows Internet Explorer I._l_l_J‘:' (S] |-
@thﬁ ‘*f|n||acu pv'

>
wd qaf | & eBay - Mew & used electronics, cars, apparel, coll... / \ o - E] ~ == ~ |} Page = T} Tools =

uy Sell MyeBay Community Help

®
& Welcome! Sign in or register.

Categories ¥ | Motors | Stores

@ Live help | Site Map

All Categories

mz: Which link leads you to www.ebay.com ?

» http://www.ebay.com\cgi-bin\login?ds=1%204324@%31%33%37
%2e€%31%33%38%2e%31%33%37%2e%31%37%37/p?uh3f223d

» http://www.ebay.com/ws/eBaylSAPI.dII?Signin

» http://scgi.ebay.com/ws/eBaylSAPI.dII?RegisterEnterinfo&siteid=0&

co_partnerid=2&usage=0&ru=http%3A%2F %2Fwww.ebay.comé&rafl
d=0

&encRafld=default
\Mum/secure-ebav.com / @V
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