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Control Systems in a Nutshell

Control System Safety System
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Proton

Bunch

Beam

The Large Hadron Collider (LHC)
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LHC Beam Optics

Steer a beam of

 
85 kg TNT through

 
a 3mm hole 10000 
times per second !

WorldWorld’’s largest s largest 
superconducting      superconducting      
installationinstallation
(27km @ (27km @ 1.91.9°°K)K)
worth 2Bworth 2B€€
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CERN Accelerator Complex

http://www.stud.uni-karlsruhe.de/~ub0e/cern/pictures/physics/Bilder/14_LHC_accel_cavity_jpg.jpg


Dr. Stefan Lüders (CERN IT/CO) ― DESY ― 20. Februar 2007“Control Systems Under Attack !?” — Dr. Stefan Lüders — July 7th 2009

General Infrastructure
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Data Acquisition Control

The ATLAS Experiment

 
7000 tons

 
Ø22m ×

 

43m
500M€

 

pure hardware
http://atlas.ch

The cavern:

 
53m

 

×

 

30m ×

 

35m
92m below ground
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Control Systems for Experiments

The CMS Experiment

 
500M€

 

pure hardware
12500 tons, Ø15m ×

 

22m
http://cmsinfo.cern.ch
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Control Systems at CERN

Experiment:

ALICE, ATLAS, 
CMS, LHCb, LHCf 

and TOTEM

ALPHA (AD-5), 
Cast, Collaps, 

Compass, Dirac, 
Gamma 

Irradiation 
Facility, 

ISOLTRAP,  MICE 
R&D, Miniball, 

Mistral, NA48/3, 
NA49, NA60, 

nTOF, Witch, …

GCS, MCS, MSS, 
and Cryogenics 

System

Accelerator Infrastructure:
ADT, ACS, BQE, BPAWT, BDI, BIC, 
BLM, BOF, BPM, BOB, BSRT, BTV, 
BRA, CWAT, Cryo (Frigo, SM18 & 
Tunnel), BCTDC, BCTF, FGC, LEIR 
Low Level RF, LHC Beam Control 
System, LBDS, HC, LHC Logging 
Service, LTI, MKQA, APWL, BPL, 

OASIS, PIC, QDS/QPS,  BQS, SPS BT, 
BQK, Vacuum System, WIC, and BWS

Accelerators:
AB/OP, AD, CNGS, 

CCC, CLIC, ISOLDE, 
ISOLDE offline, 

LEIR, LHC, Linac 2, 
Linac 3, PS, PS 
Booster, REX, 

SM18, and SPS

Safety:
ACIS, AC PS1, AC PS2, AC SPS1, AC SPS2, Alarm Repeater, 

ARCON, ADS, CSA, SGGAZ, SFDIN, CSAM, CESAR, DSS, LACS, 
LASS, LASER, Radmon, RAMSES, MSAT, Radio Protection Service, 

Sniffer System, SUSI, TIM, and Video Surveillance

Infrastructure:
CV, ENS, FM, DBR, Gamma Spectroscopy, TS/CSE, and YAMS
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Overview
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Standard Hard and Software 

http://images.google.com/imgres?imgurl=http://www.designbyfire.com/images/img_w3c_13.gif&imgrefurl=http://www.designbyfire.com/images/&h=200&w=350&sz=4&tbnid=IxpwhJQR_Ew4wM:&tbnh=66&tbnw=116&hl=en&start=15&prev=/images%3Fq%3Dxml%2Blogo%26svnum%3D10%26hl%3Den%26lr%3D%26rls%3DGGLG,GGLG:2005-39,GGLG:en%26sa%3DN
http://www.opcfoundation.org/Default.aspx
http://www.vector-informatik.com/deutsch/produkte/controller_area_network.html
http://www.lynuxworks.com/rtos/rtos.php
http://www.dyertech.com/network.htm
http://www.wiener-d.com/
http://www.beckhoff.de/
http://www.ni.com/
http://www.ad.siemens.de/hmi/html_00/products/software/wincc/index.htm
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(R)Evolution: The Past
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(R)Evolution: Today
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“Controls”
 

is not IT ! (1)

System Life Cycle 3 –

 

5 years 5 –

 

20 years

Availability scheduled 
interventions OK

24h / 7d / 365d

Confidentiality high low

Time Criticality delays tolerated critical

“Office IT” “Controls”

Security Knowledge exists usually low

Intrusion detection standard …no signatures…

Usage of wireless frequent increasing use

DHCP standard Fixed IPs in hardware 
configurations
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“Controls”
 

is not IT ! (2)

Patches & Upgrades frequent infrequent or impossible
(needs extensive tests) 

Antivirus Software standard rare or impossible
(might block CPU)

Reboots standard rare or impossible

 (processes will stop)

Admin Rights to be avoided needs to run controls 
processes

“Office IT” “Controls”

Password Changes standard rare or impossible
(password “hardwired”)

Changes frequent, formal & 
coordinated

rare, informal & not always 
coordinated
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Standard Vulnerabilities

http://www.lynuxworks.com/rtos/rtos.php
http://www.dyertech.com/network.htm
http://www.wiener-d.com/
http://www.beckhoff.de/
http://www.ni.com/
http://www.ad.siemens.de/hmi/html_00/products/software/wincc/index.htm
http://images.google.com/imgres?imgurl=http://www.designbyfire.com/images/img_w3c_13.gif&imgrefurl=http://www.designbyfire.com/images/&h=200&w=350&sz=4&tbnid=IxpwhJQR_Ew4wM:&tbnh=66&tbnw=116&hl=en&start=15&prev=/images%3Fq%3Dxml%2Blogo%26svnum%3D10%26hl%3Den%26lr%3D%26rls%3DGGLG,GGLG:2005-39,GGLG:en%26sa%3DN
http://www.opcfoundation.org/Default.aspx
http://www.vector-informatik.com/deutsch/produkte/controller_area_network.html
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COTS Automation Systems are without 
security protections.
►Programmable Logic Controllers (PLCs), field 

devices, power supplies, …
►Security not integrated

 

into their designs

Teststand On Controls System
 Security at CERN (TOCSSiC)

► “Nessus”

 

vulnerability scan

 (used in Office IT)
► “Netwox”

 

DoS attack

 with random fragments
► “Wireshark”

 

network sniffer

The TOCSSiC

Vulnerability
Tester

Configurator Traffic
Analyzer

Target Device(s)

Hub 100Mbps

Switch 1Gbps

…going for the low-hanging fruits !!!
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Control Systems under Attack !

CERN TOCSSiC Vulnerability Scans
►31 devices

 

from 7 different manufacturers (53 tests in total)
►All devices fully configured

 

but running idle

…PLCs under load seem more likely to fail !!!

Crashed
25%

Passed
75%

1/2007

Passed
68%

Failed
15%

Crashed
17%

1/2007
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TOCSSiC Findings (1) 

The device crashed
 while receiving special non-conform packets

►Consumption of all CPU resources (“jolt2”

 

DoS attack)
►Failure to properly handle overlapping IP fragments (“Nestea”

 

attack)
►Loss of network connectivity (Linux “zero length fragment”

 

bug)
►Unable to deal with special malformed packets (“oshare”

 

attack)

…violation of TCP/IP standards !!!

2005:

 

DoS (70”) stopped manual control
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TOCSSiC Findings (2) 

FTP server allows anonymous login
FTP & Telnet servers crashed

►Receiving very looooooooooong commands or arguments

…legacy protocols introducing security risks !

HTTP server crashed
►Receiving an URL with tooooooooooooo many characters
►Using up all resources (“WWW infinite request”

 

attack)

HTTP server allows for directory traversal
…who needs web servers & e-mailing on PLCs, anyhow ?

ModBus server crashed while scanning port 502
…protocols are well documented (“Google hacking”) !



Dr. Stefan Lüders (CERN IT/CO) ― DESY ― 20. Februar 2007“Control Systems Under Attack !?” — Dr. Stefan Lüders — July 7th 2009

PLCs are unprotected
►Can be stopped w/o problems

 (needs just a bit of                       )
►Passwords are not encrypted
►PLC might even come without

 authorization schemes

TOCSSiC Findings (3)

…robustness/resilience (security?) must become part of life-cycle !

PLCs are really unprotected
►Services (HTTP, SMTP, FTP, Telnet,…) can not be disabled
►Usually no local firewall or ACLs 

…lock down of configuration by default !
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220-<<<<<<>==< Haxed by A¦0n3 >==<>>>>>>
220- ¸,ø¤º°^°º¤ø,¸¸,ø¤º°^°º¤ø,¸¸,ø¤º°^°º¤ø,¸¸,ø¤º°^°º¤ø,¸
220-/
220-|    Welcome  to this fine str0
220-|    Today is: Thursday 12 January, 2006
220-|
220-|    Current througput: 0.000 Kb/sec
220-|    Space For Rent: 5858.57 Mb
220-|
220-|    Running: 0 days, 10 hours, 31 min. and 31 sec.
220-|    Users Connected : 1 Total : 15
220-|
220^°º¤ø,¸¸,ø¤º°^°º¤ø,¸¸,ø¤º°^°º¤ø,¸¸,ø¤º°^°º¤ø,¸¸,ø¤º°^

220-<<<<<<>==< Haxed by A¦0n3 >==<>>>>>>
220- ¸,ø¤º°^°º¤ø,¸¸,ø¤º°^°º¤ø,¸¸,ø¤º°^°º¤ø,¸¸,ø¤º°^°º¤ø,¸
220-/
220-|    Welcome  to this fine str0
220-|    Today is: Thursday 12 January, 2006
220-|
220-|    Current througput: 0.000 Kb/sec
220-|    Space For Rent: 5858.57 Mb
220-|
220-|    Running: 0 days, 10 hours, 31 min. and 31 sec.
220-|    Users Connected : 1 Total : 15
220-|
220^°º¤ø,¸¸,ø¤º°^°º¤ø,¸¸,ø¤º°^°º¤ø,¸¸,ø¤º°^°º¤ø,¸¸,ø¤º°^

Unpatched oscilloscope

 (running Win XP SP2)

Vulnerabilities are everywhere !!!

Lack of input

 validation & sanitization 

Confidential data on

 Wiki, webpages, CVS…

Free passwords

 on Google…
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Why worry ?



Dr. Stefan Lüders (CERN IT/CO) ― DESY ― 20. Februar 2007“Control Systems Under Attack !?” — Dr. Stefan Lüders — July 7th 2009

Attacks performed by…
►Trojans, viruses, worms, …
►Disgruntled (ex-)employees or saboteurs
►Attackers

 

and terrorists

 (step-by-step instructions on BlackHat conferences;

 freeware hacking tools for “Script Kiddies”)

Lack of robustness & lots of stupidity
►Mal-configured or broken devices flood the network
►Developer / operator “finger trouble”

Lack of procedures
►Flawed updates or patches provided by third parties 
► Inappropriate test & maintenance rules or procedures

Who is the threat ?
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CERN is under permanent attack…
 

even now !!!

►CERN servers visible to the Internet are permanently probed

►Incidents happen frequently

►On the office network, there are always

 
devices being infected or compromized

►Many systems are still/again vulnerable,

 
new vulnerabilities are discovered frequently,

 
and there are lots or areas to improve

CERN Under Permanent Attack
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2003:

 

The “Slammer”

 

worm disables 
safety monitoring system of the Davis-

 Besse nuclear power plant for 5h.

Damage by Viruses / Worms ?

2003/08/11:

 

W32.Blaster.Worm
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Damage by Lack of Robustness ?

“Your software license has expired.”

 (Not at CERN ☺)
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Damage by Insiders ?

2000:

 

Ex-Employee hacked “wirelessly”
46x into a sewage plant and flooded the 
basement of a Hyatt Regency hotel.
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Damage by Attackers ?

2003/08/11:

 

W32.Blaster.Worm

April 2007
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…also at CERN /

“In March .... Windows computers were compromised...

...The initial compromised host was scanning the ... network 
and several compromise attempts succeeded due to

 MS-SQL servers (port 1433/tcp) with no password for the 'sa' 
account...

...Analysis indicated that the [THIRD PARTY SOFTWARE] 
installation left the password empty by default...”

2004:

 

IT intervention, hardware failure 
and use of ISO protocol stopped
LHC magnet test stand for 24h.2006:

 

Hacked oscilloscope at CERN

 (running Win XP SP2)

2008:

 

Control system historian of LHC 
experiment defaced
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LHC First Beam Day

Hmm…

 A defaced web-page

 at an LHC experiment…

A “flame”

 

message

 to some Greek

 “competitors”…

…on 10/09/2008:

 Just coincidence ?

…user accounts !?!
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Violation of Basic Principles !

http://cern.ch/security/webapps
http://cern.ch/security/Recommendations/sysadmin-checklist.html

Configuration well

 documented in Google…

Neglected “Rule of Least 
Privileges”:
Everyone could upload

 whatever he/she wants…

Lack of input

 validation & sanitization 
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Who owns the consequences ?

How long does it take you 
to reinstall your system,

 if requested right now ?

Are you prepared to

 take full responsibility?

Are you in the position

 to really take it ?

Can you allow for loss of
► functionality
► control or safety
► efficiency & beam time
► hardware or data
► reputation…?
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Defence-in-Depth
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Myths about Cyber-Security
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Wanted: Defense-in-Depth

Security is as high as the weakest link:
►Attacker

 

chooses the time, place, method
►Defender

 

needs to protect against all possible attacks

 
(currently known, and those yet to be discovered)

Security is a system property (not a feature)
Security is a permanent process (not a product)
Security cannot be proven (phase-space-problem)
Security is difficult to achieve, and only to 100%-ε
►YOU define ε

 
as user, developer, system expert, admin, project manager

BTW: Security is not a synonym for safety
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Ground Rules for Cyber-Security

Separate
 Networks

Control
 (Remote)
 Access

Increase
 Robustness

Patch,
 Patch,
 Patch !!!

Review
 Development
 Life-Cycle

Deepen
 Collaboration

 & Policies

►Valid for CERN Control Systems (ongoing), but also standard IT systems.
►What about your systems ?
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Separate Networks

Deploy different networks
 for different purposes: 

►…for operations

 
with sub-nets for different functions

►…for development and basic testing
►…for beam-lines & experiments
►Campus network for office computing

Restrict their usage:
►Assign responsibilities and deploy authorization procedures
►Drop

 

Internet connectivity, (GPRS) modems, wireless access points
►Control inter-communication between networks
►Block laptops, email & control web pages
►Control remote access
►Deploy traffic monitoring & Intrusion Detection Systems
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Patch, Patch, Patch !!!

Ensure prompt security updates:
►Pass flexibility and responsibility to the experts
►They decide when to install what on

 

which control PC
► Integrate resilience to rebooting PCs
►NOT patching is NOT an option

Deploy protective measures:
►Local firewalls
►Anti-virus software & updated signature files
►Control remotely accessible folders

Linux or Macs are not more secure:
►Trend towards application-based attacks (e.g. Adobe Reader, Firefox)
►Trend towards web-based attacks (e.g. web browser plug-ins)
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Follow “Rule of Least Privilege”:
►Restrict

 

all access to minimum 
►Ensure traceability

 

(who, when, and from where)
►Keep passwords

 

secret

…for all assets:
►Control PCs & operating systems
►SCADA applications & user interfaces
►Procedures, documentation, etc.

“Role Based Access Control”
 

for op’s:
►Avoid “shared”

 

accounts
►Multi-factor authentication for critical assets
►Full control for the shift leader of operations

Control (Remote) Access
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PLCs and other controls devices
 are completely unprotected:

►No firewall, no anti-virus, nothing

Assess your systems:
►Run vulnerability tools on everything

 
(e.g . PLCs, control PCs, SCADA,

 
data bases. web servers)

►Review configurations settings and 
remove unnecessary services

 
(e.g. emailing, web servers, Telnet, 
FTP) 

►Deploy

 

additional protective measures

 
if needed (VPN, ACL, …)

►Make your installations resilient & 
robust

Increase Robustness

Passed
68%

Failed
15%

Crashed
17%

CERN 2007
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A Boeing 777 uses similar technologies

 to Process Control Systems

Review Development Life-Cycle

Review procedures for
► ...development of

 
hardware & applications

► ...system testing
► ...deployment
► ...operations
► ...maintenance & bug fixing
►Use software versioning systems,

 
configuration management, and

 
integration frameworks (CVS, SVN, Git)

Protect operations 
►Keep development separated from operations

 
(eventually debugging might need access to full accelerator hardware)

►Avoid online changes for the sake of safe operations:

 
Online changes must be authorized by the shift leader for operations 
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Deepen Collaboration & Policies

Make security an objective
►Get management buy-in (security has a cost –

 

successful attacks, too)
►Produce “Security Policy for Controls”
►Follow the basic standards of Industry

Bring together control & IT experts:
►Control system experts know

 
their systems by heart –

 

but IT concepts ? 
► IT people often don’t know controls

 
–

 

but IT security they do
►Win mutual trust & get their buy-in
►Gain synergy effects

Train users and raise awareness
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Team up: The International Risk
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Control Systems for Living

…in the electricity sector
► transmission & distribution,

 
fossil, hydro, nuclear

…in the oil & gas sector
…in the water & waste sector
…in the chemical and

 pharmaceutical industry
…in the transport sector
…for production:

►e.g. cars, planes, clothes
…in supermarkets

►e.g. scales, fridges
…for facility management

►electricity, water, C&V

COBB County Electric, Georgia

Middle European Raw Oil, Czech Republic

Athens Water Supply & Sewage

Merck Sharp & Dohme, Ireland

CCTV Control Room, UK

Reuters TV Master Control Room

http://www.pharmaceutical-technology.com/projects/ballydine/index.html#ballydine3
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Critical Infrastructure

Increased focus since 9/11 
and due to today’s 
general security situation:

►

 

Electricity
►

 

Oil & Gas
►

 

Water & Waste
►

 

Chemical & Pharmaceutical
►

 

Transport



Dr. Stefan Lüders (CERN IT/CO) ― DESY ― 20. Februar 2007“Control Systems Under Attack !?” — Dr. Stefan Lüders — July 7th 2009

“Good Practice Guidelines Parts 1-7”

 
U.K. Centre for the Protection of National Infrastructure (CPNI)

 
http://www.cpni.gov.uk/Products/guidelines.aspx

“Manufacturing and Control Systems Security”

 
ANSI/ISA SP99 TR99.00.01-04

 
http://www.isa.org/MSTemplate.cfm?MicrositeID=988&CommitteeID=6821 

“Guide to SCADA and Industrial Control Systems Security”

 
NIST SP800-82

 
http://csrc.nist.gov/publications/drafts/800-82/draft_sp800-82-fpd.pdf 

“Critical Infrastructure Protection CIP-002 to CIP-009”

 
U.S. Federal Energy Regulatory Commission (FERC) 
http://www.nerc.com/page.php?cid=2%7C20 

“Information Technology ― Security Techniques”
“Systems and Software Engineering ― Software Life Cycle 

Processes”
ISO/IEC 27001:2005  and ISO/IEC 12207:2009 

+ Common Criteria, AGA, CIDX, ISPE, OLF #104, bdew whitepaper…

(Too) Many Standards... ?
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“Procurement Language”

Manufacturers and vendors are part of the solution ! 
►Security demands must be included into orders and call for tenders

“Procurement Language”
 

document
► “… collective buying power to help 

ensure that security is integrated into 
SCADA systems.”

►“Copy & Paste”

 

paragraphs

 

for

 System Hardening, Perimeter 
Protection, Account Management,

 Coding Practices, Flaw Remediation, …

http://www.msisac.org/scada
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“European Information Exchange on 
SCADA and Control System Security”

►

 

“…is for those European Governments, Industry and research institutions 
that are dependent upon and, or whose responsibility it is to improve the 
security of SCADA and Control Systems...”

►

 

19 members from 13 European countries (50% authorities, 50% users)

Government Initiatives: 

Global Players:

Conferences:
 

European SCADA Summit

 

(10/2009, Stockholm)

 SCADA Security Scientific Symposium (1/2010, Miami)

Team Up !

EuroSCSIE

http://www.wurldtech.com/index.php
http://www.samentegencybercrime.nl/
http://www.msbmyndigheten.se/default____138.aspx?epslanguage=SV
http://www.bsi.de/index.htm


Dr. Stefan Lüders (CERN IT/CO) ― DESY ― 20. Februar 2007“Control Systems Under Attack !?” — Dr. Stefan Lüders — July 7th 2009

Summary
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Thank you !!!

Quiz: Which link leads you to www.ebay.com
 

?
► http://www.ebay.com\cgi-bin\login?ds=1%204324@%31%33%37 

%2e%31%33%38%2e%31%33%37%2e%31%37%37/p?uh3f223d

► http://www.ebaỵ.com/ws/eBayISAPI.dll?SignIn

► http://scgi.ebay.com/ws/eBayISAPI.dll?RegisterEnterInfo&siteid=0&

 
co_partnerid=2&usage=0&ru=http%3A%2F%2Fwww.ebay.com&rafI

 
d=0

 
&encRafId=default 

► http://secure-ebay.com
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