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What we did in 2017 / 2018 



Security 
• Support for cutting edge browser security features CSP 3.0 and Same-site Cookies 
• Support for Kerberos authentication and Two-factor Authentication providers based 
on Universal 2nd Factor and Time-based One-Time Password 

• Brute force protection to all API access points 
• More secure Federation through use of SSL/TLS 
• New app store automatically checks apps and enforces signatures 
• Password confirmation 
• NCC group audit 
• Restrict login to a certain IP space.  
• Easy to use and working updater 



• Most requested feature 
• Final in Nextcloud 13 
• Supported in 

• iOS 
• Android 
• Mac 
• Windows 
• Linux 

• Enterprise grade key management 
• Optional Key Recovery

End 2 End Encryption



Scalability 
• Reduce DB load by 80%.  
• Response time improvements by 60% 
• 50% in real world test. (TU Berlin) 
• Multi backet object store support 
• Big LDAP performance improvements. Up to 85% faster. 
• Significant performance improvements in external storage handling 



• 80% less database load 
• 60% faster propfinds 
• 60% faster transfer of small files

Nextcloud 11 performance improvements



Real world test by TU-Berlin

https://nextcloud.com/blog/tu-berlin-halves-database-load-by-migrating-22k-users-to-nextcloud/



• Scalability > 500k users 
• Global distribution 
• Cost efficiency 

• Independent nodes 
• Federated sharing between nodes 
• Lookup Server 
• Global Site Selector 
• Balancer 

• First release in Nextcloud 12 
• Refined user distribution logic in 13 
• In production since 6 month for 10M users 

Global Scale



File Sync and Share 
• Organisation shares 
• Chunked file upload in Web 
• Impersonate App 
• Share by Email 
• Quota in Sidebar 
• Low Quota Email Warning 
• Activities for Files/ Folders 
• Guest app 
• Copy action in web UI



Collaboration 
• Full text search (Apache Solr) 
• Lookup Server for Collaboration across instances 
• New app menu to make switching easier 
• Push Notification 
• Circles App for User defined groups 
• Contacts menu 
• Avatar popup menu 
• Show avatars in Collabora Online 
• Show avatars in Shared files overview 
• Calendar with free Outlook/Thunderbird plugins. Free/Busy Support, Invitations 
• Mail/Contacts  
• Files from Mail 
• Deck app 
• User comments autocompletion 
• External sites improvements. Also show on mobile Apps 



• Audio / Video calling 
• Chat 
• Screensharing / Presentations  

• Webinar use-case 
• Phone use-case  

• Web-UI 
• Android App 
• iOS App 
• Federated Calls with OCM API 

• Optional high scalability backend 
• Signaling Server 
• STUN, TURN, MCU 
• SIP Bridge 

Nextcloud Talk















App Ecosystem 
• New App Store with > 100 Apps 
• Not contributor license agreement 
• No enterprise apps 
• Real 100% open source 
• ‘Contributions at eye level’



Nextcloud Conference 24

• Moodle integration 
• Zenodo publishing 
• Dashboard 
• Circles 
• ORCID 
• Pico CMS 

Nextcloud Education Edition



Use Cases 



Document Sharing 





















iPad Screenshot



iPad Screenshot



iPad Screenshot





Meeting 

















Document Workflow 



















Mail 







Nextcloud Conference 60

• Outlook plugin 
• Thunderbird plugin 

• Attachment handling 
• Automatic uploading 
• Automatic generation of 
sharing links 

• Calendar / Contacts





Projekt Management 









Federated Collaboration is the next 
challenge 

Summary



Nextcloud

Self hosted 
100% open source 
Distributed / Federated 

Dropbox 
Google Suite 
Office 365

Alternative to
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Questions 


