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Building the Cloud to Things Continuum.

Storage NetworkCompute AcceleratorsControl

OpenFog Consortium and Trusted IoT Alliance

Open Fog :- To drive industry and academic leadership in fog computing architecture, testbed 
development, and a variety of interoperability and composability deliverables that seamlessly 
leverage cloud and edge architectures to enable end-to-end IoT scenarios.

Trusted IoT Alliance :- Connecting and securing the next generation of smart 
IoT products with blockchain technology for a more trusted, secure and 
scaleable internet of all things.



Challenges ahead in IoT space
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A Paradigm Shift is Needed 
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Can	do	both	
OTT	and	
especially	
non-OTT	
for	B2B

Services

Click, click, click ….



Fusing 
Cloud/DC, Network 

and Fog virtualization & 
management

Paradigm Shift in IoT
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Kill various birds with 1 stone

ETSI NFV MANO

• Uniform mgt. of 
IoT services across 
Cloud/network/edge

• e2e automation (orch.)
• e2e security
• e2e service assurance
• Multi-tenancy 
• Analytics

Where industry is heading: 
open, programmable, mobile, 

IoT native, flexible, cost-effective 
and scalable

Cloud

Fog

SDx

5G IoT

NFV

Why a Converged Model? M. Yannuzzi, R. Irons-Mclean, F. van Lingen, S. Raghav, A. Somaraju, C. 
Byers, T. Zhang, A. Jain, J. Curado, D. Carrera, O. Trullols, S. Alonso, 
“Toward a Converged OpenFog and ETSI MANO Architecture,“ IEEE Fog 
World Congress (FWC), Santa Clara, USA, Octo./Nov. 2017.



Management &
Orchestration

Virtualized 
Infrastructure Manager 

(VIM)

Service Managers 
(including VFMs)

YANG Models
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Hardware Resources in the Fabric

Things

Service Models Device Models

Data Services

Security VNFs

IoT Apps

vProbes

Fog nodes Data CenterNetwork

ETSI model of NFV MANO
F. van Lingen, M. Yannuzzi, A. Jain, R. Irons-Mclean, O. Lluch, D. Carrera, J. L. Pérez, 
D. Montero, J. Martí, R. Masó, and J. Rodríguez, “The unavoidable convergence of 
NFV, 5G and Fog: A model-driven approach to bridge Cloud and Edge,“ IEEE 
Communications Magazine, Vol. 55, issue 8, pp. 28-35, August 2017.



IoT Services

Multi-vendor devices
(Physical or Virtual)

A model-driven approach

Plug-and-
Play

devices

Analytics
As-a-

Service

Zero
Touch 

Provision
Firewall

Network servicesManagement ServicesData Services

Messaging
As-a-

Service
VPN, VLAN

Single 
Point of
Control

Mapping Functions

Cloud & Data centerNetworkFog/Edge

Standardized Service Models

Device Models (YANG)



Budget and 
Roadmaps

Boxes

Management 
Systems

Data

Quadruple Silo Problem

Cities: from Silos in the 1980s to Silos in the 2020s



Power	monitoring	and	
control	of	elements	in	

public	spaces

Event-based	
video

Access	control	and	telemetry	
of	sensors	through	street	

cabinets

Traffic	analysis	and	
regulation	

Connectivity	
on	demand

Data	distribution	policies	and/or	
operational	reasons	

Connectivity	limitations	&	
bounded	delayCriticality Policy/Regulation Local	processing

Autonomous	operation	
at	the	edge Physical	constraints Anomaly	detection
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Practical	aspects

Box/service	consolidation

E
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Digital	IoT Fabric	in	Barcelona
M. Yannuzzi, F. van Lingen, A. Jain, O. Lluch, M. Mendoza, D. Carrera, J. L. 
Pérez, D. Montero, P. Chacín, A. Corsaro, F. Parodi, and A. Olivé, “A New Era 
for Cities with Fog Computing,“ IEEE Internet Computing Magazine, special 
issue on Fog Computing, Vol. 21, issue 2, pp. 54-67, March/April 2017.



Things

Backend

Fog	node

Institut Municipal d’Informàtica - Hàbitat Urbàp
Ajuntament de Barcelona
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Implementing the Use Cases



Network

Street	cabinets
Industrial	PC
(Fog	node)

Protocol	
transformation

Raspberry	Pi
(Fog	node)

Mobile	(fleets)

Internal	
sensors/devices

External
Sensors/devices

Internal
Sensors/devices

Cloud	based	Backend

Operational	dashboards	
(different	tenants	&	views)

Utilities

Ruggedized	
customized	PC
(Fog	node)

Internal
Sensors/devices

Ongoing/Future	work	:- Convergence	across	multiple	use	cases	
and	verticals



Thank	You


