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Securing Distributed 
Research

Identity Federation for Research

Global science calls for global infrastructure. A typical 
large-scale research group will use a suite of 
international services and involve hundreds of 
collaborating institutes and users from around the 
world. How can these users access those services 
securely? How can their digital identities be 
established, verified and maintained? 

We will explore the motivation for distributed 
authentication and the ways in which research 
communities are addressing the challenges. We will 
discuss security incident response in distributed 
environments - a particular challenge for the 
operators of these infrastructures. Through this 
course you should gain an overview of federated 
identity technologies and protocols, including 
certificates, SAML and OAuth2. 
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Who am I?
● Member of CERN’s IT Department
● Working on Trust and Identity for CERN and WLCG
● hannah.short@cern.ch 
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What are we talking about?
● Authentication, Authorisation and Identity
● Authentication & Authorisation for Distributed Communities
● Security Incident Response
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What am I hoping that you will remember?
● The global research community is increasingly connected through shared 

use of digital identities
● This brings benefits and also challenges
● There are multiple ways of doing it

If you are developing a service that needs authentication or authorisation, 
come back and look at this! 
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Authentication, Authorisation and Identity
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Authentication, Authorisation and Identity
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Authentication, Authorisation and Identity
Traditional Online Identity

● Bits of identity scattered through the web 
● Very different idea of “me”
● 100s of username and password pairs

Reused Forgotten Lost
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Authentication, Authorisation and Identity
The Evolving Online Identity

● Credibility is key
● Use of a single, unified identity is 

becoming increasingly possible
○ Link accounts
○ Log in with Social ID

● Being able to grant permissions to 
well defined identity attributes or 
capabilities is gaining importance
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What impact does this have 
for Research?
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Why do we need Authentication & Authorisation?
● Confidentiality
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The final research may be public but, 
until that point confidentiality 
matters!

For example, there is a deliberate 
separation between certain 
experiments. 



Why do we need Authentication & Authorisation?
● Confidentiality
● Traceability
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When something goes wrong, we need 
to be able to trace back to the user.

For example, a physicist submits a job 
that seg faults. If we can work out 
where the job came from we can get 
in contact and help. 



Why do we need Authentication & Authorisation?
● Confidentiality
● Traceability
● Attribution
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Having a stable, reliable identifier 
allows research to be properly 
attributed. Identity changes present 
problems - e.g. standard advice is not 
to change your name when you get 
married. 

ORCID provides life-long identifiers to 
researchers, to attach to publications, 
grant requests etc

Visit https://blog.inspirehep.net/2015/04/what-is-orcid-and-how-can-it-help-you/ 
and https://home.cern/cern-people/updates/2018/01/get-yourself-orcid  
 

https://blog.inspirehep.net/2015/04/what-is-orcid-and-how-can-it-help-you/
https://home.cern/cern-people/updates/2018/01/get-yourself-orcid


Why do we need Authentication & Authorisation?
● Confidentiality
● Traceability
● Attribution
● Suspension
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What if a user’s identity is 
compromised? Can we isolate the 
identity and suspend it? 

Otherwise, do we have to stop the 
jobs from an entire experiment? 



Authentication & Authorisation for 
Distributed Communities
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Authentication for Distributed Communities
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Authentication for Distributed Communities
The problem

● Large, global user community
● Working on the same infrastructure
● Don’t necessarily know each other
● Don’t necessarily ever meet

How can we securely provision digital identities?
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Authentication for Distributed Communities
Who knows the users?

● The Laboratory?
● The Infrastructure?
● The Experimental Group?
● The Home Organisations?
● A trusted 3rd party?

Typically, the home organisation may have the most current information. 
Or, potentially, a trusted 3rd party like a government, bank or organisation 
specialised in identity vetting 
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Authorisation for Distributed Communities
By contrast, Experimental Groups or Research Communities may be better 
placed to know 

● Which group you belong to
● Which roles you should have, e.g. user, admin, super-user 
● When you need to accept new or changed policies, e.g. Acceptable Use 

Policy (= “no bitcoin”)
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Putting the Pieces Together
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Putting the Pieces Together
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How does it work?
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How does it work?
There are multiple possibilities, we’ll focus on the three most widely used 
methods for distributed authentication

● Certificates
● SAML

○ XML bundles

● OAuth2 
○ Tokens
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Certificates
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“In cryptography, a public key 
certificate, also known as a digital 
certificate or identity certificate, is 
an electronic document used to 
prove the ownership of a public 
key.” Wikipedia



Certificates
● Digital Identity
● Signed by a Certificate Authority

○ Hash of the certificate, encrypted with 
the CA’s private key

● Typically long lived ~1yr 
● Accompanying private key has a 

password

Certificates can be granted to any 
entity - service, machine or individual

http://slideplayer.com/slide/10176602/ 
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http://slideplayer.com/slide/10176602/


Certificates for Research
● Certificate Authorities regulated by the 

Interoperable Global Trust Federation 
(IGTF) 

○ Signed by CA IF they can validate the identity
○ X509 is the form of certificate used in the Grid

● Authentication = Certificates
● Authorisation = Certificate Extensions 
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What does 
the IGTF 
do?
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Proxy Certificates

http://slideplayer.com/slide/10176602/ 
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● The user certificate is used to 
generate and sign a 

○ Proxy Certificate 
■ Identity of the user
■ Short lived
■ Expiration time

○ Private key
■ No password
■ Readable only by the user

● Proxy and its private key are 
sent off together and can 
generate new proxies

Why do we need a 
proxy? Why not send 
the certificate? 

http://slideplayer.com/slide/10176602/


VOMS Proxy Certificates

● Grid Proxy = Short lived certificate to be used for authentication to grid 
services

● VOMS Extension = Virtual Organisation specific information, e.g. role 
and capability 

● VOMS Proxy = Grid Proxy + VOMS Extension

http://toolkit.globus.org/toolkit/docs/5.0/5.0.2/security/gsic/user/ https://www.ietf.org/rfc/rfc3820.txt 29

What is a 
Virtual 
Organisation?

https://eu-egee-org.web.cern.ch/eu-egee-org/fileadmin/documents/UseCases/ProxyCerts.html 

http://toolkit.globus.org/toolkit/docs/5.0/5.0.2/security/gsic/user/
https://www.ietf.org/rfc/rfc3820.txt
https://eu-egee-org.web.cern.ch/eu-egee-org/fileadmin/documents/UseCases/ProxyCerts.html


Where’s the trust?
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Certificates
Good Bits

● Well established technology, services 
are set up to accept certificates

● Same credential valid for web and 
non-web

Bad Bits

● Security impact if compromised (and 
frequently compromised)

● Not user friendly
● Mobility issues
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SAML 

“Security Assertion Markup 
Language (SAML, pronounced 
sam-el[1]) is an open standard for 
exchanging authentication and 
authorization data between 
parties” Wikipedia
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Security Assertion Markup Language



SAML 
● Often used for Single-Sign-On implementations
● Typically used by the Research and Education sector 
● Limited to web services
● Authentication assertions sent as XML packets

○ Can be encrypted or not 
○ Contain user attributes

33http://docs.oasis-open.org/security/saml/Post2.0/sstc-saml-tech-overview-2.0.html 

http://docs.oasis-open.org/security/saml/Post2.0/sstc-saml-tech-overview-2.0.html


SAML Protocol
● Client 

○ User on their 
browser

● Resource Server
○ A website requiring 

authentication

● Authorization 
server/IdP 

○ Home Organisation

34
https://www.mutuallyhuman.com/blog/2013/05/09/choosing-an-sso-strategy-saml-vs-oauth2/ 

https://www.mutuallyhuman.com/blog/2013/05/09/choosing-an-sso-strategy-saml-vs-oauth2/


SAML Trust Federations
A group of Service Providers and Identity Providers that have agreed to 
work together.

● Federation metadata collects XML descriptions of each organisation, 
along with their certificate

● Federation metadata is signed by the Federation and distributed to all 
members

● Everyone has access to everyone’s certificates, issued by a trusted source
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Where’s the trust?
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Interfederation Examples
STORK
“STORK project makes it possible for millions of EU 
citizens who are resident in a Member State other 
than their own or work in one country and live in 
another one to access online public services wherever 
they are located.”
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eduGAIN
“The eduGAIN service interconnects identity 
federations around the world, simplifying access to 
content, services and resources for the global 
research and education community. eduGAIN 
enables the trustworthy exchange of information 
related to identity, authentication and authorisation 
(AAI).​ ​”

http://slideplayer.com/slide/10363474/ https://technical.edugain.org/

http://slideplayer.com/slide/10363474/
https://technical.edugain.org/


SAML
Good Bits

● Mature, scalable federations
● Secure protocol

Bad Bits

● Only works for web services
● Significant implementation effort 
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OAuth2
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“OAuth is an open standard for 
access delegation, commonly 
used as a way for Internet users 
to grant websites or applications 
access to their information on 
other websites but without giving 
them the passwords” Wikipedia



OAuth2 
● Typically used by Social Providers, 

i.e. “GAFA” (Google, Apple, 
Facebook, Amazon)

● Relies on bearer tokens, i.e. 
opaque strings signed by the 
“authorisation service”

● Non-web and API friendly

40
https://code.tutsplus.com/articles/oauth-20-the-good-the-bad-the-ugly--net-33216 

https://code.tutsplus.com/articles/oauth-20-the-good-the-bad-the-ugly--net-33216


OAuth2 Protocol
● Client

○ User on their browser

● Resource Server 
○ Website requiring 

Authorization

● Authorization Server/IdP
○ Home Organization 
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https://www.mutuallyhuman.com/blog/2013/05/09/choosing-an-sso-strategy-saml-vs-oauth2/ 

https://www.mutuallyhuman.com/blog/2013/05/09/choosing-an-sso-strategy-saml-vs-oauth2/


Where’s the trust?
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OAuth2
Good Bits

● Tokens widely accepted
● Easy to implement
● Works for non-web

Bad Bits

● Current identity federation status 
immature
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A Quick Pit-Stop
We looked at 3 different technologies for distributed authentication. 

Certificates SAML OAuth2

Web? Yes Yes Yes

Command Line? Yes No Yes

Advantage? Simple Scalability Widely accepted

Disadvantage? Security & Usability Usability, Non-web Scalability

Example Grid Certificates Your Home 
Organisation

ORCID, Github
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Which one is best?
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Brief Aside: Example at CERN

OAuth2

SAML
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Brief Aside: Example at CERN

Certificates

OAuth2

SAML
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Security Incident Response
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If an identity is compromised, 
how can we protect the 
community?
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Security Incident Response
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● What is Security Incident Response?
● Large communities

○ In eduGAIN > 4000 organisations

● Don’t necessarily know or trust each other
● Even if protocol is secure, nobody thought about 

security incident response :(



Suspension
● Each service could suspend the account 

○ How can they share the information between each other?
○ How do they know when the compromise has been resolved? 
○ Won’t this take a long time anyway?

●  The identity provider could suspend the account
○ What if they don’t react quickly?
○ How do we contact them?
○ What if they refuse?
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Investigation
● Will evidence be kept? 
● Can logs be shared legally?
● Are contact points provided? 
● If I share data, will the recipient respect confidentiality?

...

If nobody has thought about it, generally the answer is “No” 
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What can we do?
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WLCG Certificate Federation

● Common security policies
● Central suspension mechanism 

(Argus)
● Infrastructure CSIRT (Computer 

Security Incident Response 
Team)

Very mature setup with international 
participation in trust initiatives (IGTF)

SAML Federations

● Newly established Security 
Framework 

● No central suspension 
mechanism

● No central operational security 
or incident response capability

Still a long way to go before Research 
Communities trust them to the same 
extent 



What am I hoping that you will remember?
● The global research community is increasingly connected through shared 

use of digital identities
● This brings benefits and also challenges
● There are multiple ways of doing it

If you are developing a service that needs authentication or authorisation, 
come back and look at this! 
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Questions?
Thanks for listening :)
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