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Global science calls for global infrastructure. A typical large-scale research group will use a suite of inter-
national services and involve hundreds of collaborating institutes and users from around the world. How
can these users access those services securely? How can their digital identities be established, verified and
maintained?

We will explore the motivation for distributed authentication and the ways in which research communities
are addressing the challenges. We will discuss security incident response in distributed environments - a par-
ticular challenge for the operators of these infrastructures. Through this course you should gain an overview
of federated identity technologies and protocols, including x509 certificates, SAML and OIDC.
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