FIM4R Requirements

TIIME, February 5/6 2018



Requirements Gathering

e Started September 2017 in Montreal
e Continued at TechEx October 2017



Is our list the right list?

Have we missed anything?
s it at the right level of detail?

s it useful for our audience (many reader
groups likely)




User Friendliness

Authorization
under community
control

Security Incident
Response policies
and procedures

Browser & non-
browser

Well defined,

semantically

harmonised
attributes

Traceability

Bridging
communities

Flexible and
scalable attribute
release policy

Policy
Transparency, i.e.
why and what is
FIM

Multiple
Technologies with
Translators

Attribute flow
across borders

Reliability and
Resilience

Contracts
between
communities &
federations

Requirements from 2012

Open Standards

Attribute
aggregation for
authorisation

Smooth Transition
to FIM

Different LoAs

Risk analysis of
using FIM

Easy Integration of
services




Requirements from 2018

Attribute
Authorisation release &
adoption

|dentity Discovery &
lifecycle usability

Security AIRIES & Assurance Usability

portals

On-boarding, Critical

This is a very

simplified Beyond web testing & collateral
consolidation, just c
SN support infrastructure

compare with v1




Did we miss anything from v1?

We weren’t sure what this is!
Anyone know?

Multiple
Technologies with Open Standards
Translators

Browser & non- Bridging

e Different LoAs
browser communities

User Friendliness

Well defined, Flexible and

Authorization . .
. semantically . Attribute flow
under community ) scalable attribute
harmonised : across borders
control . release policy
attributes

Attribute
aggregation for
authorisation

Risk analysis of
using FIM

Policy
Transparency, i.e.
why and what is
FIM

Incident
2 policies Traceability
cedures

Easy Integration of
services

This is assumed in the Contracts
proxy model between
communitie,
This is a bigger problem now

and hasn’t featured yet!

This is now standard,
assumed by the proxy




Have we identified anything new?

Real time authorization,
suspension, role selection

Attribute
release &
adoption

|dentity

DISCOV?.W & Authorisation
usability

Smart discovery,
service catalogue

Proxies &
tal Assurance
pO als Some overlap with

R1 but we have a
word for it now!

On-boarding,
testing &

lifecycle

Account linking Entity attribute

adoption
streamlining

Usability

Security

Communication,
peer review of op

sec practices Beyond WEb

Critical

collateral
infrastructure

support

Global IdPoLR ]




Is there anything missing?

Data Protection?
Social IDs?

Lifelong identifiers?



Resources

e FIMA4R v2 Draft

— https://docs.google.com/document/d/1aTPJRjXES9sK\Vn5tp6O f
BN295070BET2tXrV1FzsJQ/edit?usp=sharing

* Requirements list

— https://docs.google.com/spreadsheets/d/11uiZokF -
MvFYQhac4NNkgAbSAuz92ou-zOXWQD-dQs/edit?usp=sharing

* Requirements comparison

— https://docs.google.com/spreadsheets/d/1J2WLGncZYNIp3pQ-
ZGC9f60Z2600s871Jf2fDfefp-rc/edit?usp=sharing



https://docs.google.com/document/d/1aTPJRjXES9sKVn5tp6O_fBN295o7oBET2tXrV1FzsJQ/edit?usp=sharing
https://docs.google.com/spreadsheets/d/11uiZokF_-MvFYQhac4NNkgAbSAuz92ou-z0XWQD-dQs/edit?usp=sharing
https://docs.google.com/spreadsheets/d/1J2WLGncZYNIp3pQ-ZGC9f6oZ600s871Jf2fDfgfp-rc/edit?usp=sharing

