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Research branch of Validity Labs: Design, test and deploy
tools for decentralized research institutions of the future.
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Research

Build, break & improve
platforms running on
smart contract &
crypto- economic
architectures

L

Education
Educate about
the potential of
blockchain in
research and
development.

N

Collaboration
Collaborate with
academia, funding
agencies & industry.
Build open source
tools.
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Blockchain vs Bitcoin

* A blockchain is an open database

* Decentralized & trustless

verification through math
* Blockchain: early 1990s

Bitcoin: 2008

@ OB
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Blockchain vs Bitcoin

medium.com/world-of-blockchains ‘

in
e, Bem

I N F o G RA D= e :Coo'& s\ockchd\“ s

. O(
THE HISTORY OF BLO\ prief 'S

2009 PoW PoS

2011

Litecoin (LTC)
++



Let’s build a blockchain

* Money is exchanged. Or information. The

data flow is logged! B
» After a certain size a block is formed

Ledger - April ‘18 Science contributions

A pays B 20 CHF A contributed...

B pays C 10 CHF B proposed...

C pays A 30 CHF C proposed... D

D pays C 10 CHF D researched... lehenso desy 4o



Let’s build a blockchain

« Protocol:

* Everybody can add lines

» After time t, settle up (blocks)

* How to prevent cheating?

:> Signaeuwe's
@08




Signatures

* Digital signatures change with every message!
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* Private/secret key and public key pair
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Sign(Message, sk) = Signature

No copy Only you can sign

* Easy to compute, impossible to break

created with hepwori.github.io/execorder

Verify(Message, pk, Signature) = True / False

N0




Making Trap-doors: Elliptic Curves

For our purpose:

@ @@ {(x,y) ER?|y? =x3 + ax + b,4a> + 27b* # 0} U {co}




Making Trap-doors: Elliptic Curves

Define an addition
Get a multiplication: 5 * 2= 2+ 2+ 2+ 2+ 2

‘R; Q




Making Trap-doors: Modular Arithmetic

(10+4) mod 12 =2

Modulus 12

For our needs: mod p, p is prime

{(x,y) €F, |[y?* =x* + ax + bmodp, 4a®+ 27b* # 0 mod p} U {oo}

Some numbers don‘t exist anymore!

©NoKEl




Elliptic Curve Geometry in a Finite Field
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Cryptography

Generator point G G oo /wﬁ
Pick random sk | :
1 out of 1.15E77 - 256 bit | 1
pk=sk * G —
Calculation of:

* pk is O(log n) complex

* sk is O(2"?) complex

@ @ @ modified from crypto.stackexchange.com




Back to the Blockchain

is the address L
I
0x74abbdc4e5d62210194f503a871a6bf68744b1a1 C |
O
S J 0
Verify(Message, pk, Signature) = True / False 0 S E Datal
Protocol: g C J | Signaturel
S
. ol
* Everybody can add lines 5| Data2
Signature2
* Only valid with signature | |
* Make blocks L

|@ @@ \ Where is the database?




Back to the Blockchain

Everybody has/can have a copy
New entries get broadcasted

How to keep the database consistent?

Proof of Work:
Make fraud computationally infeasible

teilchenzoo.desy.de

X0




Cryptographic Hash function

* SHA (Secure Hash Algorithm)
was developed by the NSA...

Hello World

Arbitrary Length
Input Message (M)
a591a6d40bf420404a011733cfb7b190d62c65bfObcda32b57b277d9ad9f146e " M
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@ @@ de.wikipedia.org/wiki/Fingerabdruck
Cryptographic Hash function

* SHA (Secure Hash Algorithm)
was developed by the NSA...

Arbitrary Length
Input Message (M)

Iteration
j
i
J

N\l Compression
N\ (/17 Function

Intermediate
Value
Fixed
¥ Length
Output
P 60fae91769c446c650a1bf85d65€a5950c0911578747af17698847a36¢ccb761f

M. Magableh (2011), DOI: 10.13140/2.1.2021.0886



Proof of Work: Nonce-sense

* SHA256 hash: first n bits are 0

Datal

>ignaturel * Proof of work: special number (nonce)
Data2

Signature2 « 2739 for the right guess

Proof of work (nonce)

Hash

00000000000000000
000000000000... @ @ @




A Block ...

Datal
Signaturel

Data2
Signature2

789135876618990987267

Hash

00000000000000000
00000000000012da5
132a132b1...

N0




A Blockchain

HashO

Datal
Signaturel

Data2
Signature2

789135876618990987267

Hash1l

00000000000000000
00000000000012da5
132a132b1...

@NolE

Hashl
Data3 /
Signature3

Datad
Signature4

765434150089876546789

Hash2
Data5 /
Signature5

Data6
Signature6b

2578712334141431001754

Hash2

00000000000000000
0000000000005f79e
0h12309...

Hash3

00000000000000000
000000000000e5f45
9000a4b7...




A Blockchain

HashO

Datal
Signaturel

Data2
Signature2

789135876618990987267

X0

Hashl
Data3 /
Signature3

Datad
Signature4

765434150089876546789

Hash2
Data5 /
Signature5

Data6
Signature6b

2578712334141431001754




Proof of Work: Decentralized Consensus

Trust the longest chain, it is backed by the majority

fraudster




Miners

Miners are the housekeepers, doing the proof of work

> Decentralised consensus

Other proofs: stake, activity, capacity... ‘ |
A
Incentiv: Blockreward and fees %]* =

@ @ “Consens-uela”
“Miner-craft”




Summing it up

><tg]l  Blockchain is a database

----- Incentivised via block rewards

(Quolel
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Introducing a database that is:

“A fundamental possibility
to perform (financial) transactions.”

e Censorship resistant,
e Tamper-resistant,
e Auditable

% Validity
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Access to finance

75% of population 40% in developing 20% of adults with daily
(planet earth) nations income under $2

But 1 billion people without bank account have a mobile phone!




Cost of Remitting from G20 countries Source

@ THE WORLD BANK

| WORLD BANKGROUP

6.67% 8.56%

France AR Germany(,‘

6.09% 11.30%
USA Japan
7.57%

Average for
G20 Countries

16.95%

South Africa

5.73%

Brazil



https://remittanceprices.worldbank.org/sites/default/files/rpw_report_sept_2016.pdf

_
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The weird issue of g,,,&

Claimed shares: 49,164,415
A over 30% I

Outstanding shares: 36,793,758

Separate systems were unable to correctly reconcile.
(owner of the share / actual owner of the share / really real

owner of the share)
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Blockchain will drive intermediaries
out of business!
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Blockchain and Smart Contracts

Bitcoin blockchain 7S Crvoto Valle Ethereum blockchain
= database & P y with smart contracts

= World Computer
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SMART CONTRACT

Program on a blockchain that
can control (financial) assets.



A New Dimension
For Payments

Since ~ 10.000 years

Transaction of financial
assets from and to:

People

Organizations




A New Dimension
For Payments

Since 07/30/2015 3:26 UTC
(Ethereum genesis block):
v Transaction of financial

assets from and to:

P I

eT h creuim =
Organizations

Programs
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e veldiybebs e AMPLE: Decentralized insurance

I Data Source (Oracle)

Get your instant payout
in case your flight is late. ﬁ
S

&/ *
&
Q\\q . \36\6

/ N
Smart Contract
o

deployment 7
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~
@ PERN -
[

Developer 77 0N
Smart { Ery S a

Contract ot

Insurance taker Investor
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Blockchain solution architecture. -
‘ Ooerator maching: » creates data
s analyses data

= interprets data

Broadcast data to IPFS

L = attributable
Notarization: .
Sign IPFS hash & e e timestamped
send to smart » can trigger processes
- contract = g4

Storage: " OPen
$ s immutable

» censorship-resistant
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What did we gain?

- Permanent publication of results
- Attribution of researchers’ contributions
- Interoperability to enable incentives (grants, publications, IP)

Blockchain 1.0 - #BeYourOwnBank (Bitcoin)

Blockchain 2.0 — #BeYourOwnJournal (now)

“5 ValidityLabs



i ValidityLabs " Example: Mindfire

Event: Talent Talent Token Distribution
Sponsor Token Distribution Vote
)
4
~
[
=
-
\
\\ VOTE

IP Actio

Proposal

Token backed governance of:

Funding, IP and participant R&D efforts towards true Al

mindfire.global



H: ValidityLabs” Example: HIT.foundation

token ecosystem for medical data

-
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= Token Exchange > °
—— U Med. Service
Information v Provider
Seeker l
§ Cgm?arét -
Med.
Data ’ .\é Service
=

Individual

14

Information Bonus/Reward
holder/repository Provider
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Example: Covee

trust network for collaborative data science

Automate functions of firms Enables marketplace-like
Solve incentive problems motivation/reward

Y Covee smart contracts Covee mechanism design Covee Token

ethereum

.

Blockchain-based distributed computing decentralized
creates a new kind of accountability Marketplace-like motivation strategyproof
between people (closely resembling trust) Firm-/trust-like coordination automated

scalable




E oatens Architecture

Decentralized team-work powered by smart

contracts
You want to work with others on a project and be sure

that nobody is free-riding/lazy/misbehaving

% covee 0.6 ETH

™

als
0 ‘5 E \
/ u

Domain Expertﬂ

Project Initiator

Project setup

. O
Staking Smart 8
é}&

Contract

[
Statistician

Data-Scientist




E oatens Architecture

Decentralized team-work powered by smart

contracts
You want to work with others on a project and be sure

that nobody is free-riding/lazy/misbehaving

\ote
| %A 2 e /

~
]

% covee Vote

\\v/ /
-

Domain Expe

Project Initiator

Project setup
Staking
Project Work
Voting on results (1-10)

Smart L
Contract

rt\“
[
Statistician

A\

Data-Scientist




E oatens Architecture

Decentralized team-work powered by smart

contracts
You want to work with others on a project and be sure

that nobody is free-riding/lazy/misbehaving

05 gt
> ETH /
#covee] __ osery

™

A\

Project Initiator

Project setup

Staking Smart 0'557
Project Work Contract Z
P2P Voting

Stake Payback

Domain Expertﬂ

— R
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Statistician
A\

Data-Scientist
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A blockchain backed social media platform for science

Study design, experimental & Peers are invited: Improved idea
statistical design ‘idea’ conference attracts talented

vy 1
==l Iy == experimental groups
g

— EW S -
7 'O~ :}.{%

’ Fund distribution along “audit trail”

Publishing industry helps I! ¢ Industry competes for licensing and

spread the word production of test/ product




PROBLEM: LOST HUMAN POTENTIAL i valiityLabs

We miss out on human potential to address global challenges. There are
unnecessary entry barriers to participate in scientific discovery & research.

Researchers
per million
- inhabitants

2001 and above

‘ Data not available

UNESCO Fact Sheet )
No. 41 | March 2017 Share of all worldwide researchers:

FS/2017/SCl/41 North America & Western Europe: 47.5%




SOLUTION: Creating global blockchain- s valiityLabs
backed networks for collaborative research.

sm
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Harness
| I

f\ A

-~ all contributors

to find the best jpl} ‘ 4 to the best

solution for a 4

.’\'/(\\L\ __l: N{:&«
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solution




REINVENTING DISCOVERY: Decentralized
R&D markets emerging outside of corporate,
academic or governmental silos.

N

N /s
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—
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e \\
P d ~

- SMART
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. . . H ValidityLabs
Blockchain for Science and Collaborative Research
September 17-21 2018, Davos, WEF Congress Center

Goals:
e Educate & explore
e (reate use cases & roadmap for
implementation.
e Follow up: 11 month dev team
implement pilot projects

Target groups:
e Academic & industrial scientist




L ”
Kick-off symposium: ,5- ValidityLabs
,.\ Social scientists, economists, blockchain developers, scientist & industry representatives

2 da\% discuss & learn about trust networks for collaborative research

Workshops explore tools & identifiy implementable R&D projects.

3 da\/s_. Verticals: Pharma, Healthcare, Mobility, Energy, Big Data & loT

FOLLOW UP IMPLEMENTATION

a Dev team performs assessment of platform performance for given tasks.

3 monp Feasibility & work plan of required adaptation for specific problem (Ul/ Data management...)

Implementation, adjustment of Uls, integration through dev team, financing & roll out

9 montH" Launch
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