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Devices at CERN

1. Switches 
2. Routers 
3. Thermometers 
4. PLCs 
5. CCTVs/Webcams 
6. Sensors 
7. Oscilloscopes 
8. IP Phones 
9. Anywhere USB 
10. NAS 
11. Printers 
12. Projectors 
13. MLCs

14.  Conference mics 
15.  IPMI 
16. Infoscreens 
17. Power Supply 
18. Arduinos 
19. Raspberry Pi 

and more



Non Configured Devices



Access Point

NAS



Easily Vulnerable Devices



IP Phone



Projector





and MANY MORE



Medium Vulnerable Devices



Number plate  
readers

Printers



Yes there are no proper standards for IoT security yet

There are only drafts that come out every year  
but no proper standards that are finally announced or  

security check measures for the companies



So what else are we doing ? 



We are developing an automatic tool that detects IoT devices and 
provides model and firmware details about them



1. Scan the GPN at CERN to detect IoT Devices. 

2. We tried a lot of tools like scrapy, python requests package, wget, 
etc but the best outcome was - Selenium with chrome driver. 

3. Analysing webpages manually. 

4. Detected different firmwares just using the webpage analysis. 

5. Constructed tool to automate the output of IoT device detection 
using beautifulsoup. 

So how we do this -



Example for a random CERN IoT device IP

<ip address>

<ip address>

<device name>

<device name>



What we plan to do with this info -

We will be using this information to show security risks  
associated with them.
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