


loT Devices in CERN

CERN has approximately 900 loT Devices connected TYPES NO. OF DEVICES
on the General Purpose Network (GPN).

Not Configured Devices 100
Easily Vulnerable Devices
Medium Vulnerable Devices

Comparatively Secure Devices

Overview of Vulnerable loT Devices Devices at CERN

Switches 14. Conference mics

Routers 15. IPMI
Thermometers 16. Infoscreens
PLCs 17. Power Supply

CCTVs/Webcams 18. Arduinos
Sensors 19. Raspberry Pi
Oscilloscopes

IP Phones and more
Anywhere USB

NAS

Printers

Projectors

@ Not Configured Devices @ Easily Vulnerable Devices MLCs
@ Medium Vulnerable Devices @ Comparatively Secure Devices ’

1.
2.
3.
4.
5.
6.
7.
8.
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IProdu:t Page: DAP-1665 Hardware Version: A1 Firmware Version: 1.11

D-Link

WI-FI CONNECTION SETUP WIZARD

This wizard is designed to assist you in your Wi-Fi network setup. It will guide you through step-by-step instructions

on how to set up your Wi-Fi network and how to make it secure. A C C e s s P o i nt 2

| Next || Cancel |

WIRELESS

€ 0F | @ |[Q search a3 A

NAS

Set a stronger password

+ 1o P
a | New password

% | Confirm password

admin is the default username. The minimal
password length is 6 characters.

Submit
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Yealink |+

Local phone list

Remote Phone
Book

Call history
LDAP
MulticastIP

Settings

Account

Call panel
Dial a number
Outgoing ID
History
Called

1 Fri Feb 02 E

2 Fri Jan 26 08:25
3 Mon Jan 22 13:14
4 Tue Jan 16 09:44
5 Thu Nov 16 11:01

Missed

Mon Nov 13

Mon Nov 13 1421
3 Fri Nov 03 10:03
4 Fri Oct 27 10:32

Received

1 Fri Feb 02 10:14
2 Mon Feb 01 10:36
3 Wed Nov 15 17:42
4 Fri Nov 10 15:42

Redirected

Network DSS keys.

Properties

| |

| Dial || Hang |

| 2386@sip.saske.sk v

2386@sip.saske.sk
2386@sip.saske.sk
2386@sip.saske.sk
2386@sip.saske.sk

2386@sip.saske.sk

2386@sip.saske.sk

2386@sip.saske.sk

2386@sip.saske.sk
2386@sip.saske.sk

Settings

Log out

Secure.

History
Manage call history.




Projector

EPSON
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ROHDE&SCHWARZ LXi |

o @nonne&scumnz RTO - WAVEFORM ANALYZER - 1.4 GHz/5.20 GS  1304.6002.xx

Home

Lan Configuration

Status HORIZONTAL TRIGGER

Utilities R& S® RT E ™) .
Instrument Control O S C i I I O S C O pe

Diagnostics

Device Screenshot

Help

Glossary
www.rohde-schwarz.com

NAVIGATION

L }’Nir:jd%v;/S'Embedded
tandar
I
| POWER USB PROBE COMPENSATION PROBE CALIBRATION CH1 CH2 CH3 CH4
I [ - | 0 . v OUTPUT 50Q | Y Y . N 7 e\ Y e

In the Diagnostics section you can make a screenshot containing_instrument specific information and download it.
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Number plate
readers

Printers



Yes there are no proper standards for loT security yet

There are only drafts that come out every year
but no proper standards that are finally announced or
security check measures for the companies
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We are developing an automatic tool that detects loT devices and
provides model and firmware details about them ‘



1

4.

So how we do this -

Scan the GPN at CERN to detect loT Devices.

We tried a lot of tools like scrapy, python requests package, wget,
etc but the best outcome was - Selenium with chrome driver.

Analysing webpages manually.
Detected different firmwares just using the webpage analysis.

Constructed tool to automate the output of loT device detection
using beautifulsoup.



sharad:iot_html_analysis SharadAggrawald python device recog.py --1ip
atrox Device Found
irmware: 2.2.0.0008

odel: Monarch HD

lassifiers:
<title>

</title>

<span id="ctl1l00 MainContent DeviceNamelLabel "_/span>

<span class="MatroxHD">

<img alt="Matrox MonarchHD" src="images/MonarchHDLogoSmall.png" style="float: right"/></span>
ttp://ISSSE, Monarch/About . aspx

<span id="ctlO0_MainContent_FirmwareRevisionLabel">2.2.0.0008</span>

sharad:iot_html_analysis SharadAggrawal$ I




.

o

T
-

¥
e

wi

TC) O)C)

\/
m\lv
/«
-
Y
)
@)
)
¥p)
>
O
o X
; —~
m\v ﬂ
0 O
) @
a8 wf~
ﬁ |
<
O ==
1 =
. -9
ﬁrw. S
ﬂq_ :
=0
~aea])
r.ﬂv -
Y
) ~ ﬂv
v O
" N
LQ :
(0
QO)
&f,x,.
m\v
23
)
0
~
f/.
)
/;//'
N

SECURITY

—_
-_—
[ .
—
(7
w
[ .
(7
(7
=T
-
-
(= o




REFERENCES

e http://techomebuilder.com/emagazine-articles-1/
security-professionals-find-vulnerabilities-in-most-

jot-devices



http://techomebuilder.com/emagazine-articles-1/security-professionals-find-vulnerabilities-in-most-iot-devices
http://techomebuilder.com/emagazine-articles-1/security-professionals-find-vulnerabilities-in-most-iot-devices
http://techomebuilder.com/emagazine-articles-1/security-professionals-find-vulnerabilities-in-most-iot-devices
http://techomebuilder.com/emagazine-articles-1/security-professionals-find-vulnerabilities-in-most-iot-devices

