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Risk Assessment

* What are the most relevant outcomes.
 What is the link between Safety Functions and R.A.
« How it shall be presented in practice.




Relevant information from the Study

Initiating Event

=~

(Hazard) - = SEVERITY
@ Consequen

ces or cost

N

) ACCIDENT SITUATION of the

K' Undesirable event that is direct related

-—’5 cause of a physical damages or accident
'3

property loss. situation.
- 1 M'l/

A B, C, D

RCMm-3

E/E/PE Control Measures Other control measures Risk Assessment
2> RCM-1:Safety action 29 M-1: Any other preventive engineering Rk oot Probablty ofth hazardousevent
implemented by the SIS to prevent control, rules or procedure not part of Verylow (1) Medium (3) | High(4)
the occurrence of one specific the SIS. " M = N s
Initiating Event. T! 2 Miima ‘A' (M} M ‘A3) (M)
s E ® =‘
» -2.Safety action implemented by U S = ‘
the SIS. :? y Medium (C) (ct)
Hih[) I ) )

2> RCM-3:Ssafety action implemented
by the SIS. CERN safety Guideline OHS-1-0-1. EDMS: 1144042.




Example from a real use case

3.5 RSK-05: BREAK OF THE LASER TRANSFER TUBE

LOCATION: (GBAR Experimental Area & outstanding visitor’s path)

Break or partial loss of integrity of the laser transfer line, consisting in a rigid tube or
metallic material, used to transfer the 410nm laser beam from the laser room (DLA-1)
down to the GBAR experimental area.

An accidental damage to this transfer structure or an improper installation may cause
laser beam to propagate, directly or by reflection, into the GBAR laser area and other
areas of the AD experimental hall including the near visitor's path.

Applicable Reference Documents:
[11, [3], [4]

Applicable Reference Documents:
[41. [5], [7]

Initiating Event

Assumptions

Event Rate-h (A)

IE-01: Co-activity works at
proximity of the laser transfer
tube and not related with the
laser experiment.

o Periodical inspections of all laser lines

exposed to the outside are part of the
laser team operational procedures.

IE-02: Accidental mechanical
shock against the transfer tube
while laser beam inside.

IE-03: Mechanical failure pf the
laser tube structure due to a
wrong conceptusl design /
assembly work.

IE-04: Degradation / damage of
the [aser tube structure caused by
a maintenance intervention by
the laser experiment’s team.

o Quality procedures are fellowed for

intervention of the laser tube.

5.70E-5
(1 per 15 years)

Risk Evaluation: [D]x[3]

Taking into the account the real power of the laser (10mJ] per 11Hz rate) and the Kk ik Probability of the hazardous event
distances to be travelled to hit anyone present into the GBAR experimental area or the ISk evaluation " !
rest of the AD hall, it can be assumed that the physical injuries (if any) would be ‘Uerylow(l] Low[2] Medium (3] nghm
superficial and reversible. However the possibility of losing control in such a way of a = 5 Minimal (A) (A1) (A2) (A3) (Ad)
class 4 laser and potentially impacting against a visitor, not member of CERN personnel, Bz LUW[B] lm] (82] [53:, B
it is considered as Unacceptable and it is here classified with the higher level of severity. ﬁ [ -

¢ 3 Medium (C) (1) (C2)

w.
& 7 High(D) (1) D D D

Probability of the Hazardous Event: [ 3 ]

3.5.1 RISK CONTROL MEASURES

IE-01 ‘ ID Description System Hazard

¥ RCM-13 | Forbid laser beam extraction from DLA-1 (laser 1E-01
room) upon activation of any emergency stop PPS IE-02

button inside the GBAR experimental hall.
RCM-14 | Forbid laser beam extraction from DLA-1 (laser PPS 1E-02

ACCIDENT room) upon loss of vacuum inside transfer tube.

m RCM-15 | Classify as EIS (Important Element for Safety) 1E-03
- the laser transfer tube and handle it according Palicy 1E-04

with safety procedure in use at CERN [8].
RCM-16 | Periodical visual inspections of the tube 1E-03
structure (minimum annual) by LSO or DSO. Inspection IE-04




Typical outcomes from Risk Assessment

Safety Instrumented Functions — Conceptual Description

» TYPE 1: “Interlock SOMETHING with SOMETHING ELSE”

B-2 B-8
. ON . OFF e\ . OFF

» TYPE 2: “Shutdown SOMETHING if Condition is TRUE”

» TYPE 3: “Prevent SOMETHING to start until Condition is TRUE”




SYNTHESE DES FONCTIONS DE SECURTTE DU SYSTEME LASS

B Mode d"Exploitation du LHC
s LHC TI2/T18 ZIV PAR POINT ZONE RF / ZONES ADJACENTES RF (POINT 4)
Délégation RF/ Blectron p
3 o o ccds

B Accés -> 5 Faisceau -> . 5 Faisceau TT <-> . .\ : .\ Contréle RF / Stopper

Evénement . Faiseeau N Accés Faisceau TT . . Accés Point X Accés Service Accés Tunnel i a (Zone RF ou Zones

Faisceau Accés Accés Point X d’accés Electron Stopper <==> N
S ot — adjacentes RF)
s 5 5 " Accés : autorisé aux
5 s Acces : qutorisé aux ZIV A . Accés : interdit aux Zones RF ou Zones
Accds : interdit au Ring Acces : interdit au Point 2/8 (X) e Acces : autorisé aux ZIV Faisceau d'un Site " . Zones RF ou Zones
Service d'un Site adjacentes RF du Point 4 )
. adjacentes RF du Point 4
— T T
Rictizalics 1.3 - Activer les signaux Vero Radfarion|
lorsquele des Zones d'Accés définis par le service| 1.1- Acquérir les signaux Veto Radiation des Zones d'Accés, et lorsqu'un veto est présent, maintenir en PS +V I'enceinte de la Zone d’Accés concernée.
e de Radio Protection, aprés une
=, T S
= _tropéleve :
| 2-Maintenir en PS+V les entrées aux ZIV. | | 2.1- Maintenir en PS+V les entrées aux ZIV du Point X. | | 1.2- Détecter la PNS d'un ElS.accés dans une Zone d'Accas, et lorsqu'un Veto Radiation est présent, envoyer une alarme au CCC |
T
2.3. Maintenir en PS+V les. 23 |
. entrées aut ZIV Faisceau du
Détecter la PNS d'un EIS-accés dans une ZIV et : 3.5 Interrrompre la délégation local RF si désarmement du signal search
- Arréter le faisceau (EIS-fc LHC) et empécher une nouvelle injection (EIS-fi LHC) lu secteur formant la zone RF (secteur 8)

o [F-1- Détecter Ia PNS d'un EIS-accas dans la ZIV RF (secteur 8) du Point4 et: [3:21- Détecter la PNS d'un EIS-acces dans une ZIV du Point 2 et empécher une injection
|- Mettre en PS+V la RF* Drovenance du SPS (safety chaine 5). | 3.4 |

3.3 Détecter la PNS d'un EIS-acces dans une ZIV adjacente RF (secteur 7 et 9) du Point4 et [522. Détecter Ia PNS dun EIS-accés d Gu Point i 5
Mettre en PS+V les ES". Si au but de 8 sec le ES ne sont pas en PS+V, mettre en PS=V la RF. provenance du SPS (safety chaine 3). § 33

8- Acquérir les signaux d'Arrét d'Urgence actionnés dans une ZIV et
- Mettre en PS+V les EIS f circulants et injectés

si cela se produit dans les ZIV Faisceau du Point 4;

- Mettre aussi en PS=V les ES et RF du Point 4

i cela se produit dans les ZIV du Point 2 ou Point 8:

- Mettre en PS les chaines de sécurité 3 ou 5 du SPS

[ S Maintenir en PS+V_fous les EIS1 circulants du LHC

[ 9.1_Maintenir en PS+V_tous les EISf injectés du LHC (point 2 et 8)

9.2- Maintenir en PS+V la chaine de sécurité SPS 5 du TI2 |
9.3 Maintenir en PS+V la chaine de sécurite SPS 3 du 118 ]

10- Détecter la PNS d'au moins un EISf circulant et dans ce cas mettre en PS+V les ElS-acces des ZIV
10.1- Détecter la PNS d’au moins un EIS-f injects et dans ce cas mettre en PS+V les ElS-acces des ZIV.

113.1-Maintenir en PS+V les RF en cas d'acces|
a la Zone RF.

13.2- Maintenir en PS+ V les ES en cas d'accés|

1§

0.2
es ZIV LHC
[
121 Détecter la PNS d'au moins un EISf de la chaine de sécurité SPS 5 ot dans ce cas metttre en PS+V les EIS accés des ZIV du -
[14.1-Détecter la PNS de la RF et mettre en
Point 2. Détecter la PNS d'au moins 2 EIS-f de é SPS 5 et dans du Point 2". PS. Vles entrées & la zone RF (Secteurd)
Démarrage
i it
@IS 1 ou d'S] . o o . scurite
12.2 Détecter PNS d'au moins un EIS- de SPS 3 et d titre en PS+V les EIS acces des ZIV d : E—
m, lorsque : 1 oins un aine de sécurité SPS d [14.2-Détecter la PNS d'au moins un ES et
S Point 8. Détecter la PNS d'au moins 2 EISf de SPS 3 et dans du Point 8 e s i e
autorisé adjacentes RF correspondantes
(Secteur 7 etiou 9) et mettre en PS+V la RF.




To be considered @ this stage

o Very good synthesis of hundred of pages of R.A.’s
prescriptions: it summarizes all SIS critical objectives;

o SIF are mostly expressed in natural language: ambiguities are
possible;

o Lack of details about the physical Input / Outputs: how the
conditions shall precisely be computed?

o Different SIF can act on the same actuator (output);

o Many possible ways to code the SIF into PLC code;

o Final system validation can be difficult if the PLC code does
not follow the SIF specification structure.
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Safety Instrumented Functions
From conceptual to logic design

« What they are for, main purpose of SIF.
« What are the main properties.

« What formalism to use.

« Impact of different design approaches.




Safety Functions definition

3.2.68

safety function

function to be implemented by an SIS, other technology safety related system or external risk,
reduction facilities, which is intended to achieve or maintain a safe state for the process, with
respect to a specific hazardous event

NOTE This term deviates from the definition in IEC 61508-4 to reflect differences in process sector terminology.

Safety Logic Solver

SIF-1 q) Chain 1

- Chain 2
SIF-2

A

SIF-3 Chain 3

X Q) XX




Main desirable properties for SW coding

» Unambiguity:

A formal language shall be adopted in order to express in a synthetic and not
ambiguous formalism the role of every SIF.

» Completeness:

It should be possible to proof that very risk control measure from Risk
Assessment has been taken into the account.

» Correctness & Consistency:

The SIF modelling strategy defining the safety behaviour of the system shall

ensure:

« The construction of a set with the strictly minimum number of SIF to reach
the safety mission of the system.

* The absence of redundant rules.

« The absence of not reachable rules.

» The absence of conflicting rules.




Main desirable properties for SW coding

» Safety action uniqueness:

Outputs

FIS_x

T—Of—

FIS_y

/O

O

Q
Q

FIS_x

FIS_y

Outputs




Main desirable properties for SW coding

» Independency:

1. Avoid too complex structures

Outputs
FIS x o
FIS z > FIS k »O q)
FIS :
_y o

2. Avoid cycling rules

Outputs

FIS_K »O 2>

FIS_x

\ 4

FIS z

\ 4
\ 4




Normalization Process for Safety Functions

0 0 0 ON OFF
Interlock A with B if conditionl 0 0 1 OFE OFF
_ — 0 1 0 OFF OFF

Shutdown A if condition2
0 1 1  OFF OFF
: — 1 0 0 OFF ON
Prevent A to start if condition3 " 0 1 OFF ON
1 1 0 OFF ON
1 1 1  OFF ON

SIE-1: if (cond1==0 & cond2==0 & cond3==0) then A - ON

SIF-2: if (cond1==1) then B > ON




To be considered @ this stage

o Not all outcomes from R.A. needs to be implemented in safety;

o The added value for implementing a given R.A. outcome as a
SIF shall be demonstrable by the study of the Hazardous
Event failure scenario.

o Specific risk reductions (>10) can be obtained via a SIL rated
SIF but also via several independent layers of protection;

o Include into the SIS design ONLY what is not practicable to
cover otherwise;

o Especially: avoid mix control with critical safety functionalities.
Maintain a clear separation (PROS/CONS ... to discuss).




A practical example: ATRAP Experiment

VAT AN,

’ N

3
DOOR2




A practical example: ATRAP Experiment

Local Control Console

. SIEMENS SIMATIC HMI
Laser Room Equipment
Ultra LED sign
Door Mag switches
1= —}
w | w0 Keypad
DOOR 3 DOOR 3 "/
E-Stop
Break Glass . @
Laser Override E-Stop
— Flush Mount or Break Glas:
Swiface Mourt
Door Mag locks
Door Mag switches
-
@ Mini LED sign PATROL
e s — SIF_2
DOOR 2 DOOR 2
€D | o .
Fo | £ e
Break Glass P’
e Q.
Laser Override  E-Stop LASERA LASERN
8

SIE.2

SAFETY SAFETY
Overri |:|e ERROR




A practical example: SIF Logic Model

e
i

(P IF-2: Operational Modes

Transition Rules

Door 1 position ®—
| ¥ | _l—® Laser states [1..10]
. (P IF-1: SAFETY-ERRORS DETECTION I
Door 2 position ® 1
@ Enclosure positions [1..10]

® 0 ! |

SIEMENS SIMATIC HMI

3
o
S
==

(62
\

E-ctop push buttans

(P IF-5: Access

Doors Interlock

(p IF-3: Signalization
Evacuation

Management

DoorLock 1, o

.Door Lock 2 4

Laser Shutters



A practical example: SIF Logic Model

I - TRIGGERING EVENT- CONDITIONS FOR OPERATION MODE ACTIVATION:
TRIGGERING EVENT- CONDITIONS FOR ACCESS MODE ACTIVATION

v 0 MODE_PATROL=1 A Operator_Key_ON=1 A PE_Armed=1 A Door1_Safe=1 A DoorZ_Safe=1 A
SAFETY_ERR=0 A LSR_SAFE=1 A Operator_Key_ON=1 A ACCE_Req=1 OPERATION_Req=1
I OUTPUT > MODE_ACCE = 1 OUTPUT > MODE_ACCE = 0
OUTPUT > MODE_PATROL= 0 GUTPUT  MODE_PATROL = 0
I OUTPUT > MODE_OPER= 0 OUTRUT > MODE_OPER= 1

I TRIGGERING EVENT- CONDITIONS FOR PATROL MODE ACTIVATION

= - CONDITIONS FOR DISABLING ALL MODES:
NOOE_ACCE=1 A DOORI_Pos=1 A DOORZ Pos=1 A Operator_Key_ON=1 A PATROL Req=1 w

OUTPUT » MODE_ACCE =
I OUTPUT » MODE_PATROL = 1
OUTPUT > MODE_OPER= 0

TRIGGERING EVENT- CONDITIONS FOR SAFETY OVERRIDE OF DOOR 1

(Ini_PBi=1 V KeyPadi=l)

_
=
D
s}
“
5
)

1]

OUTPUT  Override_DOOR1 = 1

IF-2: Operational Modes
Transition Rules

TRIGGERING EVENT- CONDITIONS FOR SAFETY OVERRI
[(Int_PB2=1 V KeyPadi=1)

v
(MODE_OPER=1 A ((DOOR1_Pos

OUTPU L SAFETY_ERR

ELSE
OUTHUT - SAFETY_ERR =0

QUTRUT 3 Ovarride_DOOR2 = 1 0 A Override_DOOR1=0) V (DOORZ_Pos=0 A Override_DOOR2=0)))

IF-1: SAFETY-ERRORS DETECTION

TRIGGERING EVENT- RULES FOR "LASER SAFE” RESULTANT COMPUTATION:

10
I A(Haad_X =1 V LSR_¥_Offlins = 1V LSR_¥_Disabled = 1)
X=1
IF-4: Laser (P 1F-5: Access (p IF-3: Signalization I OUTPUT 2 LSR_SAFE = 1
i ELSE
Interlock Doors Interlock Evacuation ===
- e T OUTPUT 3 LSR_SAFE =
IManagement
G - - O S S S S S e G B e B e e

—— N R R S R S S
TRIGGERING EVENT- PERMANENT RULES FOR MODE OF OPERATION ANIMATION:
(MODE_AQcE=1)
OUTPUT = LED_Access = 1
ELSE
OUTPUT - LED_Access = 0

Hood_X=1 A (MODE_ACCE=1 V MODE_PATROL=1))

I OUTPUT > VETO_LSR X = 1 I

(MODE_qPER=1)
OUTPUT > LED_Operation = 1
ELSE
OUTPUT > LED_Operation = 0

1

1

1

1

1

1

1

1

1

oU rpuf ED} I
INQ Buzzer 1
1

1

1

1

1

1

1

1

1

e

— . E—. . E—E S e S e S .
TRIGGERING EVENT- RULES FOR VETO REMOVAL ON DOOR-1 DOOR:
(MODE_ACCE=1 V STOP_Int=0 V STOP_Ext=0 V Override_DOOR1=1)

ouUTPUT - VETO_DOOR1 =0
ELSE
OUTPUT > VETO_DOOR1 =1

ELSE
OUTPUT = LED_SafetyError = 0
OUTPUT 2 Buzzer = 0

TRIGGERING EVENT- RULES FOR VETO REMOVAL ON DOOR-2 DOOR:
(MODE_ACCE=1 V STOP_Int=0 V STOP_Ext=0 \/ Oveiride_ DOOR2=1)

(LSR_ARM=1)
OUTPUT = LED_Arm = 1

ELSE

OUTPUT = LED_Arm =

OUTPUT - VETO_DOOR2 =0
ELSE
ouUTPUT - VETO_DOOR2 =1

|

r=

—-— e . . S O S e e e e e e e e .

(Override_ DOORI=1 V Override_DOOR2=1) A (MODE_OPER=1 \ SAFETY_ERR=1)
OUTPUT = LED_Override = 1

ELSE

OUTPUT = LED_Override = 0

——— -
o
3
b
&

Edms: 1731580




A practical example: Alternative Design

Door 1 position Door 2 position ® ) Laser states [1..10] Enclosure positions [1..10]

E-ctop push buttons

I---------- ---------
880 I Control Functions
- -
080
—y |
1
1 CF-1: Operational Modes
: (P Transition Rules (P IF-1: Access _Door Lock ].- -

e —

Door Lock 2,

O o —

Interlock

I _ZQ’))

Sirens

(P CF-2: Patrol Management

(P CF-3: Signalization
Management

SRR N

o
_D
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PLC Code Implementation

What properties shall have the PLC software.
How to pass from the SIF logic model to the PLC code.
What development strategy can be employed




PLC code implementation: main properties

» Maintainability:
Different PLC systems developed inside the same organization shall have the
same code structure and the same coding convention.

» Coherence with specs:

The code’s blocks functionalities shall be clearly identifiable in respect of the
requirements of the functional specification.

» Testability:

The code structure shall allow to easy identify relevant test UNITS and make it
easily possible to test them: e.g. every unit shall be testable independently
from the others.




PLC code implementation: a possible strategy

s B Freroas BT
PrDjEET tree m 4 SIF_VARIABLES
Name Data type Start value Retain Accessiblef... visiblein .. Setpoint  Comment
Devices 1 | ~ static
2 al= SAFETY_ERR | Bool e ~ ~ (] Status of the Safety Error variable, indicating t..
"“_si“ Q 0 s @ MODE_ACCE Bool e = Status of the ACCESS mode.
4 an MODE_OPER Bool e =] [cal e Status of the OPERATION mode.
5 @n Override_DOOR1 Bool e - = B8 Itindicates that the safety of DOOR 1 is bypas..
= | ATRAF_Solution_HMI 6 = Override_DOOR2 Bool e =] =] B Itindicates that the safety of DOOR1 is bypas...
T - 7 @@= LSRARM gool e ] )] (] Internal signal indicating that the laser room i..
B Add new device & |am=  LsRsAFE Bool e =] =] ]  Intemal signal indicating that all lasers (into ta
EE,, Devices & networks
~ [ PLC_1 [CPU 1215FC DE/DCIDC]
IIY Device configuration
ﬂ Online & diagnostics
@ Safety Administration
= ri! Program blocks
ﬁ Add new block
4 Main [0B1]
o2 FOB_RTG1 [0B123] Network 1: PERMANENTRULES FOR SAFETY ERRORS DETECTION
4 SIF_1 -Safety Error Detection [FC1] Comment
s eipeatoa oS [Re7] Ak - B ot %I12.2 *SIF_VARIABLES".
3 SIF_3 -Laser Arming Rules [FC3] "STOP Int" SAFETY_ERR
. ~ Block title: - -
4 5IF_4 -Signalimtion [FC4] Comment V‘ { )
4 SIF_5 -Laser Interlock_[FCS] o [heleth SR
3 SIF_6 - Access Doors Interlack_ [FCA] / Comment %10.0
& Main_Safety RTG1 [FB1] — STOP Ext”
. Mam_SafEty_RTGi_DB lDE\] “SIF_1 - Safety Error Detection” :/|
—En ENO I
| SIF_VARIABLES [DB2]
» gl System blocks . . . "
= = SIF_VARIABLES". SIF_VARIABLES".
b L Technology objects ¥ Network2: SF-2 MODE_OPER LSR_SAFE
= Comment P n
» L@} External source files 1 |
= 4 1
r Lg FLCtags w2
s “SIF_2 - Operational Modes™
» Lig) PLC data types
= [ ER) "SIF_VARIABLES". %I12.0 "SIF_VARIABLES".
¥ g3l Wiatch and force tables MODE_OPER "DOOR1_Pos®  Override_DOOR1
3 E Online backups 11 VI :/I
3 rﬁ'ﬁaces ¥ Network3: SF-3 1 | |
3 ﬂ Device proxy data comment
= - %12.1 "SIF_VARIABLES".
Prugr.am o “SIF_3 - Laser Amming Rules™ "DOOR2_Pos" Override_DOOR2
Z] Text lists [—en ENO | 1
3 h Local modules I/= I/=
v [l Distributed 10
|- . v Network 4: SIF-4
» [ HMI_1 [KTP700 Basic PN] ; A
- Comment
» h Common data o
ca
2 r\jﬂ] Documentation settings “SIF_4-signalization”
» [ Languages & resources [ ENG)
» % Online access
» [ Card ReaderlUSB memory }  Network5: SF-5
» Network 6: SIF-6
> Network7:
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PLC Code Verification & Validation

How to define PLC software unit tests?

How to ensure that unit tests are relevant for the validation of a
specific SIF?

How to ensure the system does what it is supposed to?

How to estimate the quality of the tests: test coverage?
Practical tests execution.




PLC code V & V. main properties

2 3

1 pso SYNCRO FUNCTIONAL (FIS)
VALIDATION TESTS TESTS
(ZIV x ZIV) (2IV x ZIV) (ZIV x ZIV)

5 6

GLOBAL
DYSFUNCTIONAL DSO
TESTS TESTS

(All ZIV) (All ZIV together)




PLC code V & V. main properties

Verify FIS outputs for all possible events triggering the FIS

Test Criterion: interlock actions.

FIS CODE TEST CASE SCENARIO CATEGORY
FIS_1 ACTIVATION OF THE REPLI MODE FOR THE ZIV SAFETY
TEST CASE MODEL:

®©11 = ((MODE Acc=1VMODE TFA=1VMODE Tra=1) A ACC Tst=0AACC TIT=0AEISh Pos=0) V
(MODE_ Acc = 04 EIS3.5afz = 0)

IAEOSD-I-ECI;_ASE TEST CASE RESTRICTIONS:
TEST CASES R1 i (MODE_Acc=1 A MODE_TFA=1) V (MODE Acc=1A MODE Tra = 1) V (MODE_TFA=1 A MODE Tra = 1)
GENERATION R2 = (ACC_ Tst=1AACC TIT=1)
ALGORITHM R3 = (MODE. Acc=0) A (ACC Tst=1 V ACC TfT=1)
TEST 4
CRITERION TEST CASE GENERATION MODEL:
D 1) A (R 0) A (R 0)A(RzI=10
: 11 = 1= 2 = =
Teoroace W (@11 =1)A( JA( )AL )

RESTRICTIONS

SYSTEM VERIFICATION PROPERTY:

(MODE_Rep = 1)
Tﬂti':ﬂ P Total State 139 Scenario 10
Variables: Space: State Space:
I/0 Types: DIGITAL | Test PLC ZIVx Execution
/0 Type I . . MANUAL
mpact: PLC OKC Strategy:




PLC code V & V: main properties

Test Instances auto-generated by MATLAB:

MOCE Acc MCODE_TFA MODE Tra ACC Tst ACC_TIT El3b Pos, El3s 2afe RESULTS
Test 1 0 0 0 0 0 1 0
Test 2 0 i 0 0 0] 0] 0
Test 3 0 i 1 0 0] 0] 1
Test 4 0 0 1 0 0] o 0
Test & 0 a 1 ] 0 1 a
Test & 0 1 0 0 0 ] 1
Test 7 0 i 0 0 0 0 a
Test 8 0 i 0 0 0 1 a
Test 9 1 0 0 0 0 0 1
Test 10 1 0 0 0 0 0 ]

Siemens PLC S7-1500
TIA Portal

Unit Test Report
(SIF blocks)

PLC Test
Script

Siemens SIMBA Box

Test Control PC

PROFINET

TCP/IP
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Closing Remarks

SIL VERIFICATION

FTA approach: typically thousands of nodes are needed to model a
complex systems.

Large usage of approximating hypotheses: failure rates of
components, probability distribution, calculations, system design.

Impact of these approximations on final results is not easily
accountable, but it grows with the complexity of the system.




Closing Remarks

PPS failure
0r2231
U(87600h)=0
Uavg=2 5998E-3
SIF-1 failure SIF-2 failure SIF-5.1 failure SIF-2 1 failure SIF-3 failure 6 AP Tallure
or47 or4s ors6 or51 0ors2 8{3525‘3,1):7
U(876000)=0 U(87600H)=0 U(876001)=0 U(87600H)=0 U(87600h)=0 Uavg=?
Uavg=8.9054E-6 Uavg=9.0508E-6 Uavg=8.1599E-6 Uavg=8 1599E-6 Uavg=9.0508E-6
SIF-1 SIF-2 SIF-5.1 SIF-2.1 SIF-3
N
AP BA1 failure \ AP BAZ2 failure AP BAS3 failure
) 0r2225 0or2226 0or2227
SIF-4 failure SIF-5.3 failure SIF-5 failure SIF-6 failure SIF-5.2 failure U(87600H=0 U(87600H)=2 U(87500h)=2
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Closina Remarks
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Closing Remarks

KEYPOINTS FOR COMPLEX SYSTEMS DESIGN
Keep a clear separation between Safety and Standard control.

Make the safety part as simple as possible: do not include in the
SIS functionalities what can be done in standard if NO added
value. It makes easy to proof SIL and to validate SIS.

Norm 61511 is helpful for systems of reduced/average scale,

however for complex systems nuclear norm 61513 can bring real
added value focusing more on other aspects than SIL:

 Usage of redundancy and diversity of SIS devices;
 Prescriptions against external aggressions;
) Guidelines to avoid common causes & modes of failures.




THANK YOU FOR YOUR ATTENTION
Any Questions?







