
BUILDING THE LAYERS OF STORING,EDITING, AND CO-EDITING SECURITY

www.onlyoffice.comJanuary, 2019



• Open source, code on GitHub
• JSON Web Token
• Configurable cache lifetime
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Vulnerability of datacenters - staff monitoring- access by third parties

Limited protection - storage protection- file system/folder encryption- encryption at rest
Weak passwords - simple passwords- brute force attacks

Basic passwordencryption
- plain text- hashed passwords, etc.- storing master key near encrypted items

Unsafe password transfer - common communication channels: emails, chat

WHY EXISTING SOLUTIONS ARE NOT 100% SECURE



END-TO-END ENCRYPTION,REINFORCED BY BLOCKCHAIN TECHNOLOGY

• Reliable 256-AES algorithm
for document encryption

• Ethereum private network
for password protection, storage and transfer

• Flexible access rights management
• Encrypted real-time co-editing



• Symmetric encryption technology
• 256-bit key to encrypt and decrypt data
• Document encryption, including all users' inputs, temporary files
• Support for key document formats: OOXML, ODF

END-TO-END ENCRYPTION:AES-256 ALGORITHM FOR DOCUMENT PROTECTION



END-TO-END ENCRYPTION:AES-256 AGAINST ANY BRUTE FORCE ATTACK

The total possiblecombinationsfor 256-bit AES key
2256 = 110 000 000 000 000 000 000 000000 000 000 000 000 000 000 000 000 000000 000 000 000 000 000 000 000

Operations per second thefastest computer canprocess 93 000 000 000 000 000

Years to run through everypossible combination 37 500 000 000 000 000 000 000 000 000000 000 000 000 000 000 000 000



• Private network based on Parity with support for a Proof-of-Authority consensus engine
• ONLYOFFICE Desktop Editors with integrated web3.js library
• ONLYOFFICE Community Server for user identification while document sharing and collaboration

*All the schemes are simplified for illustrative purposes and can be in fact more complicated.

END-TO-END ENCRYPTION:ETHEREUM PRIVATE NETWORK FOR A SECURE PASSWORD STORAGE AND TRANSFER



END-TO-END ENCRYPTION:ETHEREUM PRIVATE NETWORK

• Parity
o private network
o actively developing
o fully documented Library APIs

• Proof-of-Authority consensus engine:
o more secure
o less computationally extensive
o more predictable
o more performant



END-TO-END ENCRYPTION:ONLYOFFICE TEST NETWORK

https://testnet.onlyoffice.io:443
• Three nodes: on Digital Ocean, AWS anddedicated server
• Three contracts

o authorities
o password storage
o access rights

• One authority - ONLYOFFICE



1. One public and private key pair is generated for each user registered in the ONLYOFFICEprivate network.
2. For every document saved with ONLYOFFICE Desktop Editors a strong 256-bit password isgenerated automatically.
3. The document password is encrypted with the user's public key and together with author'sinformation and a UUID recorded into the network.
4. The document password can only be decrypted with the user's private key.
*All the schemes are simplified for illustrative purposes and can be in fact more complicated.

ETHEREUM PRIVATE NETWORK:PASSWORD PROTECTION WITH ASYMMETRIC ENCRYPTION



• BIP39
• Mnemonic phrase
• Protected DOCX file
• Local machine
NO password recovery option!

ETHEREUM PRIVATE NETWORK:SECURE LOGIN



*All the schemes are simplified for illustrative purposes and can be in fact more complicated.

• Encryption of local documents
o document itself
o all inputs
o created temporary documents

• Encryption of documents in the cloud
o document itself
o all changes before transfer to the server

ETHEREUM PRIVATE NETWORK:EDITING DOCUMENTS



• User's public key is saved to the database
• Different access right levels:

§ reading only;
§ commenting;
§ filling fields;
§ reviewing;
§ full access.

END-TO-END ENCRYPTION:DOCUMENT SHARING



*All the schemes are simplified for illustrative purposes and can be in fact more complicated.

DOCUMENT SHARING:HOW IT WORKS



• All the changes are encrypted using AES-256.
• Encryption is made on client side.
• Blockchain is used to protect and transferpasswords.
• No password exchange.

END-TO-END ENCRYPTION:SECURE REAL-TIME CO-EDITING



*All the schemes are simplified for illustrative purposes and can be in fact more complicated.

REAL-TIME CO-EDITING:HOW IT WORKS


