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How does the machines
processing LHC data
access apps ?
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CERN Technical
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What if someone breaks
into CERN technical
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To build a TN Validating
Controller that will ensure
only white-listed apps are
visible to TN.

Solution?
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MONOLITH MICROSERVICES




Who decides which apps
to whitelist?
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The
Security
Team




How I did it?
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Why CI/CD and Container
Orchestration?



The Waterfall Model
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THEN ALL
BECAME
AGILE!
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What was the gap?

Requires PaaS service only Requires laaS & PaaS svc Require laaS service only

Give me all standard My needs are mixed. | Give me VMs and
goodies, and leave me take all goodies and Storage, I'll manage
just to manage my app. build the ones | can't get. everything else in my app
above OS.
"i-;:;’ggzgnlab 1o
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LONDON GENEVA

W else?
This was
¢ the goal..

“i,,= openlab 19



Future Work?

More Micro-services components from monolithic application
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Server-based
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Serverless

Unit of scale: Functions
* Deploy in milliseconds
* Live for seconds

A 4

Containerization
Unit of scale: Application

CEmmmm— » Deploy in seconds
Virtual Machines » Live for minutes/hours

Unit of scale: Machine

i i
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* Deploy in minutes

Physical Machines * Live for week
Unit of scale: Physical servers

* Deploy in months
* Live for years

Stack abstraction

Focus on business logic
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Conclusion?
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IT Must Evolve to Stay Ahead of Demands & be secure..

Development Process Application Architecture Deployment & Packaging Application Infrastructure

Waterfall Datacenter
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People and technology

‘ére Getting rter-.




“If you don't like change,
you're going to like
irrelevance even less.”



