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Industrial Control systems

Must ensure the safe and coherent operation of all part of the system
under control, e.g. ATLAS
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LHC Cryogenics Controls

Keep magnets under superconductivity condition
« electric current passes almost without resistance
« temperature dependency
« Cooling power much cheaper than the Joule effect !!!

- Over 34000 physical instrumentations
and channels

« 12136 Al, 4856 AO,4536 DI,1568 DO
« 8000 spare and virtual channels
« 4000 analogical control loops

- More than 120 PLCs
« Siemens S7-416-2DP
« 30000 conceptual objects/parameters
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Anomaly detection

A number of anomalies cannot be detected by the control systems!

Possible causes:
- hardware failures/degradations Valves CV910 openings in L2
. wrong tuning/structure T ~ (26™ June 2017)

- false measurements...

Impact
- Process stability and safety

- Maintenance (overuse of valves) e

« Performance and downtime

Why data analytics?

- Too complex to embed calculations Direct impact on the
into the control systems operational cost!!!

- Learn from historical data the group of
signals with similar behaviour
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Learning Objectives

- What are Industrial Control
Systems?

+ What they are made of? Imoducn'(‘m toa

. How can we exploit their Machine =-¢
archive data to render them Learning
“smart”? with Python

A first exposition to Python and
Machine Learning techniques
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Industrial ontrols at CERN
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Industrial Controls Architecture

Fieldbus: e.g Profinet

SIEMENS
Schneider

e} Electric

OWS: Operator Workstation
EWS: Engineering Workstation
FEC: Front-End Computer: IPC

TN or EN (Technical network)

H SIéMENS SCADA

Servers |
DCS

, |Fieldbus: i.e. WFip
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Servers

Fieldbus: i.e.|CAN

Frameworks:

JCOP

FESA
(BE-CO)

600 SCADA Applications
400 Industrial PCs

10 RAC Oracle Servers
200 TB stored per year

600 PLCs
200 OPC UA Servers
90 FECs

Hundreds of PS
Hundreds of Fieldbuses
Thousands of intelligent
instruments
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