» The Fact: Controls goes IT
» The Problem: No Inherent PLC Security
» The Mitigation: You, CNIC and CERN

Stefan.Lueders@cern.ch (CERN IT/CO)
ATC/ABOC Days — January 22nd, 2007
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» Controls networks mate business networks

» Proprietary field busses (PROFIBUS, Modbus)
replaced by Ethernet & TCP/IP  (PROFINET, Modbus/TCP)

» PLCs & field devices connect directly to Ethernet & TCP/IP
» Real time applications based on TCP/IP

» Use of IT protocols & gadgets:
» eMailing, FTP, Telnet, HTTP (WWW), ... directly from the PLC

» Migration to the Microsoft Windows platform
» STEP7, PL7 Pro, UNITY, WINCC, ...
» Windows not designed for Industrial / Control Systems
» OPC/DCOM runs on port 135 (heavily used for RPC)
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» 31 devices from 7 different manufacturers (53 tests in total)
» All devices fully configured but running idle
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» ...PLCs under load seem to fail even more likely !!!

P ...results improve with more recent firmware versions ©
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» Technical Network (TN)

» Domain Manager with
technical responsibility

» Only operational devices \
(development & testing on GPN) gERN

Generaurpose Network
» Authorization procedure for new connections

4

» Restricted connectivity RDP/HTTP

» No Internet web-browsing, no personal e-mails

» Essential services are “trusted”

q
» DFS, NTP, Oracle, Castor, ... 4w f
e 'Windows Serverzoos P!

» Remote access from RDP
“office”, “home”, “wireless”
» Using Terminal Servers
» Keep engineering-station on TN
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» Restrict communication partners
» Possible through Siemens STEP7, Schneider PL7 Pro & UNITY

» Permit access to IP addresses and address ranges
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» PLCs are interconnected to the Ethernet

» PLCs have no inherent security
» Use most recent firmware versions to improve

» The CNIC & the TN provide some mitigation

» Use “Control Sets”

» The PLC provides some mitigation
» Use “IP Access Protection”

» By-the-way: Protect your Windows PCs — use CMF !!!
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