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Intel Speculative Execution Vulnerabilities
▪All started in early 2018 with Spectre & Meltdown

▪ 3 variants of vulnerabilities

▪Since then it became a “tradition”
▪ Every quarter a new set of vulnerabilities announced
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https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00115.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00161.html


Q2 2018 Speculative Execution Side Channel Update

▪“Variant 3a”: Rogue System Register Read (CVE-2018-
3640)
▪Unauthorized disclosure of data from system registers

▪Affects Intel CPUs
▪Purely hardware issue, no software mitigation.
▪Requires microcode update

▪ Intel microcode revision guidance

▪ Latest microcode_ctl package includes the necessary 
files
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https://www.intel.com/content/dam/www/public/us/en/documents/sa00115-microcode-update-guidance.pdf


Q2 2018 Speculative Execution Side Channel Update
▪“Variant 4”: Speculative Store Bypass (CVE-2018-

3639)
▪Similar to “Spectre v1”, except that it leverages 

Speculative Store Bypass
▪An unprivileged user could use this flaw to read 

privileged system memory and / or memory outside of a 
sandboxed environment like a web-browser or JIT 
execution run times

▪Affects CPUs of various microarchitectures from: 
Intel, AMD, ARM, IBM POWER8 and POWER9.
▪Requires updates to the Linux kernel, virtualization-

related components and microcode fix
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Q3: L1TF - L1 Terminal Fault VULNERABILITIES

▪Opens avenues to attack any physical memory 
address in the system across all protection domains

▪Affects Intel CPUs utilizing speculative execution

▪Unauthorized disclosure of information residing in 
the L1 data cache

▪Local exploits: attacker needs to be able to run code 
on the target system

▪All vulnerabilities use side-channel analysis
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Q3: L1TF - L1 Terminal Fault VULNERABILITIES

▪CVE-2018-3615 (SGX)
▪Applies to Intel CPUs with Software Guard 

Extensions (SGX)
▪Unauthorized disclosure of information from SGX 

enclaves
▪CVE-2018-3620 (OS/SMM)
▪Applies to Intel CPUs with address translations
▪Unauthorized disclosure of information via a 

terminal page fault and a side-channel analysis
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L1 Terminal Fault: VMM (CVE-2018-3646)

▪CVE-2018-3646 (VMM)

▪Applies to Intel CPUs with address translations

▪Unauthorized disclosure of information to an 
attacker with local user access with guest OS 
privilege via a terminal page fault and a side-
channel analysis

7



L1TF: Mitigations For Bare Metal (Incl. HV)

▪Update to the latest Intel microcode

 Intel latest processor microcode data file

 Red Hat / CentOS microcode_ctl package

▪Update to the latest Linux kernel
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https://downloadcenter.intel.com/download/28087/Linux-Processor-Microcode-Data-File


L1TF: Additional Mitigations for Hypervisors

▪ New kernel and KVM module parameters to control L1TF 
mitigations

▪ l1tf=[full/full,force/flush/flush,nosmt/flush,nowarn/off]

▪ full and full,force: enable all L1TF mitigations

▪ L1 data cache flush on every VM entry operation

▪ Disable Hyper-Threading (SMT)

▪ force parameter prevents users from disabling L1TF 
mitigations via the sysfs interface; SMT can’t be re-enabled at 
run time
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HP iLO Critical Security Vulnerabilities
▪Authentication bypass and remote code execution 

(CVE-2017-12542, CVSSv3 9.8)
 Affects HP iLO 4
 Webserver and RedFish REST API abused
 Fixed in iLO 4 version 2.53 (buggy) and 2.54
▪Remote or local code execution (CVE-2018-7078, 

CVSSv3 7.2)
 Affects HP iLO 4 and iLO 5
 Fixed in iLO4 versions 2.60 (released in May 2018)
 Fixed in iLO5 versions 1.30 (released in June 2018)
▪Discovered by Airbus security: presentation, toolbox
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https://airbus-seclab.github.io/ilo/SSTIC2018-Slides-EN-Backdooring_your_server_through_its_BMC_the_HPE_iLO4_case-perigaud-gazet-czarny.pdf
https://github.com/airbus-seclab/ilo4_toolbox
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HP iLO: Authentication bypass demo
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HP iLO: Fetching of User CREDENTIALS demo



Quanta BMC SSH Default Credentials
▪SMASH (Systems Management Architecture for Server 

Hardware) is a standard architecture and set of 
management protocols
▪Provides out of band management capabilities via SSH
▪Enabled by default on Quanta systems
▪Default username and password
▪ Hardcoded
▪ No obvious way to disable SMASH or change 

credentials 
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BMC Vulnerabilities: Mitigations
▪ Isolate BMCs (IPMI interfaces)

 Dedicated physical interface
 Private IPs, no Internet connectivity
 Dedicated network domain / VLAN
▪Change default credentials
▪Disable unnecessary services
▪Block access to unused ports
▪Update firmware to the latest version
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Global phishing campaigns against universities
▪ In March 2018, a phishing campaign against 

universities became known under the name "Silent 
Librarian"
 Attributed to an Iranian-based actor
 Campaign was mainly run during 2017
▪ In August 2018, a new, similar phishing campaign was 

identified, dubbed “Cobalt Dickens”
▪Upon entering the credentials on the phishing site, the 

user gets redirected to the real site, already logged in.
▪Universities' online library systems being targeted
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Seemingly endless String of Data Leaks
▪We are seeing an almost seemingly endless string of 

data breaches
▪34 data leaks made public since last HEPiX

 More than 500 million leaked items (credentials or 
disclosure of personal information)

▪Credential stuffing attacks becoming increasingly 
popular
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Automatic notification of credentials leak
▪System built at CERN for the automatic notification of 

leaked credentials
▪ In some cases leaked data is not publicly available
▪Please get in touch with me if you would like to 

receive these notifications:
▪ Domain(s) of compromised accounts
▪ Computer Security contact email address

17



18



Google NOT disclosing user data breach
▪ In March 2018 Google finds a bug that 

allowed third-party app developers to 
access user data for which they didn’t have 
permission

▪ Google officials in leaked memo:

▪ Disclosure will likely result “in us 
coming into the spotlight alongside or 
even instead of Facebook despite 
having stayed under the radar 
throughout the Cambridge Analytica 
scandal”

▪ The disclosure would also invite 
“immediate regulatory interest”

▪ No way to know who was affected, logs 
kept for two weeks only

19Sources: The Guardian and The Wall Street Journal

https://www.theguardian.com/technology/2018/oct/08/google-plus-security-breach-wall-street-journal
https://www.wsj.com/articles/google-exposed-user-data-feared-repercussions-of-disclosing-to-public-1539017194
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Conclusions and Recommendations
▪Have good configuration management for prompt and agile 

patching of software and firmware: office computing, data 
center and control systems

▪Have good traceability & logging in place to figure out 
whether / where we are attacked / affected

▪Have deep direct ties with the community to learn quickly 
about the malicious evil (and where they affect/attack us)

▪More often choose “security” instead of “convenience”

▪More often consider “privacy” instead of “freedom”

▪Accept that we do not and cannot control the full phase-space
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