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Configuration management at CERN IT

/ FOREMAN Cerfification
K‘_J/ ,( HAPROXY Manager
CERNMegabus 43 000
—— TEIGI Tool suite

ol pu ppet machines

MCOLLECTIVE

@ python

PuppetDB - . Friakky django
AI-TOOLS

CERNMegabus - Hepix, Autumn 2018 09-Oct-18



Novelties in Configuration management

» PuppetDB upgraded from 2.3 to 4.4
» Several months preparation and testing of the DB schema migration
» While facing a performance-killing problem while querying facts table
» mifigated only by adding a missing index
» qi-tfools now supports bootstrapping Ironic-served bare-metal

» certmgr now supports DNS LB alias and CNAME (+ optional “service” prefix) in the
certificate subject

» Foreman stays stable apart from backporting couple of security fixes
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CERNMegabus at CERN IT

A service that provides for instant communication between services

« The CERNMegabus architecture is based on the
publisher-consumer model and utilises the CERN IT
messaging infrastructure

* The publisher and the consumer services comprises
of building blocks
« configured with Puppet
« fo use the CERNMegabus python libraries

 Installed on all Puppet managed machines in the
CERN CC
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CERNMegabus on CHEP 18

Notifications workflows using the CERN IT central messaging infrastructure

» Motivation (Why we started?)

» Pros and cons of different approaches for handling notifications between the roger* tool and other
services were presented

» Introduction to CERNMegabus architecture

» Evolution changes (in design and in implementation) during the early stages of the project
» The early adopters — EOS, CASTOR, DNS Load Balancing, Cloud-Batch
>

Introduction to CERN CC Power cut management use case

*roger: A tool that manages the overall application state of a machine installed in the CERN CC
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https://indico.cern.ch/event/587955/contributions/2937874/attachments/1679255/2705382/CHEP2018-Notifications-Final.pptx

CERNMegabus architecture

2. Publish message | oaliel

Change CERNIT
sevice 'a I o

ActiveMQ
brokers

The CERNMegabus architecture is
based on the publisher-consumer
model and utilises the CERN IT
messaging infrastructure
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CERNMegabus at CERN IT
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From roger 1o EOS/CASTOR/Puppet HAProxy

1. Subscribe for topic /topic/roger.**group.castor and
2. Publish message to Central
SSRCEEMEIEREI /opic/roger.**group.castor CERN IT

hostgroup selector in message
castor-lhcb- ' castor-lhcb-

disknode-X to ActiveMQ 3. Message de-queued headnode-Y
disabled
brokers

-
-
-
-
e
-
-
-
-

.-
-
-
-
-

4. Execute
‘modifydiskserver
Disab castor-
Ihcb-disknode-X*

-
-
s
-

{"'new": {"update_time": "1538633786", "updated_by": “blucuser",
"hosthame": “castor-lhcb-disknode-X", ..., "appstate”: "disabled"},
"old": {"update_time": "1538633774", "updated_by": “somebody",
"hosthame": "castor-lhcb-disknode-X “, ..., "appstate”: “production'}

Set castor-lhcb-
disknode-X in

read-only mode
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From roger 1o DNS LB/Monitoring agent

1. Subscribe for topic /topic/roger.**group.teigi and host
2. Publish message to Central

selector in message
=i telels i ool /topic/roger.**group teigi CERN IT _
Ixplus18 to
disabled
4. Execute

ActiveMQ 3. Message de-queued
‘roger_actions’

rokers

2. Getroger
state

{"'new": {"update_time": "1538633786", "updated_by": “reduser”,
"hosthame": “Ixplus18", ..., "appstate": "disabled"}, "old":
{"update_time": "1538633774", "updated_by": “reduser”, "hnosthame":
“Ixplus18Y, ..., "appstate": “production'}

Update local

roger state
cache
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From roger 1o DNS LB/Monitoring agent

Set roger state of
Ixplus18 to
disabled
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2. Get roger

siate Update local

roger state
cache

DNS LB client checks 1. Get roger state

healthy state of
IxplusX member of
Ixplus alias

Alert handler

1. SNMP

ge'l' 2. Publish

alarm

3. Upload
metric

LBD Master removes

Ixplus18 from Ixplus Monit Alarm Source
DNS LB alias
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From roger 1o DNS LB/Monitoring agent

2. Get roger

siate Update local

roger state
cache

|

Set roger state of
Ixplus18 to
disabled

1. Get roger state

Alert handler

2. Publish

DNS LB client checks
healthy state of
IxplusX member of
Ixplus alias

1. SNMP

get 3. Upload

metric

LBD Master removes
Ixplus18 from Ixplus

DNS LB alias
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From Cloud to Batch

2. Publish message to Central

Publish a % . .
veue/*hypervisor.drain
major_service_int /q /"hyp CERN IT

ervention on
hypervisor-18

R Vi

{"type": "major_service_intervention", "intervention_time":
“11234121321", "vms'": ["Batchnode-2018", “Batchnode-2019", ...]}
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4. Execute
“https://ABC/.../Bat
chnode-

2018/actions/drain

AN

‘ 1. Subscribe for topic /queue/*hypervisor.drain
ActiveMQ 3. Message de-queued
okers. L

Batch-naughty

Drain

batchnode-2018
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From Cloud to Batch

hypervisor.drain
Subl . Puad Ceniral
e A CERN IT

major_servic”

ervention or .
hypervisor-16 S ActiveMQ
rokers

Batch-naughty

4. Execute
R Ve “https://ABC/.../Bat
{"type": "major_service_intervention", "intervention_time": chnode-
“11234121321", "vms'": ['Batchnode-2018", “Batchnode-2019", ...]} 2018/actions/drain

Drain

batchnode-2018

~1 sec
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From Cloud to Batch

) hypervisor.drain
PUblish @ aPPNe) g;gltlr (lel

major_servic”

ervention or .
hypervisor-16 S ActiveMQ
rokers

Batch-naughty

‘\‘ -
-
P e

{"type": "major_service_intervention", "intfervention_time":
“11234121321", "vms": [“Batchnode-2018", “Batchnode-2019

Drain
batchnode-2018
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python-megabus libraries and megabuscli

» Created new python-base megabusclt — equivalent of the perl-based stompclt
» Mitigates an IPvé related issue of stompclt
» Provides for connections/subscriptions reuse

» Ensures automatic alias resolving

» python-megabus offers different message orchestration models for publisher and consumer — useful
for load-balanced message brokers:

» E.g., “Publish to one and Listens to all”, “Publish to all and Listens to one”

» python-megabus also offers two different authentications methods: certfificate and basic

» Highly modular — can be used by any publisher/consumer client of ActiveMQ message broker
» We will publish the python-megabus libraries code in github
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CERN CC Power Cut event
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CERN CC Power Cut event

—..

Electrical grid

t
o g B ety b 2y o e TR NN B pin RS

CERNMegabus - Hepix, Autumn 2018 09-Oct-18



CERN CC Power Cut event

—..

Electrical grid

t
o g B ety b 2y o e TR NN B pin RS

CERNMegabus - Hepix, Autumn 2018 09-Oct-18



CERN CC Power Cut event

.

1. Preserve data

Electrical grid UPS

t
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CERN CC Power Cut event

1. Preserve data
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CERN CC Power Cut event
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CERN CC Power Cut event
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CERN CC Power Cut event
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CERN CC Power cut event detection

CcCcpcoX
programmatically

detects power
cut/power back event
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CERN CC Power cut event detection algorithm

P OFRORPROORRRERORO

N

Data collection

CERNMegabus - Hepix, Autumn 2018

Count groups with GROUP_STATE
== BATTERY

N_GROUP_BA
TTERY >=3

(from group 1,
2,385)

False

POWER_CUT ‘ ‘ OTHER

False

BATTERY == 0
&& ONDULEUR
==028& False
MAINTENANCE
=1

MODULE_STATE =
BATTERY

Count modules in group with
MODULE_STATE == BATTERY

N_MODULE_
BATTERY ==
N_MODULES

False

GROUP_STATE = BATTERY ‘ ‘ GROUP_STATE = OTHER ‘

MODULE_STATE = OTHER

Decision making algorithm
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CERN CC Power cut tests

Visualize / Power cut - CHEP18 Save Share Refresh € @ July2nd 2018, 17:56:51.150 to July 2nd 2018, 18:13:23.441 2

e wewecesre B8 DUriNG mid-annual power cut fest on
© the 2nd of July, 2018

» Detected power cut

» Notified the subscribed machines

» Shutdown the machines, which had
been predefined to be shutdown

» Detected the power back

» Notified the machines, which had been
predefined to wait
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CERN CC Power cut tests

Visualize / Power cut - CHEP18 Save Share Refresh € @ July2nd 2018, 17:56:51.150 to July 2nd 2018, 18:13:23.441 2

Search... (e.g. status:200 AND extension:PHP) Uses lucene query syntax n > D U ri N g m i d -annua | pOWe rcu T TeST on
the 2nd of July, 2018

» Detected power cut

» Notified the subscribed machines

» Shutdown the machines, which had
been predefined to be shutdown

» Detected the power back

» Notified the machines, whick
predefined to wait X
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ccpcoX

programmatically

detects power
cut/back event

CERNMegabus - Hepix, Autumn 2018

2. Publish message to Central
/topic/ccco.notif

CERN IT
ActiveMQ

2 mins after de’rec\’}i&n\! brokers

\\
-
S

message = {'powercut_now': True,
‘elapsed_time': O, 'simulation': False}

30
Fromm CERN CC UPS PLC to CERN CC shutdown

1. /topic/ccco.noftif
_ Any Puppet

3. Message de-queued

managed
machine in CC*

4. Execute
‘std_log --path=XYZ"

Log power cut events in

/var/log/powercut.log
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CERNMegabus Puppet module —

computer center power cut management

» Already implemented the predefined Puppet standard client action

cernmegabus: :plugins::ccpco { 'base’': }

» Decided to be “record event to log file” during the test phase

» Possibility to run a set of actions (both predefined and custom
defined) at/after a given second after power cut event

Cernmegabus: :Plugins::Ccpco <| title == 'base' |[> {
power _cut_actions => {
@ => 'std_log --path=/var/log/powercut.log’,
120 => '/bin/backdata.sh',

240 => 'std_email --to darko.lukic@cern.ch',
360 => 'std_shutdown',

}
}
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Future plans

Release CERN CC Power Cut management in production
Study possibilities for a hypervisor to inform its tenants about interventions
Finalise several consumers’ migration to megabusclt

Assist all of you to define and realise your CERNMegabus use cases
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THANKS our customers: CASTOR, EOS, DNS LB, BATCH, CLOUD
THANKS our collaborators: CERN/IT-CF, CERN/EN-EL
THANKS all my colleagues from IT-CM

|

Darko Lionel Zhechka
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Interventions on UPS3
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22:00:00.000Z",mo bsolute,to:'20

>

& https://es-plc.cern.ch/kibana/app/kibana#/visualize/edit/aea52

£ © September 19th 2018, 00:00:00.000 to September 20th 2018, 23:59:59.999

Save Share Refresh

e / Group 3 states

Search... (e.g. status:200 AND extension:PHP)

@ Average G3-M1-BATT...
@ Average G3-M1-MAIN..
@ Average G3-M1-OND...
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Add a filter +
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Interventions on UPS3
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Search... (e.g. status:200 AND extension:PHP)
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timestamp per hour



How to use python-megalbus library

?U‘Q\.\S\(\e(

import megabus

try:
bus = megabus.Publisher('roger"')
bus.send(message, extension=top hostgroup, hostgroup=full hostgroup, hostname=hostname)
except Exception as e:

::cernmegabus::client: :publisher{'roger’:
server => $activemq_server,
port => $activemqg_port,
user => $activemqg_producer,
pass_key => 'activemqg_prod pass’,
destination => 'roger.notification.hostgroup’,
destination_type => 'topic’,
owner $teigi_user,
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‘?UDV\S“Q(

import megabus

try:
bus = megabus.Publisher('roger"')
bus.send(message, extension=top hostgroup, hostgroup=full hostgroup, hostname=hostname)
except Exception as e:

::cernmegabus::client: :publisher{'roger’:
server => $activemq_server,
port => $activemqg_port,
user => $activemqg_producer,
pass_key => 'activemqg_prod pass’,
destination => 'roger.notification.hostgroup’,
destination_type => 'topic’,
owner $teigi_user,

Three lines of python code
(together with the include®)
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How to use python-megalbus library

‘?UDV\S“Q(

import megabus

try:
bus = megabus.Publisher('roger"')
bus.send(message, extension=top hostgroup, hostgroup=full hostgroup, hostname=hostname)
except Exception as e:

::cernmegabus::client: :publisher{'roger’:
server => $activemq_server,
port => $activemqg_port,

Three lines of python code user => $activemq_producer,

. . pass_key => 'activemqg_prod pass’,
(TogeTher with the mdUde@) destination => 'roger.notification.hostgroup’,

destination_type => 'topic’,
parameter values
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How to use megabusclt library

(

o™

cernmegabus: :plugins::roger { 'modifydiskserver':
on_change_param_name => 'appstate’,
on_change_command => template('castor/roger-consumer-command.sh.erb"',
filters => { 'hostgroup' => "castor-${::castor::instance}-diskserver-%" },

}

cernmegabus: :action { 'naughtystep-consumer':
host => 'stomp://agileinf-mb.cern.ch:61213",
auth_scheme 'plain’,
auth_plain_name 'megabususer’,
auth_plain pass key => 'megabus_pass’,
destination '/queue/*hypervisor.drain’,
command template("${module_name}/cons.py.erb"),
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How to use megabusclt library

(

o™

cernmegabus: :plugins::roger { 'modifydiskserver':
on_change_param_name => 'appstate’,
on_change_command => template('castor/roger-consumer-command.sh.erb"',
filters => { 'hostgroup' => "castor-${::castor::instance}-diskserver-%" },

}

cernmegabus: :action { 'naughtystep-consumer':
host => 'stomp://agileinf-mb.cern.ch:61213",

Couple of puppet resource auth_scheme ‘plain’,
oarameter values if auth_plain_name "megabususer’,

. . auth_plain pass key => 'megabus_pass’,
predefined plugin destination '/queue/*hypervisor.drain’,

command template("${module_name}/cons.py.erb"),
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How to use megabusclt library

(

o™

cernmegabus: :plugins::roger { 'modifydiskserver':
on_change_param_name => 'appstate’,
on_change_command => template('castor/roger-consumer-command.sh.erb"',
filters => { 'hostgroup' => "castor-${::castor::instance}-diskserver-%" },

}

cernmegabus: :action { 'naughtystep-consumer':
host => 'stomp://agileinf-mb.cern.ch:61213",

Couple of puppet resource auth_scheme ‘plain’,
oarameter values if auth_plain_name "megabususer’,

. . auth_plain pass key => 'megabus_pass’,
predefined plugin destination '/queue/*hypervisor.drain’,

command template("${module_name}/cons.py.erb"),

Six puppet resource
parameter values
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How we use megabusclt library for
CERN CC power cut management

cernmegabus: :plugins::ccpco { 'base': }

define cernmegabus::plugins::ccpco (
Hash[Integer, String] $power_cut _actions 'std log’, },

>
> 'std log’, },

{ ©
Hash[Integer, String] $power back actions = { ©
String $temp file = '/etc/ccpco-state.conf',

{

include ::cernmegabus: :params

cernmegabus::action { "ccpco-${title}":
host => %$host,
destination => $::cernmegabus::params::ccpco_stompclt destination,
command => template('cernmegabus/plugins/ccpco.sh.erb'),
}
}
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How we use megabusclt library for
CERN CC power cut management

cernmegabus: :plugins::ccpco { 'base': } _ Included into CERN base

define cernmegabus::plugins::ccpco (

Hash[Integer, String] $power_ cut actions = { @ => 'std log’, },

Hash[Integer, String] $power_back actions = { @ => 'std log’, }, Cernmegabus puppet
String $temp_file = '/etc/ccpco-state.conf', module provides for

{ g . some predefined
lncliude :.cernmegapus: params p|UgII’\S use:

cernmegabus::action { "ccpco-${title}": » cernmegabus:.acti

host => $host, on resource
destination => $::cernmegabus::params::ccpco_stompclt destination,

command => template('cernmegabus/plugins/ccpco.sh.erb'), » ccpco.ch template
} for the predefined

} actions
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