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PaaS for Web Applications

= A central hosting service for user web applications
= Leverage OKD, a.k.a. Openshift
- Kubernetes + application lifecycle management and DevOps tools

= High level of service
- HA, app monitoring, data backup, scaling, TLS cert, DNS...

= High level of integration with CERN environment
- Storage, Authentication/Authorization, GitLab...

kcl

The Origin Community Distribution of Kubernetes

that powers
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Use case: arbitrary user applications

= Offer greater flexibility than “shared” web hosting

- Containers enable each application can use its own combination of
libraries and development stacks

- Better isolation between sites

Reduce the need for
application owners to
their own web servers

&% This project manages its dependencies using pip. Learn more

[ requirements.txt 254 Bytes

run

= Native support for a range of
programming languages
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Flask==0.10.1
ldap3==1.1.2
pycryptodome==3.4

# dependencies for pyKube
requests==2.9.1
PyYAML==3.11
jsonpatch==1.13

# For NFS volume provisioner
paramiko==2.0.2
packaging==16.8
appdirs==1.4.0
# For Prometheus metric reporter

prometheus_client




Use case: 3'9 party applications

« Provide an environment to deploy 3" party applications
- Reduce the need to operate dedicated servers
- Simpler and faster deployment
- Leverage availability of Docker images for many applications

0 ¥ ¥

Mattermost GitLab JIRA

Nexus

perc{eear X Confluence
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Use case: application templates

= Some IT services involve multiple application instances

@ Jentins 1~ Diiscourse
@)

=RUNDECK Grafang

= Application templates in OKD combine:

- An application definition that can be centrally maintained
- Isolated application instances for each tenant

- Self-service instance provisioning .
for users of the service ot
- Full delegation of admin rights *
to application owner S —
= Strategic change in how
some se rVi ces are o ffe r ed e o e R e S
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Project history

= 2014: evaluate PaaS solutions for Jenkins instances
= 2015: first Openshift “v3” release based on Kubernetes

= 2016: production deployment
- Regular in-place updates, running 3.9 as of October 2018

APPLICATIONS HOSTED IN
OPENSHIFT
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Production cluster status

Openshift ~

~400 apps
~1200 pods

24 worker
nodes

- 30GB RAM ' S

oconodeprod-83875d9fbf
oonodeprod-b32ee92c7f

10 cores -

conodeprod-b2a3fédfoe

Standard node memory use (schedulable nodes only)

44%

oconodeprod-a938c06ade
oonodeprod-caad15b738

AV e r a { { Ll A fh oonodeprod-8334caze40
A / Y oonodeprod-a11d053f85
) = B conodeprod-ec2bdc3a04.
.
(av ail )

1GB

Avg per ap

(used)

- 0.1 CPU
0.5GB

11.98%

Current sessions

7.8370%
4.6606%
4.4651%
3.1092%
3.1035%
3.0877%
27993%
27277%
2.6001%

2.3729%

Standard node memory use

44%

CPU usage

oogitiabprod-17aa267d3c
oogitlabprod-3a252578¢5
oogitlabprod-215a9ee347
oogitlabprod-d2bf2b72f7
oogitlabprod-dcfaze2eea
oogitlabprod-f8f7e0973e
oogitlabprod-2f31ae8ata
oonodeprod-154255¢59f
oonodeprod-b32eed2c7f
oonodeprod-a938c06a9e

Active projects

Connections last 24h

2.954 Mil
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46.855%
36.402%
34.256%
33.308%
30.750%
29.964%
26.827%
17.469%
16.080%
14.840%

Bytes received last 24h

10.58 GiB

Refresh e

Standard node memory request

55%

Standard node CPU request

64%

Running pods

Bytes sent last 24h

27.5GiB




Integration with the CERN environment

= Authentication and authorization:
- SSO and e-group support
- Application template for an authenticating proxy
= CERN Web Services portal for application lifecycle
Web Services %

Manage your CERN websites

i | e | s | iy | e

Create new site [ Open help ]
. |Test site v‘ a website lifecycle policy.
Site category:
Site name: |testfmysite | @ Build name >>
Description: |
Site type: O Centrally hosted on DFS @
(OEOS folder @

How to choose? A
O Collaboration workspace @

O Drupal 7 (current production) @
O Drupal 8 (pilot) @
®) PaaS Web Application @

O Social Community @
Create communities about topics that interest you, find answers to your questions and connect with
others.
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Integration: extending Openshift

= Leveraging Openshift/Kubernetes API
- Watching and reacting to events in the Openshift cluster
= Storage:
- Dynamic persistent volume provisioning from NFS Filer service
- CERN network filesystems: CVMFES, EOS
- Work in progress: CephFS
= Application visibility
- Intranet / Internet / CERN Technical Network
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Automation of web application deployment

= Goals:
- Deploy an application in minutes
- Automate application redeployment on changes
= Leverage:
— GitLab for application source code v

- Openshift deployments GitLab
- Rollback, redeploy, retry... e
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Automation of web application deployment:
S2|

= Openshift Source-to-Image e
OpeﬂShiﬁ—app—manager created a year ago Start Build | | Actions ~

for simpler use cases

_— Au to m ates b u I Id I n g D 0 C ker History Configuration Environment Events
Imag eS « Build #56 is complete. View Log

- From Git URL to application

g
£ 4m10
5
a

source code

~ Web hooks to automatically e
rebuild/redeploy on code changes | [ ] .

#36

B AUtomaticaI Iy rebu ild and M Complete M Failed Bt
redeploy all apps on updates to
base image

u

Build Status Duration Created

#56 + Complete 4 minutes, 20 seconds 2 months ago
#55 « Complete 1 minute, 55 seconds 4 months ago
#54 + Complete 2 minutes, 59 seconds 4 months ago
#53 « Complete 1 minute, 13 seconds 6 months ago
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Automation of web application deployment:
GitLab CI/CD

= Complete control on build and ecurty i 124
deployment pipeline O 1 s
— Build arbitrary Docker images T
— Primitives for deploying to Openshift

) passed | Pipeline #532088 triggered 1 day ago by Alexandre Lossent

Pipeline  Jobs 17

Deploy_dev Test Deploy_prod

= GitLab Environments O e > Orecus > @uwaneguion >
. . “ . ” @) update helpers...  » ® update helpers.. >

- Test, staging, production, “review apps” ... . —

- Keeps track of what is deployed where — @ - @utmereispr. >

@ update registry... P @ update registry...  »

@ update routerd... P @ update router p... >

Available 16 Stopped 0

Environment Deployment Job Commit Updated
GitLab business continui o 8f4cc335

) ty #100 by update gitlab wigner #17... c< e ) 2 months ago g » -~ C n
replica Merge branch ‘sidekiq’ into "'master

0d571588
Gitlab dev #140 by update gitlab dev #2272... - ) 1 day ago g » > C n
Security fix 11.2.4

Gitlab p od #139 by rdate gitlab [ rod #2215 1 week ago “ P + C n
: ' Y : h ° Merge branch 'update_11.2"i...
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Prospects for the evolution of CERN Web
Services

= Migrate “traditional” web hosting to containers
- Static + CGl sites from network fllesystems , / /
- Content Management Systems DI"Ule
- Leverage app deployment process for statlc CMS: JekyII Hugo...

= Benefits:
- Consolidate all web hosting on common infrastructure
- Facilitates providing multiple environments (staging, dev)

- Flexibility: advanced users can extend the base Docker image for
specific needs
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Evolution of CERN Web Services

= Move “web infrastructure” itself to containers
- Various components for management, monitoring, log processing...
- Goal: simplify and standardize
- Leverage Openshift native functionality
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Conclusion

= Container orchestration

- Enables hosting a much larger range of web applications within CERN
Web Services

- Simplifies and streamlines application deployment
- Leverages standardized cloud technologies and skill set
- Enables more efficient usage of computing resources

= Opportunity to consolidate all web hosting services on a
common infrastructure
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