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IHEP campus network today
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IHEP campus network technology

Soar,

*  DNS cluster 5
*  DHCP(IPv4/IPv6)

Static IP address allocation for ipv4
Dynamic address allocation for ipv6

* Access control
http://Network.ihep.ac.cn
Wired : DHCP snooping bonding based on Mac address, IP address

on a switch port
Wireless: Based on AC and 802.1X + Radius

Monitoring

AAAAA

CUI Tao/CC/IHEP 2018/10/10 - 4



The problems and requirements

°*  Problems

Network equipment update
80% equipment 7 years
Potential equipment failure risk

New technology needed
IP address allocation unified
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New campus network design based on SND architecture

* Open source or company ?
«  Two company solution rRuijie tz7E

Network topology
Hierarchical architecture
Standardized interfaces
rest API / netconf API
Data centralized NETDB

more metadata and time series data
Fully DHCP IP address allocation
Access control and network mgmt

&2 Huawel

APP plane

Control plane

Data plane Network Devices

CUI Tao/CC/IHEP 2018/10/10 - 7



Wired network access control solution by HUAWEI

* Reserved DHCP address (IPv4/6)
To fix IP address after DHCP process by rest API

* User self-registration
Register online device info comparing and reviewing
Register offline just reviewing

CUI Tao/CC/IHEP 2018/10/10 - 8



Wired network access control solution by HUAWEI
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Wired network access control solution by Ruijie

Based on Openflow 1.3
Openflow tables to control user access or not

static address allocation

User self-registration from authorized hosts

RG-ONC Controller

RuijietZTE
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Wired network access control solution by Ruijie
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_ Pushing Openflow table
" To access switch

Pushing valid user info
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Wireless network access control solution by Ruijie Ruijle =iz

* Dynamic address allocation

* Centralized control mode
Two AC controller and about 340APs

* User self-registration by portal
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Network management

« Network information collection
Get info by traditional way such SNMP, Rsyslog and Linux script(Telnet)
Network delay test
Network traffic statistics
Get info from controller by API
Online user devices information
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The test-bed and result

« Two solutions
HUAWEI , Ruijie
Test-bed has been built since Aug 2018
Agile Controller + HUAWEI S7703, S6720-32C-SI, S5720-28X-Ll Gfﬁlﬂfé
RG-ONC + Ruijie N18010, S6220, S5760 I?Uy’lé

« The verification of main functions have been completed
Black/white list
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API developing

* Access control and authentication

to add, delete or modify valid user information
Querying authentication rules by Mac

*  Network management
User equipment black/white list
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The future plan

* To replace old network equipment
2018 50%
2019 50%

* To complete campus network based on SDN architecture in the next 6 month
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The conclusion

* SDN architecture helps us more clear descripting our campus network
topology.

* SDN control plane provides control means like black list and make things
possible for automatic network maintain or management

* More intelligent monitoring systems are needed for the new architecture
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Thanks !
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