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Tape monitoring architecture
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Tape monitoring architecture

Support removed
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Tape monitoring architecture

Support removed
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Tape monitoring architecture

Support removed
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Tape monitoring architecture

Support removed
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IT monitoring architecture

Q ¢ e elastic
| 2 » % ‘ ‘ @°

kafka = FInfluxDB
l ' s |0 Grafana

Processing
On the fly

Data enrichment
Data aggregation Spaﬁ(\z

Data correlation
Batch Streaming

Reprocessing, reports, ..

Metrics

System logs

Service logs




Storage monitoring module

include ::storage_monitoring::<your_hostgroup>

puppet

‘c—lass storage_monitoring: :tapeser'ile}' C
$exdemon = {},

. Make monitoring more independent | Slogs = {1,
. . | $metrics = {},
. Provide flexibility bXE:
° Changes are supervised include ::storage_monitoring::component::performance_metrics
class { '::storage_monitoring::component::logs_collector' :
o logs => $logs,
Components metrics => $metrics,
. Tape inventory dump (every day) ¥
. EOS metrics include ::storage_monitoring::component::smart_info_report
° Disk performance metrics | exdemon: :conf{ 'tape':
. . f => $exd ,
. SMART (SSDs) disk metrics j o = Sexden
. SNMP traps from tape libraries }
. General logs and metrics collector

' class{ '::storage_monitoring::component::1ogs_c011ector' :
| logs => $logs,
1 metrics => $metrics,

}

. Anyway, you can use components directly
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»

logs and metrics collection: parsing puppet
e ;

2017/08/11 02:43:09.000000 tpsrvl0l info tapeserverd[2931]: LVL="Info" TID="2931"
MSG="Tape session finished" volReqId="39154496" dgn="IBM4JD" driveUnit="I4JD0402"
clientHost="c2alice-1l.cern.ch" clientPort="62801" clientType="TAPE GATEWAY"
TPVID="156144" volumeMode="READ" density="10TC" mountTime="26.697614"
positionTime="28.307989" status="success" tapePoolName="r alice" vo=“ALICE"

2017/08/11 02:43:15.000000 tpsrv202 info tapeserverd[1686]: LVL="Info" TID="1686"
MSG="Tape session finished" volReqId="39154444" dgn="IBM3JD" driveUnit="I3JD0543"
clientHost="c2cms-2.cern.ch" clientPort="62801" clientEuid=*%14029" TPVID=“I52935"
driveTransferSpeedMBps="27.072294" status="success" tapePoolName="r cms fam" vo=“CMS"
2017/08/11 02:43:16.000000 tpsrv238 info tapeserverd[1295]: LVL="Info" TID="1295"
MSG="Tape session finished" volReqId="39154490" dgn="IBM4JD" driveUnit="I4JD0409"
clientHost="c2cms-2.cern.ch" clientPort="62801" clientEuid="14029" clientEgid="1474"
clientType="TAPE GATEWAY" TPVID="I45639" volumeMode="READ" density="7000GC"




logs and metrics collection: parsing puppet
2k

"data": {
"schemaVersion": "20171123",
"timestamp_fraction": 0,
"timestamp_ns": 1528707230000000000,
"logLevel”: "unknown",
"processName”: "tapeserverd",
"processPid": 1874,
"payload"”: {
"LVL": {
"str": "Info"
1},
"density": {
"str": "15TC"




logs and metrics collection: filter and extraction

< b -
| 43 storage_monitoring::tapeserver::logs:
1 44 /var/log/castor/diskmanagerd.log:
45 logs:
| 46 type: diskmanagerd
47  /var/log/castor/gcd.log:
48 logs:
49 type: gcd
50 /var/log/castor/tapeserverd.log:
51 logs:
52 type: tapeserverd
53 tape_session_finished:
54 filter:
55 payload.MSG.str: Tape session finished
56 tags:
| 57 - hostname
58 - payload.driveUnit.str
59 - payload.dgn.str
60 - payload.clientHost.str
61 - payload.volumeMode.str
62 - payload.density.str
63 - payload.status.str

64 payload.tapePoolName.str
65 payload.vo.str



logs and metrics collection: filter and extraction

201 HEHE

202 storage_monitoring::cta::frontend::logs:

1203 /var/log/cta/cta-frontend.log:

| 204 source:

| 205 socket: "127.0.0.1:6139"

206 logs:

207 type: cta-frontend

208 ctafrontend_cta-frontend_started:

209 filter:

210 payload .MSG.str: cta-frontend started
211 tags:

212 - hostname

213 - instance

214 ctafrontend_queuedArchiveRequest:

215 filter:

216 payload .MSG.str: Queued archive request
217 tags:

218 - hostname

219 - instance

220 - payload.instanceName.str

221 payload.storageClass.str
222 payload.policyName.str




Monitoring: alerting options
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Why?
e Current use cases
e Aggregations from different systems
® For example:
e A tape failed in 3 different drives
¢ Tape failed 15 times in a row

e Ambitions
¢ Answer more complex scenarios
¢ |s the system back after failure?
e General purpose solution for alerting

¢ Configure from Puppet
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IT monitoring architecture
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A metrics monitor: ExDeMon

Make use of current provided services.

Consume metrics from §€
kafka

Notify to €@ elastic, GNI, email, Rundeck, Mattermost, ...

<X
Real-time  Seark”
Streaming

Aggregation of metrics coming from different systems/machines.

Flexible metric analytic engine




@ A ExDeMon BOT 5:11 AM -
Mattermost tapeserverd logs not coming from tpsrv233 =RUNDECK

v Rundeck BoT 5:11 AM

Collection system on tpsrv233 was restarted

ExDeMon BOT 6:11 AM

tapeserverd logs are coming again from tpsrv233

A ExDeMon BOT 11:03 AM
A tape (L70027) reported media alerts with at least 3 drives (11L80531@tpsrv119,11L80242@tpsrv116,11L80533@tpsrv114,)

Rundeck BOoT 11:03 AM

Tape L70027 was successfully disabled. (edited)




Schema

Schema

Schema

B

ZA

New metricg'by
aggregation and
math equations

ExDeMon: extract, define and monitor

Analysis
results
sink
(optional)




o |

- Which metrics should process this monitor?

« CPU Usage of all databases, Cache Hit % of MySQL
databases, all machines in PROD, ...

- Filter metrics by attributes
- Accepts exact value or regular expressions
- If not applied, all metrics are processed

&)

N/



|s the metric behaving as it should?

Determine the status of each incoming metric
»  OK, WARNING, ERROR, EXCEPTION

Results can be sent to external storage
Internal store for stateful analysis




M» Analysis »

Type: thresholds fixed manually

Status for CPU Usage Per Sec at DEVDB112

14:00 16:00
ERROR OK == WARNING

14:00 16:00 18:00 20:00 22:00 00:00 02:00 04:00

Error (up) =— Warning (up) Value == PreAnalyzedValue =— Warning (low) Error (low)
CERN



Filter

» Trigger
» Trigger

5| Analysis

- Type: learning from recent behaviour (average and variance)
. Errors when metric does not behave as it used to

Status for CPU Usage Per Sec at EDHD1

14:55 15:00 15:05 15:10 15:15
ERROR OK == WARNING

Value for CPU Usage Per Sec at EDHD1

14:55 15:00 15:05 15:10 15:15 15:20
Error (up) == Warning (up) Value == PreAnalyzedValue == Warning (low) Error (low)




» Trigger

Filter B Analysis >

Trigger

- Type: learning a season (hour, day, week)

Value for Executions Per Sec at AISBID1

0

17:00 17210 17220 17:30 17:40 17:50 18:00 18:10 18:20 18:30 1840 18:50 19:00 19:10 19:20
Value == PreAnalyzedValue




» Trigger

Filter B Analysis >

Trigger

- Type: learning a season (hour, day, week)

Value for Executions Per Sec at AISBID1

17.00 1710 17:20 17:30 1740 1750 18:00 18:10 1820 1830 1840 1850 19:00 19:10  19:20

Error (up) == Warning (up) == Warning (low) Error (low)




» Trigger

Filter B Analysis >

Trigger

- Type: learning a season (hour, day, week)

Status for Executions Per Sec at AISBID1

17:00 17:10 17:20 17:30 17:40 17:50 18:00 18:10 18:20 18:30 18:40 18:50 19:00 19:10 19:20
ERROR OK == WARNING

1

1
1
1
1

Vg

17.00 1710 17:20 17:30 1740 1750 18:.00 18:10 1820 1830 1840 1850 19:00 19:10  19:20

Error (up) == Warning (up) == PreAnalyzedValue == Warning (low) Error (low)




Monitor

TR
Trigger

- Should we inform anyone?
« Metric has been in ERROR for 20 minutes...

- Determines when an action is triggered
- Based on metric statuses
- Actions are processed by actuators

&)

N/



Monitor

Trigger

Filter » Analysis » Trigger

- Type: constant status for certain period

Metric has been the last
20 minutes in state
[ERROR].

2017-09-21 ALLRecentAnalvsis error- Cell Physical 10
15:09:40 4 constant Interconnect Bytes

12:30
ERROR OK == WARNING

Value for Cell Physical 10 Interconnect Bytes at ERTD

12:30 13:00 13:30 14:00

Error (up) == Warning (up) Value == PreAnalyzedValue == Warning (low) Error (low)




Monitor

Trigger

Trigger
Filter » Analysis »

- Type: percentage of the period in certain statuses

Metric has been 80.0%
2017-09-21 ALLRecentAnalysis warn- INTSR2 Background CPU Usage f)f the last 40 minutes
14:47:10 constant Per Sec in state [ERROR,
WARNING].
111 1 111

10:00 10:30 11:00 12:30 13:00 14:30
ERROR OK == WARNING

Value for Background CPU Usage Per Sec at INT8R2

10:00 10:30 11:00 11:30 12:00 12:30 13:00 13:30
Error (up) == Warning (up) Value == PreAnalyzedValue == Warning (low) Error (low)




ExDeMon: configuration

changes
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subscribe

( )
ExDeMon
\_ J




Configuration

Monitor

puppet

exdemon::monitor{ 'executions': }

monitor_executions:
filter:
attribute:
HOSTNAME: .*
METRIC_NAME: Read Bytes Per Sec
analysis:
type: seasonal
season: hour
triggers:
ew-perc:
type: percentage
statuses: ERROR WARNING
percentage: 80
period: 10m
actuators: email rundeck

Filter

» Analysis : e

Trigger

Status for Executions Per Sec at AISBID1

1700 1710 1720 1730 17:40 17:50 1800 1810 1820 1830 18:40 1850 19:00 19:10 19:20
ERROR == OK == WARNING

A

|
|

| QAN L\

1700 17:10 1720 1730 1740 1750 1800 1810 1820 1830 1840 1850 19:00 1%:10 19:20
Error (up) == Warning (up) == PreAnalyzedValue == Warning (low) Error (low)



Defined metrics < 7A

New metricg'by
aggregation and
math equations

« Configuration can be updated while running
« Add/remove defined metrics or change any parameter

« Aggregations
 Different metrics
« Value along time




IVININTL TN

source

wvoetlieliiia

Schema

Defined metrics configuration &

» Ratio read/write per instance New me
aggrege
Metric’s attributes - - - math ec
HOSTNAME metric_disk_ratio: I
DISK metrics:
METRIC_NAME groupby: HOSTNAME DISK
value: readbytes / writebytes
variables:
readbytes:
filter.attribute METRIC_NAME: Read Bytes Per Sec
writebytes:
filter.attribute .METRIC_NAME: Write Bytes Per Sec

Results will be a metric per HOSTNAME and DISK with:
HOSTNAME
DISK

* Value = “Read Bytes Per Sec”’/ “Write Bytes Per Sec’
Values from the same instance
Each variable updated when new value arrives




VY INILT NSNS

source

wvoetlieliiia

. - - - Schema

Defined metrics configuration
« Count machines running per cluster _N%]vﬁ

!\Ae:'g:’ssiTz?\lttAri&uEtes me;gii{g?sterﬁmachines: ﬁg{ﬁ%ﬁ
ETRIG e groupby: CLUSTER_NAME

— when: BATCH

variables:
value:

filter.attribute.METRIC_NAME: Status
aggregate: count

attributes: HOSTNAME

expire: Sm

Results will be a metric per CLUSTER _NAME with:
+ CLUSTER_NAME

+ Value = count(diff(HOSTNAME))
* New metrics with same HOSTNAME are updated.
* If not updated after 5 minutes, they are removed.




IVININTL TN

source

wvoetlieliiia

= - - . Schema
Defined metrics configuration :

» Average value along time for each metric New rm
Metric’s attributes aggrege
+ HOSTNAME M
- DISK 1 metric_avg_5m:

+ METRIC_NAME 2 metrics:
3 groupby: ALL
4 variables:
5 value:
6 aggregate: avg
7 expire: 5Sm

Value for Active Serial Sessions at CMSINTR1

Results will be a metric per incoming metric with:
- HOSTNAME

- DISK

- METRIC_NAME

- Value = avg(values from the last 5 minutes)

12:00 12:05 12:10 12:15 12:20 12:25 12:30 12:35 12:40 12:45 12:50

Value == PreAnalyzedValue



IT monitoring architecture
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2 @8 Visualizations - = ® Jun 30, 2017 00:00:00 to a few seconds ago Refresh every 1m ~

+

o »

Let's go live!

https://monit-grafana.cern.ch/



https://monit-grafana.cern.ch/
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Transfered Data Amount per Virtual Organization for READ Requests Transfered Data Amount per Virtual Organization for WRITE Requests

current percentage current  percentage
3.57PB 36% - ALICE 1.606 PB 7%
25.8GB 0% . AMS 1.405PB 6%
1.655 PB 7% — ATLAS 7.06 PB 29%
u n - > ra a n a 186378 0% \ — BACKUP  2360PB 0%
2657 PB 27% - CMS 8.25PB 3%
54978 6% = COMPASS 49778 2%
86.9 GB 0% - ILC 40178 0%
- 54478 0% - 18778 1%
- 130.1 GB 0% - LHCB 1.313PB 5%
- 84278 9% - NAB1 250978 0%
- 2188 TB 0% - NAG2 601 TB 2%
- 33778 3% - NTOF 101078 0%
- 16278 2% - OTHER 58478 0%
- 2366 TB 0% - USER 61178 3%
- 17.04 T8 0%
a
Transfered Data Amount per Virtual Organization for WRITE Requests
80078 — ALICE
— AMS
70078 . ATLAS
60078 BACKUP
- CMS
50078 -
COMPASS
40078 =c
-IT
- LHCB
30078 I — NASH
| - NAG2
20078 - NTOF
I I I I I I | = OTHER
10078 I l | I I I - USER
OBI!I !—.ll | II || l _-nE S - I__— -
an 474 47 410 413 4/16 419 4122 4/25 4/28 s/ 5/4 5/7 5/10 513 5/16 519 5/22 5/25 5/28 531 6/3 6/6 6/9
Transfered Data Amount per Virtual Organization for READ Requests
s0oTe — ALICE
— AMS

= ATLAS
50078

BACKUP
400TB - CMS

COMPASS

- ILC

- T
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30078
20078
l - NAGT
- NAG2
10078 == NTOF
- USER
N TP | Y L LU =ul L ] . [
47 4125 1 514 57 sl 3N 6/3 6/6
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READ FILES FOR All WRITE FILES FOR All

Splunk -> Grafana

6/5 6/6 6/7 6/8 6/9 6/10 6/11

we ALICE we AMS  ww ATLAS ww BACKUP s CMS ww COMPASS ws IT wm LHCB ww NAST ww NTOF w= USER . e ALICE wu AMS wu ATLAS ww BACKUP w CMS wmw COMPASS w ILC s IT wum LHCB s NAGT wsm NAG2 w NTOF = USER
READ MB/S FOR All WRITE MB/S FOR All
400 MBs ® 400 MBs
[l [} o e S]] o
e ¢ e ® «® ® o © LN 'v. .. Yoo o, ide%és
300 MBs o % ) o “# e © 300 MBs ® e ® o ® e
o ® élve o
oy ‘ l ® e 0 o o o ° °
200MBs . .. e® o . * q .. .. } 008 Og ' | S o0 ®
® J. o ".* ‘. ° ®
o. o o
100 MBs 100 MBs
"h' L o8 ¢
® ’ .‘ o ® ® °® ° o
0MBs . [ 0MBs . 09 ® o0
6/10 &1 6/5 6/6 6/7 6/8 6/9 6/10 6/11
wm ALICE w AMS wm ATLAS = BACKUP == CMS == COMPASS wm IT == LHCB == NA6T == NTOF == USER w= ALICE = AMS wu ATLAS == BACKUP wm CMS «m COMPASS «m IlC «= IT = LHCB w= NAGT == NAG2 w= NTOF «= USER
;
READ M/S FOR All WRITE M/S FOR All
500 MBs T T T 500 MBs
400 MBs 400 MBs
| HEE NNE. -- N N N O
300 MBs i = 00 mes M ---- | | -- HEEEEETENS TEae.
| | | | 1| I
| | i — —
200 MBs - 200 ves [ I . EEETE FEEEm
L U N N N BN G
| IIIIIIJII\I. ] -- N ENEEE EE _NENEE = .
omes - EEECEEEEEE --—----_ 100 MBs o I EEE = i
EEEE I T | | O [ |
ovee B [-I--l ENEE | o H BN EEe [ | | [ m O [
06/06 06/07 06/08 06/05 06/06 06/07 06/08 06/09 06/10 0611




IBM3JD

min max avg ~ current
- 1psrv207 26 MBps 27 MBps 26 MBps
- 1psrv204 25 MBps 77 MBps 57 MBps 59 MBps
u n — > ra a n a - 1psrv205 42 MBps 65 MBps 60 MBps
1psrv218 25 MBps 104 MBps 72 MBps
psrv216 50 MBps 136 MBps 77 MBps 57 MBps
/ - 1psrv208 130MBps  132MBps  131MBps 130 MBps
300 MBps - 1ps1v210 129MBps  215MBps  167MBps 215 MBps
- 70%Average  148MBps  207MBps  176MBps 174 MBps
250 MBps - 1psrv212 136 MBps 225 MBps 194 MBps 225 MBps
- 1psrv214 149 MBps 248 MBps 211 MBps 220 MBps
200 MBps - tpsrv211 187MBps  270MBps  221MBps 187 MBps
- 1psrv209 104 MBps 351 MBps 224 MBps
150 MBps - 1psrv213 67 MBps 331 MBps 225 MBps 252 MBps
- 1psrv215 194 MBps 313 MBps 255 MBps 266 MBps
tpsrv217 189 MBps 375 MBps 263 MBps 269 MBps
100 MBps psrv219 170MBps  394MBps  270MBps 237 MBps
1psrv109 160 MBps 385 MBps 271 MBps 261 MBps
50 MBps e 1psrv202 240 MBps 306 MBps 278 MBps 274 MBps
- 1psrv108 196 MBps 362 MBps 295 MBps 196 MBps
08ps - 1psrv203 274MBps  338MBps  308MBps 333 MBps
6/5 00:00 6/6 00:00 6/7 00:00 6/8 00:00 6/9 00:00 6/10 00:00 6/11 00:00 == 1psrv409 128MBps  383MBps  309MBps 357 MBps
1BM455
400 MBps min max avg - current
- 70% Average 196 MBps 239 MBps 219 MBps 196 MBps
- 1psrv429 150MBps  328MBps  248MBps 160 MBps
350 MBps = 1psrv439 160MBps  328MBps  266MBps 227 MBps
1psrva37 215 MBps 324 MBps 266 MBps 292 MBps
- 1psrv440 118 MBps 332 MBps 272 MBps 233 MBps
1psrva34 131 MBps 338 MBps 273 MBps 131 MBps
300 MBps - tpsrvadl 217MBps  340MBps  274MBps 239 MBps
- 1psrv430 119 MBps 337 MBps 275 MBps 119 MBps
1psrv43s 225 MBps 327 MBps 286 MBps 314 MBps
250 MBps - 1psrv433 244 MBps 340 MBps 295 MBps 244 MBps
1psrv436 230 MBps 335 MBps 296 MBps 289 MBps
- 1psrv228 179MBps 366 MBps  303MBps 295 MBps
200 MBps - 1psrv227 172 MBps 350 MBps 303 MBps 172 MBps
- 1psrv103 190MBps  364MBps  305MBps 345 MBps
- 1psrv110 269 MBps 353 MBps 313 MBps 269 MBps
- 1psrv403 276 MBps 359 MBps 317 MBps 276 MBps
150 MBps == 1psrv100 242 MBps 372 MBps 3271 MBps 289 MBps
- 1psrv107 285 MBps 352 MBps 326 MBps 347 MBps
- 1psrv104 284 MBps 367 MBps 332 MBps 347 MBps
100 MBps - 1psrv111 247 MBps 359 MBps 334 MBps 359 MBps
6/5 00:00 6/6 00:00 6/7 00:00 6/8 00:00 6/9 00:00 6/10 00:00 6/11 00:00 - 1psrv106 321 MBps 364 MBps 337 MBps 329 MBps



Grafana: new Gantt panel
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Grafana: new Gantt panel
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Wrap-up

Done

Logs and metrics collection system: simplified, homogeneous and performance

Alerting with ExDeMon has been working for months (gathering confidence)
Plots on Splunk replicated in Grafana
New Gantt panel

More than a year of old data imported, expect to finish importing this month

Future steps

. After validate the dashboards, shut down Splunk
Integrate alerting with email and actions on tape/drives
Remove Oracle databases from the equation
Spread ExDeMon to other services along the department?

Interest in any component?
Easy! pass by 31/2-02 or drop an email at daniel.lanza@cern.ch
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