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Outline



• Pooling of efforts in ATCA Processor hardware, firmware and 
software development

• Present efforts include CMS Phase-2 Calorimeter, Correlator and Muon 
Triggers; ECAL Barrel, CSC and GEM readouts.

• Multiple ATCA processors and mezzanine board types

• University of Wisconsin-Madison is responsible for the design of 
the Advanced Processor (APx) ATCA board and the ZYNQ-IPMC
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US CMS ATCA APx Consortium
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Related US-CMS UW HW Projects

CMS Phase-1 Calo Trigger (2015)

Linux Embedded Mezzanine – ELM (2017) Ethernet Switch Mezzanine – ESM (2018)

UW-MMC (2013)



• Available IPMC solutions lack critical features to safe-guard expensive 
electronics in ATCA in case of faults

• Exploit software experience designing other IPMI components: MMC 
and System Manager in CMS use

• Goal: design a fresh IPMC solution with:
1. Sub-millisecond response to critical board conditions

• Reduce chances of electrical damage in case of hardware fault
• e.g. over-current, DCDC converter failure, short-circuits, etc.

2. Recoverability and monitoring
• No operational disturbances during IPMC soft-failures or maintenance
• Monitor ATCA board metrics (temperatures, voltages, etc.) over time

3. Hardware and software flexibility
• Facilitate ATCA board design and cut down development time

4. Open-source – free of the hassle of dealing with NDAs and licenses
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Why a fresh IPMC solution



• Develop a highly versatile IPMC platform for ATCA 
applications based on Xilinx ZYNQ SoC:

• Exploit fast ARM Cortex-A9 processor and high FPGA 
parallelism for time-critical decisions

• Support for a high number of peripherals (power controllers, 
fast ADCs, DACs, temperature sensors, RTMs, JTAG, etc.)

• Previous experience with ZYNQ designs
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The ZYNQ-IPMC project
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• Specifications:
• Xilinx ZYNQ-7014S System-on-Chip:

• Single-core 32-bit ARM Cortex-A9 @ 666.6 MHz
• 34.4 kLUT and 68.8 kFF Artix-7 FPGA core
• FPGA takes care of critical tasks, offloading the CPU

• 256MB DDR3-1066 / 64MB QSPI Flash / 256 Kb EEPROM
• Frees developer from memory and storage constraints

• 16 dedicated 16-bit ADC inputs up to 10 kSamples/s/ch
• Allows for very fast response times when paired with FPGA logic

• 109 GPIOs accessible from FPGA logic
• Allows native implementation of must standard protocols
• Provides flexibility when routing ATCA boards
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ZYNQ-IPMC Hardware (1)
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Power from 
+3.3V

Xilinx ZYNQ-7014S SoC
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ZYNQ-IPMC Hardware (2)

• 244-pin LP miniDIMM form factor (82mm x 30mm, 1mm thickness)
• Mounted on a miniDIMM socket with a 22.5 degree angle to meet ATCA height specifications –

components can still be mounted underneath

• Pinout similar to LAPP and CERN IPMC
• NOT fully pin compatible, but migration fairly easy to do

(revA)



• ZIOS – ZYNQ-IPMC Open-source Stack
• Services: Service based framework allowing coordination and 

management of many varied tasks

• FreeRTOS: Real-time operating system providing clean per-
service thread separation and prioritization of critical tasks –
also well established!

• Drivers: Interrupt based drivers integrated with FreeRTOS
prevents system lock down and frees CPU cycles

• C++11: Object-oriented programming allowing encapsulation 
of different modules and easy customization
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ZYNQ-IPMC Framework (1)
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ZYNQ-IPMC Framework (2)
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* Not every component illustrated



• Controller Development Board (CDB)
• Development platform for several key technologies that will 

be used on other blades
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Test platform

• Test platform for IPMCs and 
MMCs with Shelf Manager 
connectivity via the backplane

• Several IPMC peripherals 
available:

• IPMB-A and IPMB-B
• I2C, SPI, MDIO, JTAG
• Ethernet Switch Module
• etc..

Linux
SoC 10GbE

1GbE

IPMC



• Fault detection processed in ZYNQ FPGA fabric – fast!
• Individual ADC channels checked in firmware (approx. 500ns)
• Also supports additional external multi-channel ADCs
• Thresholds tied to SDR definitions (non-critical, critical, non-recoverable)
• IPMI service informed by interrupts

• At 3.3 kS/s/ch: 38µs < tresponse < 339µs
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Fault Detection & Handling (1)
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• ADC inputs are recorded into memory for post-mortem analysis of 
fault conditions on ATCA blades, facilitating debugging

• Configurable pre-trigger point and capture length using DDR3 buffering

• Feature always running while in use – immediate captures 
supported as well

• “Essentially a multi-channel DSO”
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Fault Detection & Handling (2)
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• Allows timed and sequential power-up/down of power rails by 
having tight control of power enable pins – also in FPGA fabric

• Reduces the need for external sequencing logic
• e.g. FPGA power-up and proper sequencing

• Allows creation of multiple independent power groups (zones) 
and their operation defined in software

• Prevents sneak path currents if configured properly

• Integration with Fault Detection & Handling
• Associates sensors with zones and defines proper behavior in case of 

non-recoverable faults
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Power Management Zones

Example of XC7Z030 power sequence, Xilinx Forums
Fault Det.

M. Zones DCDC

L

PEn



• Internal fault detection of sensitive code by watchdog
1. Output signals (e.g. power enables) hold by external 

circuitry on main board as reset takes place
2. Outputs and memory are then readout to understand 

previous state
3. A state recovery jump takes place if the previous state was 

clearly understood
• External circuitry releases output lines if recovery fails

• Transparent recovery since no power cut takes place
• Fault still gets logged for analysis

• External hold circuit will be available as reference design
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Recoverability



• lwIP 2.x with on-board Gigabit Ethernet PHY and magnetics
• Unique MAC addresses assigned per card (EEPROM MAC)

• Stored in EEPROM MAC - can be overwritten if required

• IP assignment through DHCP or statically set
• DHCP server can be configured to provide geographical addresses

• TCP/IP iperf server on the IPMC
• Example:

1. Control PC
2. Lab Switch
3. ATCA 1/10GbE Switch (ATC807)
4. On-board Switch (ESM)
5. IPMC

• SNTP used for time synchronization

11/10/2018 16

Ethernet Interface

(1 min test)



• Serial console via UART or Telnet – same user interface
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Console Interface (1)

• Feature packed command 
line interface (CLI):

• Command history
• Auto-complete
• Color tagging
• etc.

• Real-time log messages are 
mirrored to all interfaces



• Services and drivers can register new commands 
dynamically to the console

• Example for the ‘date’ command:

• Command is then registered in the command parser:
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Console Interface (2)



• Granular and per-component configurable logging 
provides verbosity when needed

• Several levels of logging severity provided
• e.g.: Critical, error, warning, notice, etc.

• Hierarchical facility tree allows per-component filtering
• e.g. ‘ipmc.console’ has sub-component ‘ipmc.console.uart’

• Console used to visualize logs in real-time
• Severity filtering prevents overwhelming of information
• Multiple console instances with different filter settings

• Log buffer backed up by large DDR memory, can be read at 
any time by JTAG or Console
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Logging



• Real-time publication of metrics to InfluxDB:
• Temperatures, voltages, currents, logs, etc.
• Internal and external sources supported (ADCs, DCDCs, etc.)

• Grafana used for real-time & offline metric visualization
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Metric Gathering



• Via File Transfer Protocol (FTP)
• Virtual file system

• Each file provides read/write software handlers
• Handlers used to process and push uploaded files to wired devices 

(e.g. QSPI flash, EEPROMs, external mezzanines, etc.)
• Allows validation and post-programmability verification

• Supports authentication

• Also via Console
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Upgradability



• JTAG over PL GPIOs – firmware IP (Xilinx XAPP1251)
• One interface dedicated in IPMC pinout

• But multiple interfaces are supported

• 12.7MB image in 25 seconds (chain at 10 MHz)

• GUI support since Vivado 2018.1
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Xilinx Virtual Cable (XVC)



• Automatic modular storage allocation simplifies persistent storage 
for diverse modules

• Streamlines the process of storing card and service based configurations
• Automatic synchronization between volatile and non-volatile storages

• Allocations example:

• Usage example:

11/10/2018 23

Persistent Storage



• Sensors are updated in individual tasks at fixed rates set at the sensor level
• e.g. pyld3v3.update_value(3300.0)
• Threshold processing, conversions, events, etc. are executed internally

• Toolset under development to automate SDR generation
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Sensor Data Records (SDRs)
In accordance with the IPMI specification, but 
with human-comprehensible field naming



• IPMB0 and IPMB1 connected to processor fabric
• IPMI service handles requests and arbitration when needed
• Ability to send and receive raw IPMI commands from Console

• Example: dump FRU information from other IPMI 
controllers
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IPMB Interface



• Using Xilinx Vivado 2018.2 and XSDK (Eclipse)

• Supports step-by-step debugging and programming
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Programming Environment



• Via Xilinx JTAG dongle and integrated in XSDX

11/10/2018 27

Debugging



• Firmware and software configuration go hand-in-hand:
• Using Xilinx IP packager in Vivado for AXI integration
• IPs include firmware blocks and low-level C drivers

• Using both Xilinx standard and custom developed IPs
• Leveraging Xilinx Vivado Block Design automation to speed 

up development time
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Configurability (1)



• Object-oriented & inheritance facilitates programming and 
reconfiguration of similar drivers and services

• Example of SPI inheritance between CPU and FPGA drivers:

• Example of driver propagation between software layers:
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Configurability (2)



• 1. Add firmware IPs or custom VHDL in block design
• Example of custom IP: Management Zone Control
• Aggregates and manages related power trees
• IP is configurable through GUI, driver will automatically adapt
• Same procedure for Xilinx IPs and other custom IPs
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Configuration Workflow (1)



• 2. Use provided C++ drivers in framework or use 
expandable templates

• Example C++ driver for Management Zone Control

• Drivers are initialized on dedicated function in framework
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Configuration Workflow (2)



• Open-source hardware and software
• Full rights to customize, reuse or modify
• No commercial licensing or NDAs required

• Preliminary documentation already available:
https://drive.google.com/open?id=1LBVPM_l-X3dnLe49_n24LOrSW49aN5_s

Interested peers are welcome to get in touch with us:
marcelo.vicente@cern.ch

Thank you!
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Opportunities to collaborate

https://drive.google.com/open?id=1LBVPM_l-X3dnLe49_n24LOrSW49aN5_s
mailto:marcelo.vicente@cern.ch


• Compact 6-port 1Gb Ethernet Switch module (35mm x 40mm)
• Four 1000BASE-T interfaces with on-board magnetics
• Two additional SGMII interfaces available

• Targeted for ATCA blades where Ethernet connectivity is required
• Unmanaged with low to no maintenance required
• Singly 3.3V supply (e.g. from management power)
• Easily connects IPMC, SoC, HUB 1, HUB 2 and FPGAs together
• Programmed through the ZYNQ-IPMC by using SPI or UART
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Related Peripheral: Ethernet Switch Mezzanine
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