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• Includes current major users of tokens in High Energy Physics
– INDIGO IAM
– EGI Check-in 
– SciTokens
– dCache
– ALICE

• Development work of pilot projects supported by EC

• Priority to stick to industry and R&E standards wherever 
possible

• Started July 2017

WLCG AuthZ WG
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Objective: Understand & meet the requirements of a 

future-looking AuthZ service for WLCG experiments



• Morning

– Closed all major comments on WLCG Token Schema 

– Defined next steps

• Afternoon

– FIM updates from DUNE, Fermilab and WLCG

– Overview of IAM (WLCG’s future AAI*)

– SciTokens and IAM interoperability 

– Interactive activity, mapping AAI plans

Pre-GDB

*Authentication and Authori(s/z)ation Infrastructure



WLCG AuthZ WG

Morning:
AuthZ WG

412/07/17



• Token content described in detail, some policy and workflow 
descriptions left for other documents

• Next steps
– Ask for final comments for v1.0 by Friday 20th

– In the meantime, take to Management Board on Tuesday 
17th

– Request that all authors add their names
– Publish on Zenodo
– Anticipated that v1.0 will be superseded swiftly following 

operational experience

WLCG Token Schema



Common Claims

• sub 

• exp

• iss

• acr

• aud

• iat

• nbf

• jti

• eduperson_assurance
(REFEDS)

• wlcg.ver (WLCG)

• wlcg.groups (WLCG)

ID Tokens

• auth_time

• general OIDC Claims

Access Tokens

• scope  (inspired by 
OAuth token exchange 
draft)

Token Claims

Note: Where unspecified, the origin is RFC7519 or OpenID Connect core

Largely sticking 
to standards



• Morning

– Additional discussion required on role of 
certificates in Token infrastructure (signing 
and transport)

– Further guidance for implementers required 
on anticipated OAuth flows

Takeaways
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Afternoon:
Fermilab/DUNE/
WLCG plans
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• Afternoon
– Fermilab urgently seeking solution for IOTA 

certificate acceptance (CiLogon Basic)
• To discuss further in mini-FIM4R tomorrow

– Nationality restrictions will directly impact 
architectural decisions

– Proof of concepts and demos should be shared more 
widely

– Subset of WLCG schema can be cleanly mapped to 
SciTokens, interoperability issues not expected

Takeaways



• Aim: map out infrastructures following proven 
blueprint model

• Raised many unknown unknowns

Exercise
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Next Steps

1112/07/17



• https://indico.cern.ch/event/834658/

• Many labs and research communities to 
present their plans

• Time to discuss joint challenges

• Thank you very much to Fermilab for hosting 
this additional meeting!

Mini-FIM4R Tomorrow

https://indico.cern.ch/event/834658/


• Many people waiting for WLCG Token Schema (coming soon!)

• Many proof of concept token workflows already developed

• More advanced demonstrations required

• IAM instance to be set up to provide a Token Issuer for testing 
(preliminarily called “wlcg.cern.ch” but requires further 
discussion!)

What’s next for Tokens?

Additional challenges 
proposed: security & 
traceability, and multi-
tenancy Token based AAI



• WLCG Token Schema 
https://docs.google.com/document/d/1cNm4n
Bl9ELhExwLxswpxLLNTuz8pT38-
b_DewEyEWug/edit?usp=sharing

– Please add your name as an author if you 
contributed

– Please provide comments by Friday the 20th

Actions 

https://docs.google.com/document/d/1cNm4nBl9ELhExwLxswpxLLNTuz8pT38-b_DewEyEWug/edit?usp=sharing


WLCG AuthZ WG

Questions?

1512/07/17



• Twiki: 
https://twiki.cern.ch/twiki/bin/view/LCG/WLCG
AuthorizationWG

WLCG AuthZ WG

https://twiki.cern.ch/twiki/bin/view/LCG/WLCGAuthorizationWG

