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What is a Monitoring Platform?

« Centralized system for:
* Detection
« Containment
 Remediation
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What is a Monitoring Platform?

« Centralized system for: * Ensures that incidents:
« Detection  ldentified
« Containment * Analyzed
« Remediation * Reported

 Took Action
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System Specifications

« Unified Platform for
 Data Ingest
« Storage
« Analytics
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System Specifications

« Unified Platform for * Architecture
« Data Ingest « Extensible
« Storage « Pluggable
« Analytics « Modular
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System Specifications

« Unified Platform for « Architecture
« Data Ingest « Extensible
« Storage « Pluggable
« Analytics « Modular

« Data Access
« Dynamic Dashboards
e Command Line Access
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System Specifications

« Unified Platform for « Architecture
« Data Ingest « Extensible
« Storage « Pluggable
« Analytics « Modular

« Data Access * Security
« Dynamic Dashboards « Authentication
« Command Line Access « ACLs
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System Architecture

More discussion about infrastructure
and the architecture?

Visit us in the poster section:

* Monitoring Java Application
Servers

=¥ CERN P -
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System Architecture

More discussion about infrastructure  Through our collaboration with
and the architecture? Oracle we decided to evaluate a

Visit us in the poster section: similar platform. Why?
- Monitoring Java Application * We wanted to evaluate some
Servers features that our own platform
does not have

Because the first evaluation period
was short

« We were granted ~110.000% in
Oracle Cloud credits and 6+1
months of evaluation
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Oracle Management Cloud

Welcome to Oracle Management Cloud

e

Application Performance
Monitoring

Rapidly identify, response, and
resolve your software roadblocks

0

Security Monitoring and
Analytics

Detect, investigate and mitigate
security threats

Infrastructure Monitoring Log Analytics

Monitor your entire IT infrastructure Topology aware log exploration and

- on-premise or on the cloud - from analytics for modern applications and
one unified platform infrastructure

Orchestration Dashboards
Schedule, execute and report on tasks Build custom dashboards using out-
at scale of-the-box widgets or your own

visualization of data

Aimilios Tsouvelekakis

IT Analytics

Operational big data intelligence for
modern IT

Select v

Explorers

Search, analyze, and visualize data

Select v

Configuration and
Compliance
Automate application and

infrastructure configuration
assessments

Mobile Application

Click the icon to get your account QR
code

o]
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Components Evaluated

Welcome to Oracle Management Cloud
* Log Analytics

* [nfrastructure
Monitoring

« Application

Performan ce Application Performance Infrastructure Monitoring Log Analytics
. . Monitori ng Monitor your entire IT infrastructure - Topology aware log exploration and
M O n Ito rl n g Rapidly identify, response, and resolve on-premise or on the doud - from one analytics for modern applications and
your software roadblocks unified platform infrastructure
=¥ CERN - .
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Log Analytics

A component to:
« Display log records
« Extract the log line
Into several fields
* Create Graphs
« Write Rules for Alerting
on potential issues

=" CERN
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Log Analytics

« A component to: * Visualizations
« Display log records « Records with/without Histogram
« Extract the log line « Table with/without Histogram
Into several fields
« Create Graphs * Pie
* Write Rules for Alerting - Bar/ Horizontal Bar
on potential issues « Summary Table
 Treemap
 SunBurst
* Tile
* Line
* Cluster
* Link
g S lab Aimilios Tsouvelekakis 13




Data Sources and Graph

Sources of Data
* WebLogic Logs
 Tomcat Logs
« Apache Logs
* Application Logs

« Database Logs
Alert
Trace
Audit

=" CERN
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Data Sources and Graph

* | stats count as logrecords by 'Log Source’ | sort -logrecords b4 e
[ E l't E l’ E O u rces I Fields ¥ 7% visualize < <1%
<1%
= Search Fields Q e Pie « <1%
 WebLogic Logs
g g A Pinned Value
Entity o
oun
Entity Type
 Tomcat Logs
Log Entity Group by
Log Source
Problem Priority Log Source x
« Apache Logs
Upload Name Display Options
|| Show Problem Logs Ont
. . b Other L gs Only
° Appllcatlon Logs
« Database Logs
« Alert
er
[ ]
[race
* Audit
udi
B FMW WLS Server Logs M Database Audit Logs
FMW WLS Server STDOUT Logs EM Cloud Services Agent Sdk Logs
W Apache HTTP Server Access Logs (Custom) B Database Trace Logs
B FMW WLS Server Access Logs B Database Alert Logs
B EM Cloud Services Agent Logs B Apache Tomcat Catalina Logs (Customn)
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Cluster

exception | cluster

B 30 Clusters 25 Potential Issues 8 outliers 20 Trends
-
z
2 50
40

M s
s 2
& =
i = 20
5 - 10
o

10:45 AM 11:00 AM 11:15 AM 11:30 AM

Jan 22 2019

Show Similar Trends ShowRecords & v @ € 30 clusters
Trend Count Cluster Sample ID &  LogSource

O yulllle + Index: -1, Size: 0 1 FMW WLS Server STDOUT Logs

java.lang.IndexOutOfBoundsException: Index -1, Size: 0
at Unknown.Akc(Throwablejava:116)
at Unknown.ykc(Throwablejava:60)

Truncated. see log file for complete stacktrace ...

N UULﬂl_‘M 2019-01-22 11:22:02.864 ERROR 13285 --- [ (self-tuning)'] o.s.b.w.servlet.support.ErrorPageFilter : Forwarding to error page from request [/status]d 2 FMW WLS Server STDOUT Logs

O 7

ue to exception [null]

java.lang.NullPointerException: null
at cern.panoramas filters.AccessFilter.doFilter(AccessFilter.java:110) ~[_wl_cls_gen.jarna]
at weblogic serviet.internal. FilterChainlmpl.doFilter(FilterChainlmpl java: 79) [weblagic.server.merged,jar12.1.3.0.0] ..
O > I._.“|_]Ln I Jan 22, 2019 11:14:2% AM com.google.gwt.logging.server.Remotel oggingServiceUtil logOnServer 3 FIMW WLS Server STDOUT Logs
SEVERE: Index: -1, Size: 0
javalang.Index0utOfBoundsException: Index -1, Size:
at Unknown.Akc(Throwable java:116)
at Unknown.ykc(Throwablejava:60)
at Unknown kAd{Exception.java:29)
at Unknown.mAd{RuntimeException java:29)
at Unknown.g5i(IndexOutOfBoundsException.java:29)
at Unknown.cdg(InternalPreconditions java: 179)
at Unknown . GWhi{ArrayListjava:141)
at Unknown jbc(ApprovalComments\Widget.java:281)
at Unknown.uVb{DocumentPresenter java:1539)
at Unknown.xVb(DocumentPresenter.java:1538)
at Unknown SUh(RequestCallbackAdapter.java:232)
at Unknown Rmg(Request java:250)
at Unknown.dng(RequestBuilderjava:412)
at Unknown.anonymous(XMLHttpRequest.java:329)
at Unknown Kbg(lmpl java:247)
at Unknown Nbg(lmpl.java:299)
at Unknown.anonymous(impl.java:72)
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Infrastructure Monitoring

Collect metrics:

« Java Virtual Machine
« HeapMemory
« Garbage Collection
 Threads

 Host System
« CPU Usage
« Ram Usage

« Databases
« Memory Usage

 Transaction Rate
« |OPS

=" CERN
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Infrastructure Monitoring

Collect metrics: Alert on incidents based on specific
« Java Virtual Machine conditions:

* HeapMemory Fixed threshold
« Garbage Collection

e Threads ° Avallablllty
* Host System * Anomaly
* CPUUsage  Metric Error

« Ram Usage

« Databases
 Memory Usage

 Transaction Rate
« |OPS

] . .
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Enterprise Summary

Enterprise Summary WoICha] | =
Entities Entity Status Alerts
muUp 270 é 8 o
3 0 2 Mot Heard From 23
32%... W Down 1 Fatal Critical Warning nformational
M Error 1 14 182 * 32 0
Entities Without Status 7
Host » Relational Database b Web Application Server » Others b
1
L =T =R R R~ R -
a8 —] — I E‘ g E E E E E EJ‘ & ﬁ _ng‘g _IE,“E g
ZACEC2YT 230348 3
Apache HTTP  Weblogic Server Tomcat = q& = = &= = =
Host (Linux) Oracle Database Server = =
=¥ CERN - .
Aimilios Tsouvelekakis 19

1= openlab




Metrics from Weblogic Server

4+ edms_dev/devEDMS02_E_1 Morernor -

WebLogic Server
Alerts Availability CPU Utilization 9 Web Request Processi.. @
® [>) A o 100+ 0.15« 30.79 s |
0 0 0 0 A /\_‘
Q Alerts M Performance Charts @ Performance Tables E Configuration 4=} Related Entities
Last Hour Last 2 Weeks Last Day Last Hour
4 5 6 7 2 9 0 " 12 3 14 15 16 17
— Value Anomaly View Logs Cptions =
Availability 100%  CPU Utilization 0.15% Average
056
1 — = O
315PM 330 PM 3:45 PM 200 PM 0.2
00
315PM 3:30PM 3:45PM 4:00 PM
Web Request Processing Time 30.79 ms Average  Web Request Rate 2.60 ops/min Average
EN /\, = 20
« E
E 5 ERRr) \
o
0 00
315 PM 3:30 PM 3:45PM 4:00 PM 215 PM 3:30PM 3:45PM 4:00 PM
Heap Usage 0.76 GB Average  Active Threads 70.00 Average
8 _ &
=]
Y 04 )
0.0 0
2115 PM 3:30 PM 3:45 PM 200 PM 2115 PM 3130 PM 3:45 PM 400 PM
CERN L .
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Metrics from host machine

CERN
openlab

4 db-ga038.cern.ch

Host (Linux)

Auto refresh off

o

Alerts Availability CPU Utilization @ Logical Memory Utiliza... N
= [] A o 100+ 2.824 49324 C
Fel I preres B
o0 A
Q Alerts | [ A2 performance Charts | FER] Performance Tables = Configuration ¢ Related Entities
Last Hour Last2 Weeks  LastDay  Last Hour
5 6 7 H 9 10 11 12 12 18 15 16 4 i
— Value Anomaly View Logs Options ¥
Availability 100%  CPU Utilization 284 % Average

7:45 AM 8:00 AM 815 AM 830 AM

89.80 % Average

)

L)
0

7:45 AM :00 AM 215 AM 8:30 AM

Network Write Rate 0.01 MB/sec Average
L 008
H

EgT

= A
0.00

7:45 AM 8:00 AM 215 AM 230 AM

Memory Load 6.55 GB Aversge

7

e
6
5
4

3

3
2
1
0

7:45 AM 8:00 AM 215 AM 230 AM

T:45 AM 800 AM 815 AM

Network Read Rate

8:30 AM

0.06 MBfsec Average

045
g 030
3
S 015
000
TA5 AM 200 AM 215 AM 230 AM
Memory Usage 6.30 GB Average
6
@ 4
=l
2
0
745 AM 200 AM 215 AM 230 AM
Top Processes: CPU Usage
a5k
30K
g
oK
0
745 AM 200 AM 215 AM 230 AM
[l /ORA/dbs01 oracle/procuct/jdks/bin/java -Dweblogic.ProductionMode. 42,219 sec Latest
. cupsd -C fetc/cups/cupsd.conf 23,444 sec Latest
./usr/share/ﬁ\ebeat/bm/ﬁlebeat -c /etc/filebeat/filebeatyml -pathhome /... 19,703 sec Latest
[ rust/libexecysensors/lemon-sensor-linux 13062 sec Latest
[ /usr/bintelegraf -pidfile /var/run/telegraf/telegraf.pid -config fetceleg.. 11,179 sec Latest

Aimilios Tsouvelekakis
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Application Performance Monitoring

Monitor Web Pages
 Page load time

 Number of Views
 Number of Errors

= U . .
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Application Performance Monitoring

Monitor Web Pages
 Page load time

 Number of Views
 Number of Errors

Monitor Server Requests

* Reqguest Response Time
« Tier Average Response
 Number of Errors
 Number of Calls

=0 . .
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Application Performance Monitoring

Monitor Web Pages Monitor Application Servers
 Page load time « Metrics

 Number of Views « Server Requests
 Number of Errors « Database

Monitor Server Requests

* Reqguest Response Time
« Tier Average Response
 Number of Errors
 Number of Calls

] . .
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APM Overview

APM Alerts
e
Fatal
0
Pages by Geography

Color Average Response Time

Top 5

() A
Critical Warning
0 0
A4
BLR
POL
UKR
ROU
ESP TUR

Average Response Time

https://edms3.cern.ch/cdd/plsql/cdw_control.execute_c

ontrol
cdd

https://edms3.cern.ch/cdd/plsql/cdw_list browse_item

rAd « Eact Retricieal Racol
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320,00 ms NI .1
Pages
Average Load Time v :
-
1475 s
L]
771s -

o

Informational

0

O

Top 5

/pls/cedar/fullsearch.doc_search (POST)
db-gh021.cern.ch:20144

Jui/Edms/inboxService (POST)
db-gal66.cern.ch:20101

Server Requests By AppServer

Box Size

Total Calls

db-gb021.cem.ch:20134

db-gc021.cern.ch:20137

803

Server Requests

Average Response Time

2.87m

31.56s
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Color

Average Response Time v

db-gal2l.cern.ch:20131

db-gb0&7.cern.ch: 10001 db-gb0&7.cern.ch:100...

db... db...

d..
| -

Average Response Time

000 s NN 27 m

= Top 5 Peak Heap Usage - =

db-gc030.cern.ch:10146

. 100%
wis_edms02_dev/devEDMS02_G_2
T T e e
db-gal30.cerm.ch: 10181
98%
wis_edms02_dev/devEDMS02_E_1



Application Summary

APM Alerts Infrastructure Health e &
-3 [x] A (i}
Fatal Critical Warning Informational 0 u up
Hosts AppServers Databases
|A’ Application Metrics E Performance Analysis a End Users
4 Browser and Mobile Workload and Performance Metrics
SessioN HEALTH ApDEx Browser TYPE OPERATING SYSTEM Device Tvpe
W Firefox .
M Frustrated B Frustrated = Chromi r B Linux
Tolerating Tolerating e romium W 05X B Persenal computer
W Satisfied W Satisfied Windows
W Chrome
Average Response Time Volume Rate Errors
Value Change Trend Walue Change Trend Value Change Trend
Sessions - 8.90 /min - 7.48% ""“““". -
————— i
Pages 768.74 ms $027% 47.00 /min +591% ""““"" -
-
S
Ajax Calls 74.78 ms 4+ 3.29% 34.48 /min + 4.49% ""““"III 0.00 % no prior data
Clicks - 0.52 /min +100% | Ll Il -
JavaScript Errors - - -
4 Appserver Workload and Performance Metrics
Average Response Time Volume Rate Errors
Value Change Trend Value Change Trend Value Change Trend
fV s WY
Transactions 142,10 ms ¥ 1.06% 223.03 /min <5225 |1 0.04 % vizoos ||
A
Server Requests 14210 ms +1.06% 223.03 /min +522% """"““l 0.04 % +12.00% | | '
NN
Database Tier Time 113.04 ms +059% - -
—
AppServer Tier Time 28.35 ms +4.15% - -
. CERN L .
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Server Request

« /pls/htmldb_dev*/f (GET) e

Type Server Request - SERVLET
AppServer db-gh067.cem.ch: 10001
Deployment apex
Is Flow Start true
Alerts Request Response Time Tier Average Response Calls Errors

4‘48.94 ms avg Eternal 0.00% Appserver834% 41 .32 /min 0.00 %

W Database 93.66%
4 ° 4a o & 3.48% of prior ¥ 3.68% of prior

Fatal Critical Warning Informational . I I l

4 Diagram lﬁ Metrics oo Links B Callers g Database @ Instances. j_:l Alerts.

4 Diagram Controls

Node Size ' Weighted Self Time Ad
Arrow Width  Fixed Width -

A Tier Usage

AppServer 6.34%

Datebase [N o2.60%

External 0.00%

A Tooltip

Haver over node or link to view more detail.

Weighted Average

Self Time Response
Call From Call To sQLip Tier Total Calls Errars
(ms) Time (ms)
https://apex.cern.ch/pls/htmidb_dev*/f
(there may be additiona cailers) Jpls/htmidb_dev*/f (GET) AppServer 28 449 2479 0.00%
/plsfhtmidb_dev*/f (GET) » executePrepStmt[begin f(p=>?);commitend:]jdbcorade:thin:@edmsdb Database 415 415 2478 0.00% v
CERN T .
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Outcome

 Fruitful collaboration

« User Experience Workshops during OpenWorld 2018

* Weekly reports to Oracle

« ~110 pages report at the end of the evaluation period (December 2018)
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Conclusions

« Strong platform with many capabillities
+ Alerting and Analytics are very useful features

« Using the platform at its full extent requires devoting time and
experimenting

* There are still some features we would expect to see and they are on the
roadmap
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QUESTIONS?

aimilios.tsouvelekakis@cern.ch

SPLCERN L
e . Aimilios Tsouvelekakis




