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roberto@dicosmo.org

@ Introductions

Roberto Di Cosmo yw.di .org (CC-BY 4.0) www.softwareheritage.org October 17th, 2018 2/30



Short Bio: Roberto Di Cosmo

Computer Science professor in Paris, now working at INRIA

@ 30 years of research (Theor. CS, Programming, Software Engineefing, Erdes #: 3)
@ 20 years of Free and Open Source Software

@ 10 years building and directing structures for the common good

1999 DemolLinux — first live GNU/Linux distro

2007 Free Software Thematic Group
150 members 40 projects 200Me

2008 Mancoosi project WWww . mancoosi.org
2010 IRILLwww.irill.org
2015 Software Heritage at INRIA

2018 National Committee for Open Science, France
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© Software is everywhere. ..
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Source code is executable and human readable knowledge

a growing part of our Cultural Heritage
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Source code is special

Harold Abelson, Structure and Interpretation of Computer Programs

“Programs must be written for people to read, and only incidentally for machines to execute.”

ke Il source code (excerpt) Net. queue in Linux (excerpt)

float Q_rsqrt( float number ) * SFB uses two B[1][n] : L x N arrays of bins (L levels, N bins per level)
{ T, This implementation uses L = 8 and N = 16

f'lo:t )’(2 o This permits us to split one 32bit hash (provided per packet by rxhash or

const float threehalfs = 1.5F; external classifier) into 8 subhashes of 4 bits.

X2 = number * 0.5F; #define SFB_BUCKET_SHIFT 4

y = number; ) ) ) #define SFB_NUMBUCKETS (1 << SFB_BUCKET_SHIFT) /* N bins per Level

i="* (long *) &; // evil floating point b17t level hacking #define SFB_BUCKET MASK (SFB_NUMBUCKETS - 1)

; - Sxifﬂizit-)(&i.» 80 47 v @ s #define SFB_LEVELS (32 / SFB_BUCKET_SHIFT) /* |

y =y * ( threehalfs - ( x2 *y *y ) ); // 1st iteration
// y =y * ( threehalfs - ( x2 *y *y ) ); // 2nd iteration, this SFB algo uses a virtual queue, named "bin"
can be removed struct sfb_bucket {

uie qlen; /* length of virtual queue
return y; u1é p_mark; /* marking probability
Y
y V.

Len Shustek, Computer History Museum
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~ 50 years, a lightning fast growth

000 lines), 1969

"When | first got into it, nobody knew what it was that we were doing. It
was like the Wild West"

Margaret Hamilton f

Lines of code per Kernel version =
Click and drag in the plot are to zoom

mucewme (... NOW iN your pockets!

=

are we taking care of all this?
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© ... and we are not taking care of it!
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Software is spread all around
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Software is fragile
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Software lacks its own research infrastructure

Photo: ALMA(ESO/NAQJ/NRAO), R. Hills
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Research software: a long way to go!

4 A

ICSE (Zannier, Melrik, Maurer, 2006)

o complete absence of replication studies

ACM TOSEM 2001 to 2006 C.Ghezzihttp://bit.ly/tosemreprod
@ 60% of all papers have tools: only 20% installable

Collberg’s 2015 study http://reproducibility.cs.arizona.edu/

@ 601 mainstream papers: 508 with tools, only 40% installable

y

Main reasons
source code (or the right version of it) cannot be found
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No catalog, no archive, no references: we are at a turning point

Looking at the past

@ a lot of old software misplaced, lost, or behind barriers, but...
e most founding fathers are still here, and willing to share

e urgent to collect their knowledge

Only a few years left.

Looking at the future

o software development and use skyrockets: more programmers, and more code!

@ essential to provide a universal platform for all the future software source code

Every year that goes by makes the problem worse.

it is urgent to take action!)
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@ The Software Heritage initiative
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The Software Heritage Project www.softwareheritage.org

Collect, preserve and share the source code of all the software that is available I

Past, present and future

Preserving the past, enhancing the present, preparing the future
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Automation, and storage

Software Heritage Archive
Forges Merkle DAG + blob storage
GitHub Snapshots

lister software "
i Git [
- loader T T T
v ’Releases 7') z§

="
®g @

Package
repos ‘ )
CPAN L Loading

{full/mcmmeman & deduphcanun

k’ 9) Scheduling K’

GitLab
lister

Mercurial

Debian source
package loader

o full development history permanently archived
o origins: GitHub (auto), Debian (auto), Gitlab.com, Gitorious, Google Code, GNU

@ ~200Tbh raw contents, ~ 10Tb graph (10Bn nodes, 100Bn edges)
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A principled infrastructure .ly/swhpaper

| cutturateritage | industry | |
il e 4 o

Software Heritage

Source files Commits Projects
4,536,067,027 1,024,675,748 83,801,775
508 508
408 40B 408
308 308 308
208 208 |y 208
108 108 108
H 5
Jan Jul Jan Jul Jan Jan Jul Jan Jul Jan Jan Jul Jan Jul Jan
2016 2016 2017 2017 2018 2016 2016 2017 2017 2018 2016 2016 2017 2017 2018

Technology Organization
@ transparency and FOSS e intrinsic identifiers @ non-profit
o replicas all the way down e facts and provenance @ mirror network

Roberto Di Cosmo / Smo.org
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http://bit.ly/swhpaper

© Looking for the right PIDs
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URL decay disrupts the web of reference

Web links are not permanent (even permalinks)

there is no general guarantee that a URL. .. which at one time points to a given
object continues to do so
T. Berners-Lee et al. Uniform Resource Locators. RFC 1738.

T '_'—._H
URLs used in articles decay!

Analysis of IEEE Computer (Computer), and the Communications of the ACM (CACM):
1995-1999

o the half-life of a referenced URL is approximately 4 years from its publication date
D. Spinellis. The Decay and Failures of URL References.
Communications of the ACM, 46(1):71-77, January 2003.

y

Similar findings in Lawrence, S. et al. Persistence of Web References in Scientific Research,
IEEE Computer, 34(2), pp. 26-31, 2001.
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Scholar roster of broken links

An example from Astronomy

Domain tinks (broken) html ot dat 9z tar Sits tilde
ochanardedu 802 (110) 3%6.00) o o I s 1 o
heasarc gsfenasagov 610 (33) 23 7) 1 o 3 0 0 0
wwwstsciedy 98.61) 205.29) 3 o o ) o 15 10)
aschanard.edu 71052 21209) o o 0 3 0 10
sespizercaltechedu 27090 125 76) @ o 0 o 0 0 3
cha-www harvard.edu 352 68) 277 62) ' o 3 3 3 5407)
archivestsciedu 308.(58) s70) 2 10 o ) o o 1
v ipac caltechedu 285 (1) 200 12) o 3 0 3 0 0
wwwatntcsiroau e 126 3 o 0 o o 76
spacemitedu 193 (10) 58.(6) ' o 3 o 3 20
18 @) 103, 1 10 1 1 o 2
v esoorg 186 (58) 5402) ) 3 0 3 0 am
irsalpaccatiechedu 166 8 o o 1 o o 0
w55 0rg 156 2) 106 1) ° o o 3 3 3
hea-wwwhanvrd.edu 125 67) 207 1 o o 1 o 2 06)
physicsistgov 1256) L) o o 0 o 0 0
wwvinoao.edu 1206) 0@ 3 o 3 o 0 o
xmvispa esaes 118 35) 2309 o 3 80) 3 0 1m
wwwastroprinceton.du 115 61 2040 o o o ) o 5302
adusnonavymil 110 7) %02 30 o o o o 1m
This table: and e des 3, 4, and 500 o fes published i the four between 1997 and 2008
The table als shows, for each domin, the portion of inks o common fllename extensions, s wellas links tha contain the tide character
010,137 joural pone 01047981001 y

How Do Astronomers Share Data?
Pepe, Goodman, Muench, Crosas, Erdmann PLOS August 28, 2014
dx.doi.org/10.1371/journal.pone.0104798
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DOI limitations

Example: doi:10.1109/MSR.2015.10

o to find what 10.1109/MSR.2015.10 is, go to a resolver (e.
doi.org)

o thisreturnshttp://ieeexplore.ieee.org/
document /7180064 /

@ at this URL we find ...

Architecture of the DOI infrastructure

@ DOI resolution can change

3. Receive
Object Info
" . o content at URL can change
Pub Gateway "I 2.F

Object Information

@ no intrinsic way of noticing

@ persistence based on good will of multiple parties
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doi:10.1109/MSR.2015.10
http://ieeexplore.ieee.org/document/7180064/
http://ieeexplore.ieee.org/document/7180064/

@ PIDs analysis
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Systems of identifiers

A system of identifiers is
@ a set of labels (the identifiers)

@ mechanisms to perform :

Generation (minting) create a new label
Assignment associate label to object
Retrieval get object from a label

o optionally, mechanisms to perform:

Verification check label and object
Reverse Lookup  get label from an object
Description get metadata of an object
V.

17/ 30
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Mechanisms offered in some systems of identifiers

Roberto Di Cosmo

Mech. / System Handle DOl Ark PURL
Generation Yes Yes Yes Yes
Assignment Yes Yes Yes Yes
Retrieval Yes Yes Yes Yes
Verification N.A. N.A. NA. NA
Reverse Lookup  N.A. N.A. NA. NA
Description Yes Yes Yes N.A.

www.dicosmo.org

(CC-BY 4.0) www.softwareheritage.org
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Our challenges in the PID landscape

Typical properties of systems of identifiers

uniqueness, non ambiguity, persistence, abstraction (opacity)
2 5

Key needed properties from our use cases

gratis identifiers are free (billions of objects)

integrity the associated object cannot be changed (sw dev, reproducibility)

no middle man no central authority is needed (sw dev, reproducibility)

we could not find systems with both integrity and no middle man H
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An important distinction: DIOs vs. IDOs

The term “Digital Object Identifier” is construed as “digital identifier of an"objéct;"
rather than “identifier of a digital object” Norman Paskin=2010

DIO (Digital Identifier of an Object)
digital identifiers for (potentially) non digital objects
o epistemic complexity (manifestations, versions, locations, etc.)

@ need an authority to ensure persistence and uniqueness

IDO (ldentifier of a Digital Object)
digital identifiers (only) for digital objects
@ can provide both integrity and no middle man

@ broadly used in modern software development (git, etc.)

.

for the core Software Heritage archive, IDOs are enough)

Roberto Di Cosmo www.dicosmo.org (CC-BY 4.0) www.softwareheritage.org October 17th, 2018
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IDOs in Software Development: the origins
Merkle tree (R. C. Merkle, Crypto 1979)

’ 7 Y‘\ ‘ Combination of
[~ masn SHE ) 3
AN yd o tree

Hash Hash Hash Hash 3
‘ ‘ ~~~~~~~~ ‘ ~~~~~~~~ ‘ ‘ ~~~~~~~~ ‘ @ hash function

f i 1 1
s 2 o | | &,

v

Classical cryptographic construction

fast, parallel signature of large data structures, built-in deduplication
o satisfies all three criteria: gratis, integrity, no middle man!

o widely used in industry (e.g., Git, nix, blockchains, IPFS, ...)
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IDOs in Software Heritage: a worked example

Yo

Releases )

Snapshots
Revisions

12]
]
c
[}
ar
c
o
O
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IDOs in Software Heritage: a worked example

GNU GENERAL PUBLIC LICENSE ‘
Version 3, 29 June 2007

Copyright (C) 2007 Free Software Foundation, Inc. <http://fsf.org/>
Everyone is permitted to copy and distribute verbatim copies
of this license docunent, but changing it is not allowed

Preanble

e G General pblic License i o free, copyleft Ucerse for shal: 8624bcdae55baeef...

\ sha256: 8ceb4b9eeSaded...
el BT LA R S s o shal_git: 94a9ed024d385...
e oL ibees for sone ot our seteerer o ppises o 20 length: 35147

price. Our General Public Licenses are designed to make sure that you
have the freedon to distribute copies of free software (and charge for

then if you wish), that you receive source code or can get it if you
want it, that you'can change the software or use pieces of it in new

free prograns, and that you know you can do the;

To protect your rights, we need to pr

) www.softwareheritage.or; October 1
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IDOs in Software Heritage: a worked example

pk;

o
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) o

Contents
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IDOs in Software Heritage: a worked example

| giignore
= AUTHORS
) ucense

MANIFEST.in
Makefie
Makefile.local
README.db_testing

=] README.dev

; bin

] debian

) docs
requirements.txt

setup.py

Directories

100644 blob .gitignore
100644 blob AUTHORS

100644 blob 94a9ed024d3859793618152ea559a168bbcbb5e2 LICENSE

100644 blob MANIFEST.in
100644 blob Makefile

100644 blob Makefile.local
100644 blob README.db_testing
100644 blob README . dev
040000 tree bin

040000 tree debian

040000 tree docs

100644 blob requirements.txt
100755 blob setup.py

040000 tree sql

040000 tree swh

040000 tree utils

— 7

— g

id: 515f00d44e92c65322aaa9bf3fa097c00ddb9c7d




IDOs in Software Heritage: a worked example

|
7
Lo
'.
[/
(0

Releases >

Snapshots
Revisions

Contents
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IDOs in Software Heritage: a worked example

Revisions

Details Changes Files
"~ SHA: 963634dcabbabdc37e 3eed26ba091092c267(9f6 e
Author: Nicolas Dandrimos olas@dandrimont.eu> (Thu Sep 1 14:26:13 2016)
c u> (Thu Sep 114:26:13 2016)
Subject: provenance.tasks: add the revision > origin cache task

Committer: Nicolas Dandrimont

las@dandt

on!

Parent: fc3a8b50caldf424d860f2c29ab07feeddc35d10 : test_storage: properly pipeline origin and cont.

provenance.tasks: add the revision -> origin cache task

swhistorage/provenance/tasks.py | I 7/

tree 515f00d44e92c65322aaa9bf3fa097c00ddb9c7d

parent

author Nicolas Dandrimont <nicolas@dandrimont.eu> 1472732773 +0200
committer Nicolas Dandrimont <nicolas@dandrimont.eu> 1472732773 +0200

provenance.tasks: add the revision -> origin cache task

— 7

——

id: 963634dcabba5dc37e3ee426ba091092c267f9f6

www.softwareherita;



IDOs in Software Heritage: a worked example
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IDOs in Software Heritage: a worked example

Releases

object c0c9f16b1e134f5937567570a1761b156e6ebld

type commit

tag v0.0.51

tagger Nicolas Dandrimont <nicolas@dandrimont.eu 1472042163 +0200

Release swh.storage v0.0.51

tag v0.0.51 - Add new metadata column to origin_visit

Tagger: Nicolas Dandrimont <nicolas@dandrimont.eu> - Update swh-add-directory script for updated API

Date: Wed Aug 24 14:36:03 2016 +0200 -----BEGIN PGP SIGNATURE-----

Release swh.storage v0.0.51 IQIZBAABCAAABOXVZTNFhxuaWNVLGF2QGRAbmRyaWLvbrQUZXUACGKQT AWLMo2 +

q 1K1vEVh 7aX2KEILDt7uf

- Add new metadata column to origin_visit 1+YrxBfcih3L: D5t2

- Update swh-add-directory script for updated API ICBIit2uJtXuCrD! Dr6jW7Z glylHPY55y0

(o8] IGENdWno7VfH1Vm6t1n5qB7I5mXRagA-+becqddubTZ2xjj+jplugC8eyaN3hm/fL
Qsj2mu8ky23t8tG/H1/pV-+I50WBINPOS5THOtjoJEVGPK/AHSP79QUHDHZFKCao

commit cOc9f16b1e134f5937567570a1761b156e6eb1d KIj6KAWYUBOMXb-+nKV/jeLbrR3+yWBFj3Qp5a1/V800Th6E1dALCNMpEaKCOKEME
dlgMRaxlIl/gOEDfnsWe‘/GG D gfVLQ3nV3GaQQTnu1Rp!

Gg/K1PdHTAhzOI
Rp'ﬂstqueXHGOpnghSVTnvplgch76UST5K056&84AZm1\kDmerXC\/quWo

yTSOpUBYK70tpYRRU Yqljo29
gulquQlVSqWOCBOOomALZ+HvPFaVy(kMeJUhgﬁZCPHEHIka_

ND PGP SIGNATURE-

— _J

—

id: 85083a5ccl4a441c89dea73f5bdf67c3f9c6afdb

Roberto Di Cosmo 0) www.softwareheritage.or;



IDOs in Software Heritage: a worked example

|
7
>
'.
[/
(0

Releases Y >

(V5]
" ]
JAY (1T g 3 =S
' A... .ﬁ
T SHE
A4S - S
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IDOs in Software Heritage: a worked example

Snapshots

commit 68ffeb25770169525eb3ce21691466¢53a1d9158 refs/heads/atime
commit ba5443a24e3f9fe323ad6c292cecdfcbe6lc67eb refs/heads/directory-listing-arrays
commit d69e0dbf892383ff6589b27 fbelc05d27238d9c5 refs/heads/foo

commit cf7ffdeea0eb22f894690815a8019167ded68e08 refs/heads/master

commit 7ecal97fc66d2024047e5dbled9e8bad361a0fc2 refs/heads/tmp-directory-add
commit 642a20537de85005a85d427b53eed fb2252e82¢ refs/heads/tmg/genenc releases
tag 20043b1379c768d966597799d4907c757755 refs/tags/v.
tag 7ZaZ19913384e539995uhb567hthbee7Zaeech refs/tags/vo.
tag e 6 fascc refs/tags/ve.
tag 333764274036a56936777 7845816674 bC6SS6 refs/tags/v0

. tag 0674652755b327C590311c2ba036¢f3b4b35d refs/tags/v0.0.13
glt show-refs tag 5a6325fe86ab854b581d7442667d92al1e32f3bd refs/tags/v0.0.14
tag 586fbade580bdf5fab05f599367643cbcbladc7f refs/tags/ve.0.15
tag 8 363177742bd. 1c refs/tags/ve 16

tag fbed35efb202fee035c809abc7d6 refs/tags/ve

tag 22822f1650dd12222e556559462e1e06c4993d9 refs/tags/v0
tag 606979a4ca05d497fc0d24aad00dceB2636efa7c refs/tags/vo.
tag 32bf5a59fc2a323baabd5f15a6ad5382ec275a67 refs/tags/vo
tag 3147c3d31ecd6cf64921881e908b1237ebdf f2¢7 refs/tags/ve.
tag 215ea50daballle082e0b72e76ebdb6073a87908 refs/tags/v0
tag 3fb168c2072a5d6252124257ale5dfcofSffaldf refs/tags/ve
tag 8cdbee8dadd73fc5d262789e460al6ac3c72abad refs/tags/ve

— _J

id: b464cadlb66fff266a37b46eabe7a04b545e904b

bceo‘oooo'ooooceao

0) www.softwareheritage.or;
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The Software Heritage IDO schema (see )

— —

swh:1:cnt:94a9ed024d3859793618152ea559a168bbcbb5e2 full text of the GPL3 license

swh:1:dir:d198bc9d7a6bcf6db04f476d29314f157507d505 Darktable source code

swh:1:rev:309cf2674ee7a0749978cf8265ab91a60aeadf7d

a revision in the development history of Darktable

s A

swh:1:rel:22ece559cc7cc2364edc5e5593d63ae8bd229f9f

. J

release 2.3.0 of Darktable, dated 24 December 2016

swh:1:snp:c7c¢108084bc0bf3d81436bf980b46€98bd338453

J

a snapshot of the entire Darktable repository (4 May 2017, GitHub)

Current resolvers: archive.softwareheritage.organd n2t.org
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http://bit.ly/swhpids
https://archive.softwareheritage.org/swh:1:cnt:94a9ed024d3859793618152ea559a168bbcbb5e2
https://archive.softwareheritage.org/swh:1:dir:d198bc9d7a6bcf6db04f476d29314f157507d505
https://archive.softwareheritage.org/swh:1:rev:309cf2674ee7a0749978cf8265ab91a60aea0f7d
https://archive.softwareheritage.org/swh:1:rel:22ece559cc7cc2364edc5e5593d63ae8bd229f9f
https://archive.softwareheritage.org/swh:1:snp:c7c108084bc0bf3d81436bf980b46e98bd338453
archive.softwareheritage.org
n2t.org

Using the Software Heritage archive
g g
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Reference archive for all software

A "wayback machine" for software source code ...

e http://archive.softwareheritage.org/browse
e http://bit.ly/swhpids for persistent identifiers

A A
Demo time: let’s highlight some features...}
A W4

Directory browsing
-~ —
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http://archive.softwareheritage.org/browse
http://bit.ly/swhpids

Outline

© Open Science
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The way forward to archive and reference scientific software

Scientific software portals

@ curate metadata (software deposit, software citation, DIOs)
@ archive deposited source code in Software Heritage

o obtain persistent intrinsic IDOs (integrity, not dependent on resolvers, see iPres2018 |
article http://bit.ly/swhpidpaper) linking into Software Heritage

Benefits of connecting with Software Heritage

Features all those of Software Heritage for free

Now browse, download
WIP metadata, licenses, provenance (plagiarism detection),
classification, ...

Coverage and Uniformity @ one archive for all domains (industry included)
o reference any software, not just the deposited ones

o git-compatible identifiers greatly simplify workflows
(CC-BY 4.0) www.softwareheritage.org October 17th, 2018
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http://bit.ly/swhpidpaper

Deposit Scientific Software

Deposit software in HAL http://hal.inria.fr/hal-01738741
Generic mechanism: |
. """""""" — g o SWORD based
W&*&‘ @ review process !
oftware rosearcher @ versioning .
How to do it:
e today: deposit .zip or .tar.gz file (guide)

@ tomorrow:
e provide SWH id and metadata
o include metadata file for automatic
metadata extraction

{ Browse deposit

</>

September 2018: open to allon https://hal.archives-ouvertes.fr/ )
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http://hal.inria.fr/hal-01738741
http://bit.ly/swhdeposithalen
https://hal.archives-ouvertes.fr/

© Building for the long term
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The next steps

The Software Heritage Foundation

o independent @ academia: Open Access, research
@ long term mission o industry: better software
e multistakeholder o cultural heritage: all the software history

“ee— —_

The mirror network

@ resilience

o biodiversity

“Let us save what remains: not by vaults and locks which fence them from the public
eye and use in consigning them to the waste of time, but by such a multiplication
of copies, as shall place them beyond the reach of accident.”

Thomas Jefferson
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You can help!

Connect infrastructures
@ SWH and Zenodo
@ SWH mirror at CERN o forge.softwareheritage.org

@ help broaden archive coverage

EU Copyright directive: ACT NOW to protect software development!

savecodeshare. eu saveyourinternet. eu

Spread the word!

@ become a partner/sponsor/mirror : @ use the archive and help

sponsorship.softwareheritage.org others do
@ give your own contribution : o tell everybody about
www.softwareheritage.org/donate Software Heritage
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forge.softwareheritage.org
savecodeshare.eu
saveyourinternet.eu
sponsorship.softwareheritage.org
www.softwareheritage.org/donate

Outline

@ Conclusion
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Come in, we’re open!

A
S .
VL
<> </> Software Heritage
LNTAT
\%
www.softwareheritage.org @swheritage

Library of Alexandria of code A CERN for Software

@ build better software

o for industry
o for society as a
whole

@ recover the past
@ @ structure the future
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