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DesignDesign

�� Database CentricDatabase Centric
–– Heavy reHeavy re--use of CASTOR core use of CASTOR core 

components components 
�� Thread library in daemonThread library in daemon
�� DLF for bothDLF for both

–– Request Flow depends on request typeRequest Flow depends on request type
�� not all functions hit SRM databasenot all functions hit SRM database……
�� ……but all of them hit the CASTOR databasebut all of them hit the CASTOR database



DesignDesign

�� SecureSecure
–– Uses GSI authenticationUses GSI authentication

�� CgsiCgsi pluginplugin for for gsoapgsoap 2.72.7

–– VOMS readyVOMS ready
�� whatever that meanswhatever that means

�� Server and Daemon multithreadedServer and Daemon multithreaded
–– configurable # threadsconfigurable # threads
–– Throttled number of heavyweight threadsThrottled number of heavyweight threads

�� srmLssrmLs and possibly and possibly srmChangeSpaceForFilessrmChangeSpaceForFiles



DesignDesign

Server Daemon

SRM
Database

Cl
ie

nt
s

CA
ST

O
R



Data FlowsData Flows

�� Two types of request in SRM specTwo types of request in SRM spec
�� SynchronousSynchronous

–– Client waits for responseClient waits for response
–– Typically does not go through SRM database of Typically does not go through SRM database of 

daemondaemon
–– Server talks directly to Server talks directly to nameservernameserver and/or stagerand/or stager

�� AsynchronousAsynchronous
–– Request stored in SRM database.Request stored in SRM database.
–– Associated with Associated with srmStatusOfXXXsrmStatusOfXXX callcall



DataFlowsDataFlows

�� Two ExamplesTwo Examples
�� Directory Function (sync)Directory Function (sync)

–– e.g. e.g. srmMkdirsrmMkdir, , srmRmdirsrmRmdir

�� PUT function (PUT function (asyncasync))
–– srmPrepareToPutsrmPrepareToPut
–– srmStatusOfPutRequestsrmStatusOfPutRequest
–– srmPutDonesrmPutDone
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PUT operation (Prepare)PUT operation (Prepare)
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DependenciesDependencies

�� Since everything done using Since everything done using RPMsRPMs should be no should be no 
trouble working then out trouble working then out ☺☺

�� CASTOR: CASTOR: 
–– 2.1.1 or later2.1.1 or later

�� CGSICGSI--GSOAP plugGSOAP plug--in:in:
–– 2.72.7--1.1.14 or later1.1.14 or later

�� GlobusGlobus ToolkitToolkit
–– vdt_globus_essentialsvdt_globus_essentials--VDT1.2.2rh9_LCGVDT1.2.2rh9_LCG--22

�� VOMSVOMS
–– gliteglite--securitysecurity--vomsvoms--apiapi--cc--1.6.161.6.16

�� OracleOracle
–– as per castor stageras per castor stager



DependenciesDependencies

�� Server and Daemon in separate Server and Daemon in separate rpmsrpms
–– allows ease of deployment on separate allows ease of deployment on separate 

nodesnodes

�� Both have same dependenciesBoth have same dependencies
–– srmCopysrmCopy is daemon side operation that is daemon side operation that 

needs security librariesneeds security libraries



SetSet--UpUp

�� Two configuration filesTwo configuration files
–– srm2.confsrm2.conf

�� general configurationgeneral configuration

–– srm2_storagemap.confsrm2_storagemap.conf
�� Maps storage areas (space tokens) to service classMaps storage areas (space tokens) to service class

�� OracleOracle
–– Script to create tables Script to create tables 
–– Need to set up Need to set up tnsnamestnsnames, ORASTAGERCONFIG, ORASTAGERCONFIG
–– Need to preNeed to pre--populate populate storageAreastorageArea tabletable



SRM2.confSRM2.conf

�� NOTIFYHOSTNOTIFYHOST
–– hostname where hostname where srmDaemonsrmDaemon is runningis running

�� NOTIFYPORTNOTIFYPORT
–– port numbers which daemon is listening onport numbers which daemon is listening on

�� one for GET/PUTone for GET/PUT
�� one for COPYone for COPY

�� PINTIMEPINTIME
–– Garbage Collection WeightingGarbage Collection Weighting
–– Not implemented by default in CASTORNot implemented by default in CASTOR



SRM2.confSRM2.conf

�� MAXLSRETURNS/MAXLSCOUNTMAXLSRETURNS/MAXLSCOUNT
–– Max # returns from Max # returns from srmLssrmLs, and max , and max 

allowable offsetallowable offset
�� prevents too heavy load on prevents too heavy load on srmsrm

�� SERVERTHREADS/LSTHREADSSERVERTHREADS/LSTHREADS
–– SERVERTHREADS is max # of threads in SERVERTHREADS is max # of threads in 

srmServersrmServer
–– LSTHREADS is max # of Ls requestsLSTHREADS is max # of Ls requests

�� avoids accidental DNS attacksavoids accidental DNS attacks



SRM2.confSRM2.conf

�� Stager mappingStager mapping
–– SRM   <VO>  <STAGE_HOST>SRM   <VO>  <STAGE_HOST>
–– default:default:

�� SRMSRM STAGE_HOSTSTAGE_HOST <blah><blah>
�� For single castor instance sitesFor single castor instance sites



SRM2.confSRM2.conf

SRM

c2alice

c2cms

c2lhcb

c2public

vo=alice

vo=cms

vo=lhcb

no vo info



srm2_storagemap.confsrm2_storagemap.conf

�� Maps SRM retention policy/access Maps SRM retention policy/access 
latency to space tokenlatency to space token
–– hence to service classhence to service class

�� FormatFormat
–– <VO><VO> TAPETAPENNDISKDISKMM <service class><service class>



srm2_storagemap.confsrm2_storagemap.conf

ALICE           TAPE1DISK1        alimdc
ALICE           TAPE1DISK0        wan
ALICE           TAPE0DISK1        default
ALICE           default                default

DEFAULT         TAPE1DISK1      dteam
DEFAULT         TAPE1DISK0      dteam
DEFAULT         TAPE0DISK1      dteam
DEFAULT         default dteam



srm2_storagemap.confsrm2_storagemap.conf

�� NOTENOTE
–– Disk0 => Garbage CollectionDisk0 => Garbage Collection
–– Disk1 => No Garbage CollectionDisk1 => No Garbage Collection
–– Tape1 => MigrationTape1 => Migration
–– Tape0 => No MigrationTape0 => No Migration

�� All should have default specifiedAll should have default specified
–– Request with no space token or Request with no space token or 

retentionPolicyretentionPolicy info.info.



Oracle SetupOracle Setup

�� Must initially set up service classes in Must initially set up service classes in 
CASTORCASTOR
–– Service class name reusedService class name reused

�� Populate Populate StorageAreaStorageArea TableTable
–– by handby hand
–– VO production manager run VO production manager run srmReserveSpacesrmReserveSpace, , 

then update entry showing data availablethen update entry showing data available
�� preferred since gets association between storage area preferred since gets association between storage area 

and VO for freeand VO for free



Oracle SetupOracle Setup

�� StorageAreaStorageArea table:table:
–– spaceTokenspaceToken VARCHAR2(2048)VARCHAR2(2048)
–– tokenDescriptiontokenDescription VARCHAR2(2048)VARCHAR2(2048)
–– storageLifetimestorageLifetime INTEGER INTEGER 
–– svcClasssvcClass VARCHAR2(2048)VARCHAR2(2048)
–– storageTypestorageType NUMBER NUMBER 
–– id INTEGER PRIMARY KEY id INTEGER PRIMARY KEY 
–– srmUsersrmUser INTEGER INTEGER 
–– parent INTEGER parent INTEGER 
–– storageStatusstorageStatus INTEGERINTEGER



SetupSetup

�� ALICE exampleALICE example
�� Service Classes:Service Classes:

–– alimdcalimdc (Tape1Disk0)(Tape1Disk0)
–– recovery (Tape0Disk1)recovery (Tape0Disk1)
–– wan (Tape1Disk0)wan (Tape1Disk0)
–– default (Tape1Disk0)default (Tape1Disk0)
–– spare (Tape0Disk0)spare (Tape0Disk0)



srm2.confsrm2.conf

#ALICE           TAPE1DISK1       not supported
ALICE           TAPE1DISK0        alimdc
ALICE           TAPE0DISK1        recovery
ALICE           default                default



RequirementsRequirements

�� Suitable database and table spaceSuitable database and table space
–– Current at RAL and CERN SRM uses same Current at RAL and CERN SRM uses same 

database instance as stagerdatabase instance as stager
–– Unclear of load, may need its own oracle Unclear of load, may need its own oracle 

instanceinstance

�� Suitable port openSuitable port open
–– 8443 is normally used8443 is normally used



DifferencesDifferences

�� Space ReservationSpace Reservation
–– Spaces are staticSpaces are static

�� No user defined spacesNo user defined spaces

–– Only suitable VOMS role allowed to Only suitable VOMS role allowed to 
reserve space reserve space 

�� PinningPinning
–– Pinning is advisoryPinning is advisory
–– Pinning represents GC weightPinning represents GC weight



Space reservationSpace reservation

�� Permitted user issues Permitted user issues srmReserveSpacesrmReserveSpace
–– SpacetokenSpacetoken assigned UUID, and set to space assigned UUID, and set to space 

requestedrequested
�� UUID assigned initially since this help TierUUID assigned initially since this help Tier--1 sites1 sites

–– Description can be meaningfulDescription can be meaningful
–– Alert sent to DLFAlert sent to DLF
–– Manual update of space table once disks and Manual update of space table once disks and 

pools are ready.pools are ready.



ProblemsProblems

�� Deployment problemsDeployment problems
–– Related to Related to cgsicgsi pluginplugin for for gsoapgsoap

�� Changes in StandardChanges in Standard
–– Things missed and inconsistenciesThings missed and inconsistencies

�� External pressureExternal pressure
–– Last three months Last three months –– optimistically 25% of optimistically 25% of 

timetime



SupportSupport

�� Supported by Giuseppe Lo Supported by Giuseppe Lo PrestiPresti (CERN) (CERN) 
and myself (RAL)and myself (RAL)
–– Details to be worked outDetails to be worked out
–– Informal eInformal e--mails should get reasonable responsemails should get reasonable response

�� but need to integrate into tracking but need to integrate into tracking s/ws/w at CERN or at CERN or 
RAL?RAL?

–– srmsrm mailing list might be resurrected for supportmailing list might be resurrected for support
�� OnOn--site support for deployment at other site support for deployment at other 

sites to be discussedsites to be discussed
�� Client tools being tested now.Client tools being tested now.



UpcomingUpcoming

�� ChangeSpaceForFilesChangeSpaceForFiles
–– Could be done wholly through SRM but easier internally to Could be done wholly through SRM but easier internally to 

CASTORCASTOR

�� UpdateSpaceUpdateSpace
–– Needs Needs reimplementingreimplementing similar to similar to ReserveSpaceReserveSpace

�� Lots and lots of bug fixesLots and lots of bug fixes
–– Finally getting lots of testers!Finally getting lots of testers!

�� Per VO threadingPer VO threading
–– To try to stop 1 VO killing everyoneTo try to stop 1 VO killing everyone

�� 2 weeks intensive effort coming up (external 2 weeks intensive effort coming up (external 
influences influences permitting)permitting)


