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Cloud is good for business!
Are you sure (i.e. secure)?
Darko Simic, dsimic@netskope.com
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Yesterday

IT managed where data |
was created and stored |

Technology and data
lived in silos ‘

Remote use required
justification

Threats stopped at
network and endpoint
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Today

Business leads
where data gets
created and stored

Cloud and web are
open and connected

Remote use More complex threats
is expected that include cloud

N netSkOpe 2018 © Netskope confidential. All rights reserved. 3



Growth in Enterprise Cloud Services

95% driven outside of IT

Average number of cloud services in use
Netskope Cloud Report, 2014 — 2017

397

2014 2015

W netskope

70%

25%

2016

Business-led

User-led

2017

Sanctioned

Mostly Unsanctioned



Growth of Public Cloud Services

uPaas
W laas
W Saas

Share of Worldwide Revenues

Growth in public cloud services

Cloud Infrastructure Services - Market Share Trend
(laaS, PaaS, Hosted Private Cloud)

———

- Amazon

30%
e Microsoft
20%
s |BM
10% w Google
—— «=== Alibaba
0%

Q4 Qa1 Q2 Q3 Q4 Q1
15 16 16 16 16 17

Q2 Q3 Q4 Q1
17 17 17 18

Source: Synergy Research Group

W netskope

Global laaS Market
« 2017Q1: $11.5B

» Growth: 46.8%

« 2018Q1: $16.9B
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Our Mission: Deliver a cloud native unified security
platform, covering SaaS, laaS & Web

~— What We Do ~ ~ Team ~
» Discover apps & assess risk » 600 employees globally —
» Safely enable sanctioned SaaS & laaS N NA/EMEA/APAC
» Govern all unsanctioned apps & data » Early architects/executives from well
known networking & security companies
» Govern web usage N

» 50+ patent claims granted

&% netskope



The Cloud Security Journey in Phases

40—) e >

Continuously discover Safely enable cloud services
cloud services and you have sanctioned
assess risk

Optionally block the most risky
services and coach users to use
alternatives

e 008S
rO00RDE
N80 =00
ecCcOoOs

® Block risky services

o
| e I Coach users

Safely permit unsanctioned,
yet necessary, cloud services

Identify ecosystems, non-
K corporate instances, and

create category-level and

context-based policies

@ Block risky activities
O
= \ @ Q
Encrypt when

necessary Skipping this step may lead to user
revolt and a decrease in productivity

Unsanctioned
and permitted

Apply adaptive
access control

Implement granular
policies and workflows

Unsanctioned and
optionally blocked

Prevent data loss

Protect against
threats

§ K- BORIN -

Use of Granular Control

Protect against threats 450

Discovered = 1000 . : Prevent data loss 300
Sanctioned = 50 Safely Permitted = 650 Block risky activities 200

Blocked = 300 Govern access 150

" netskope 2018 © Netskope.



Netskope Cloud Security Platform

Any
User Analytics Policy SaaS
An
Devic?al Cloud XD
Any Data Threat
Location Protection Protection

Industry’s best user experience.
Built in the cloud since day one.
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Netskope Cloud Security Platform — Alliance Ecosystem

=+ splunk'> servicenow

Radar Af(Slght{ DEMISTO

.......
o528 vmware' WORKSPACE ONE™
@ #LogRhythm TRUST NETWORK @ -
/i, exabeam
ssssssssss

@orkplace EGNXTE

mx I Office 365
) l iv
C/

onelogin

O Centrify:

2

Google Cloud Platform

Data Threat
Protection Protection

TITUS DIGITALGUARDIAN Carbon Black. k“

CYLANCE
. boldonjames uniper
B Microsoft  *o=oom JNES! & Check Point
VERA '
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How Netskope is Deployed

Any
User
Proxy (inline, TLS decryption at scale)
Any
Device
API (out-of-band)

Any
Location

N netSkOpe 2018 © Netskope. All rights reserved. 10



Deployment Modes — starting point

———————————————

Unsanctioned

Office 365
s
box aws A

.

Sanctioned

4 | el |
—_——— 1 1
L] | [ ]
1 1
- . =
1
On-prem managed 1
1

Unmanaged D
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Deployment Modes — Risks Insight

______________

Unsanctioned

Office 365
s
box WS/ A

Sanctioned

On-prem managed

M netskope



Phase 1 — Risk Insights

Cloud Storage - Data Leakage

Cloud Usage Overview
, 1,152 28K
H Upload [ OO sovtcators Dacovared User Count (LT
5608 \ " Apslication Sessions Bytes Uplosded  Brtes Downlosded Totsl Bytes
OneDrive —— .
(29K users) 30.018 2.218 WeTranster B Micronoh Offce 365 Owtiocke..  Osecs 4sans42 1178 150478 w1678 @ excetent
L~ Download  Amazon _~ g @ Mcresoht Office 345 Sharepol Osecs 420699 1578 14178 291718 @ ecelient
83 U
How many cloud services? How much data movement?* Top Five Cloud sfoe';g'e? I ServiceNow Oecs 200041 nz9ce 2784168 5913968 - Neh
(By Total Bytes) B Facebock Osecs L b MG 62293G8 76825G8 medim
O GSute Osecs 2405950 10068 3201168 401168 -nen
L~
6.2 | H Noa-Cloud Storage Apps Capable Of File Sharing P ROR |
Ceee. EEEEEEEENNN——— ]
M- Barenn oo aragemer (I — o
L ——
Downloads by service risk?* Uploads by service risk?*
Cororer Reworarc Verece—e ([N W)
vorers [
I
Percent Data Uploaded to Apps S — .
. " wicws RSN W
with Data Export and Deletion Terms S —
[ mgmcs ot e e (DN |
= I
¢ - - 20 - > »
No; Week o
2%
Month
Later
Yes: Not Supported 58%
98%
Data export allowed upon service Data deleted upon
departure? service departure?
W netskope 13




Control Sensitive Data in Sanctioned Apps

Established API connection between a sanctioned app instance and Netskope

* Scan data at rest
+ Discover activity (upload, download, share, copy, move ...) by users

» Take appropriate action

+ Non-invasive aws| /6 box o :‘: * @ O M &

e Out-of-band

* Almost real-time ,.) jive 6 ni @ oW E> xg’ :‘&

16 SaaS & 3 laaS

N netskope 2018 © Netskope confidential. All rights reserved.
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Deployment Modes — Inline Forward Proxy

Unsanctioned

] Office 365
FEEE-®
PP O ay:

box s A

Sanctioned

NS Forwarder
(VM/HW)

On-prem managed

M netskope



Granular control of unsanctioned apps

HTTP/HTTPS via TLS

Visibility / Console

W netskope

via IPSec

Often client based
In-line

Real-time
Thousands of Apps
User Coaching

2018 © Netskope confidential. All rights reserved.

Internet HTTP/HTTPS

Cloud Apps & Web

Mobile Users

%
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All in one Deployment Modes

NS agent
==

1] Office 365
[ 31} - 3ol 3}
DO ay:

aws /o

p —
Sanctioned Apps

box

NS Forwarder
(VM/HW)

No agent

I

P —

On-prem managed No agent

Unmanaged Devices

Identity Provider

M netskope

1 - Discovery

Discover app usage of sanctioned
and unsanctioned apps using real-
time or historical log analyis

2 — API protection

Control sanctioned app usage via
out-of-band API integration in
quasi real-time

3 — Reverse Proxy

Control sanctioned apps for
unmanaged devices inline and in
real-time via integration of SSO
and traffic steering to the
Netskope Security Cloud

4- Forward Proxy

Multiple deployment modes
(Client, Secure Forwared, Proxy
Chaining) for inline and real-time
control of sanctioned and
unsanctioned apps, including the
possibility of user coaching



Cloud XD Architecture

UNIFIED
POLICIES

ANALYTICS

W netskope

Access Control

HTTP
SSL/TLS
TCP/IP

NS PROXY

Audit and Forensics

Micro Services

DEE]
Activity
App (Instance)
Identity
OS, Device, Browser
SNI, UserlD
IP, GEO Location

Y
CloudXD

Cloud Confidence Index

App Connector

* App-specific auto translation

* 50+ activities

* 500+ apps and growing

* Architected to easily add new connectors

Universal Connector

* Heuristics-based auto-translation
* Login-upload, download, etc.

e +4500 apps

e Support for custom apps

Discovery only
* +10°000 apps

Under research
* 13’000 apps

2018 © Netskope confidential. All rights reserved.
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Netskope Cloud XD™

* Understand all inputs (Logs, SaaS, laaS, Web) in extreme definition (XD)
« Perform big data analytics to eliminate blind spots
« Make policy enforcement simple across all cloud services and the web

11010

® it B
91 o011 11010 NP - il L B
) 1101 0010 CLOUD XD Pat from accounting at the airport on her mobile on Power Bl to upload financials
User, Group, OU Location Device All Cloud Activity Content /
(managed or service (e.g., share, Class-
unmanaged) (including upload, ification
instance) etc.)
or web
destination

N netSkOpe 2018 © Netskope confidential. All rights reserved.



Advanced, Comprehensive Threat Protection

N (. )
DETECTION ENGINES QUARANTINE NETSKOPE THREAT
SaaS RESEARCH LABS
Inline REAL-TIME PROTECTION
Pre-filter Award-winning and
Anti virus industry-recognized
SaaS Global threat intelligence threat research team
aa Malicious site detection
API Threat intelligence derived * Proactive threat
from deep protection scans research
} 11010 Y 1101 + Custom engines
laaS } 1010 - Threat intelligence
110 Liol0 generation
DEEP PROTECTION * Globally distributed
Cloud sandbox honeypots
Heuristic analysis
Web Vﬂ%\l Ransomware detection
L Anomaly detection
J J

N netskope 2018 © Netskope confidential. All rights reserved.
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NS PROXY

UNIFIED
POLICIES

Access Control
Audit and Forensics

ANALYTICS

- Micro Services

N Data
Activity

App (Instance)
Identity
HTTP OS, Device, Browser
SSL/TLS SNI, UserlD
TCP/IP IP, GEO Location

Y
CloudXD

App Connector

*  App-specific auto translation

* 50+ activities

* 500+ apps and growing

* Architected to easily add new connectors

Universal Connector

* Heuristics-based auto-translation
* Login-upload, download, etc.

*  +4000 apps

e Support for custom apps

Discovery only
* +10'000

Under research
e 13’000




Netskope Security Cloud

Enterprise-grade Architecture

* Housed in Equinix data centers globally _——@_ c“_—

S
* Direct peering with all major carriers o o 4 @}L ?}\'_/\ Q &
* Computing is built to scale elastically @,& /%ﬂ\“ﬁ )C"{V»

\

ol - B
* Data segregated on a per tenant basis \xﬁww\ )\r \_o 9 Q/ $
) - = -
* Certified SOC-1, Type II; SOC-2, Type |; SOC-2 ( @ Q} / \d‘% o
Type Il by independent auditors ] \ //5] g
j }/ - e 4 7
e 1SO 27001,27018 g;
*  Member of CSA STAR
LS A
e Privacy Shield certified lflﬂﬂl ~L2IA
EQUINIX SIAK

* Global Traffic Management

N netSkOpe 2018 © Netskope. All rights reserved. Netskope confidential. 22



6 Concerns — 6 Solutions
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1. I have no visibility of what cloud applications are being used in my organisation.

CLOUD SERVICE USAGE CLOUD SERVICE USAGEBY CATEGORY

Cloud service usage reaching the 1,200 mark

NOT
CATEGORY # PER ENTERPRISE  ENTERPRISE-READY

WORLDWIDE STATS HR 139
Marketing 121
SN 1053 e Collaboration 95
Finance/Accounting 63
CRM 62
Social 24
Cloud Storage 24

IT Service/Application Management 22
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m UPLOADED Does the app adhere to recognised data centre standards?
237GB Does the app encrypt data-at-rest?

- Ezzr‘?’ﬁg:ion DPR UPLOADED Does the app support multi-factor authentication?
(‘i 143MB Does the app vendor take ownership of uploaded data?
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1. I have no visibility of what cloud applications are being used in my organisation.

_________ - d%° netskope

Uploaded Enterprise

Application
PP Data REEL TS

Salesforce 950GB High
PDF
450MB
(‘i Converter >0 Poor
Microsoft .
MB
m Office 365 300 ngh
m m LinkedIn 200MB Medium
2
m u Facebook 20MB Low

N netSkOpe 2017 © Netskope. All rights reserved. 25



2. | have data that should not be stored in my cloud applications.
The data that is stored in my cloud applications might be exposed publicly.

Security
Standards Council

®

European |
Commission

|2 Share @ Copy link

W netskope

' Downlox

Box, Dropbox, Google Drive,

Microsoft Office 365 OneDrive

DOC

>/

\)/

XLS

DOC

ok

Ransomware
Trojan
Crypto-miner

Visa 4900044320043113 06/18 123
Amex 3758111111111153 12/18 1234
Visa 5404000487763271 04/18 123

Marie Johnson 05/06/2010 London
Robert Kent 11/07/2014 Oslo
Kristina Lee 09/01/2015 Madrid

Company Confidential
Patent Pending #00992543-1 £
Project ‘Skyhook’ Briefing Shared

https://company.share.com/r4cd/file/m42ijf00s

2017 © Netskope. All rights reserved. °



| have data that should not be stored in my cloud applications.
The data that is okay to store in my cloud applications might be exposed publicly.

Box, Dropbox, Google Drive,

Microsoft Office 365 OneDrive

API

«--------------

& Share @ Copylink 4 Download [ D

1 X

s o

poc & | PPT L
b ¢
J

(s

e Link to "a871242e-3...4849¢ xIsx' copied

] https://otto2-my.sharepoint.co v

4 Anyone with the link can view and edit

#N netskope

—

|
\\

DOC B
s

Lfi PzE r|

PT [boc] [ooc | [5is
aa’) g==t
\ J \ J = —

1 Name pos8 Postcode
2 Shala Blick 16/09/1959 BL6 5LX
| 3 Veronica Murakami 02/11/1959 NRS 65
4 Maryellen Deen 14/03/1960 CF39 ONS
5 Venessa Diangelo 14/04/1965 HS9 SUB
6 Vita Koffler 29/08/1965 ZE100U
_2_Pamala lules 2R/01 /1966, 1144281

W netskope
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3. My users can download data from my cloud applications to their personal devices.

& Archive Junk|v  Sweep Moveto v  Categories vV eee

Filter v Please see attached spreadsheet

~—

e ————

Ricardo Atkins <ratkins@mycompany.com>
Fri 15/06 Fri 15 18:14

'
r‘. on is attached. Regar Ricardo Atkins ¥

u'-'.-: financial--operational-d...
== 48KB

Download S
Wed 13/06 Download
As request spttached.

Save to OneDrive - Otto

v

Regards

N netSkOpe 2017 © Netskope. All rights reserved.



3.

My users can download data from my cloud applications to their personal devices.

W netskope

\ Uploads
Downloads

@\ Uploads

n Downloads

@\ Uploads
\ Downloads

2017 © Netskope. All rights reserved.

#N netskope

W Archive  Junk | v

Filter v

rrrrr

Sweep Moveto v  Categories v eee

Please see attached spreadsheet

Ross Asquith <ross@netskope.com>
06 8
gar ith ¥

Ross Asquith

u‘g; financial--operational-d
22 e

Downl
As requestes =

Save to OneDrive - Otto
Regards

v

s attached
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4. My users can upload data to unsanctioned cloud applications.

DOC XLS

Create PDF Online B
Free B D B W6
Create POF in 3 easy steps Contracts Ivokces  Dissertation  Resumes Quotes
© Setect file to cormvert L

Try PDF Converter Elite 5 FREE on your desktop .v

o « Make POF from virtually any Windows file format with no internet

connection

0 Type your e-mall address :‘:lule secure, password-protected POF and control how others use your

2 Coveoet POE 30 104 e focmats: Woed Excel BruseeBoiot Bublicher

Use of Data Collection

All products and all studies, reports, analyses and other data, information or materials created in whole or part using
data obtained from shall be and remain the sole property of Our Company. None of the data
will be returned to you. As it is proprietary information, Our Company intends to keep the data confidential.
Furthermore, Our Company intends to use the data for the purpose of developing and enhancing software, future
versions of the software and/or related or similar software.

The voluntary policies that Our Company intends to follow to maintain the confidentiality of the data include sharing
the data only with employees, agents, consultants, or officers of Our Company with a need to know. PLEASE NOTE,
HOWEVER, that Our Company’s handling or treatment of the data is entirely voluntary and, therefore, OUR
COMPANY WILL HAVE NO LIABILITY TO YOU OR ANY OTHER PARTY FOR FAILURE TO KEEP THE DATA
CONFIDENTIAL OR TO OTHERWISE HANDLE OR TREAT THE DATA IN ANY MANNER

W netskope

D& wetransfer.com

WeTransfer is the best way
WeTransfer Plus makes

l - Filemail.com - Send large file X _‘

a8 nt www filemail.com

E Fitemail
I (PR T el

yshare.com - Free File Mo X

@

D & hitps://www.zippyshare.com we @ Q Sear

(New) Sign Up! | @ Usernam

zippyshare

_FAO | Uoload Tools | OurBloa | Contact Us




4.

My users can upload data to unsanctioned cloud applications.

" netskope POFEIGO!

| Enterprise Readiness

W netskope

POOR
Downloads \
wetransfer
n Uploads
Downloads @,
n Uploads
& OneDrive

Unsanctioned Account

2017 © Netskope. All rights reserved.

go.com

«V netskope
Important notice

Access to this cloud application is
restricted by company policy

€

< & wetransfer.com v 3 |
c Add you files Heln  Aboutus  Got Dlug?

= wetranafer com

«V netskope

Important notice

Your attempt to upload files to
this application has been
blocked

»
i
‘IHu

N netskbpe

Important notice

You are not permitted to upload files
to personal OneDrive accounts




DARKReading

ANALYTICS  ATTACH

KS/ APPSEC CARCERSS CLOUD ENDPOINT o7 MOBILE OPERATIONS PERIMETER RISK THREAT
EREACHES PEOPLE

VULNS /
INTELUIGENCE ~ THREATS

Time Warner Cable

Kromtech Security Center found two AWS S3 buckets exposed on
the Internet [...] included internal development information like
SQL database dumps, code with access credentials, and access
logs. One text file contained more than four million records with
information like user names, Mac accesses, serial numbers,
account numbers, and transaction IDs.

Accenture

The Cyber Risk Team at UpGuard recently discovered that
Accenture left at least four AWS S3 storage buckets unsecured
and publicly available for download. Accenture's slip-up exposed
authentication credentials, secret APl data, digital certificates,
decryption keys, customer information, and other data that could
be leveraged to target both Accenture and its clients.

https://www.darkreading.com/cloud/10-major-cloud-storage-security-slip-ups-(so-far)-this-year/d/d-id/1330122?image_number=1

& netskope

NETWORK SECURITY  PRODUCTREVIEWS INDEPTH EVENTS  WHITEPAPERS

THE CYBERSECURITY SOURCE

Tesla's AWS servers hijacked by cryptominers
0000000

The hijacking of Tesla's Amazon Web Server cloud system by rogue
cryptominers is proof that no one is immune to a misconfigured AWS server
nor cryptomining attacks

-

S‘ Center for Internet Security*

(® ci1s Benchmarks

CIS Amazon Web Services

v1.2.0-05-23-2018

CIS Microsoft Azure Foundations

v1.0.0 - 02-20-2018

2017 © Netskope. All rights reserved.



My Public Cloud infrastructure is vulnerable due to misconfiguration.
Data that is stored in my Public Cloud infrastructure might be exposed publicly.

e M. AP netskope

© @ © O

Pass Rate Pass Rate
Virtual saL
R Q CIS Benchmark PCI-DSS
Machine Database
# Rules Passed: 8/46 # Rules Passed: 0/36
Policy: AWS CIS; Policy: PCI Assessment for Euroskope_AWS;
Rules Failed: Ensure routing tables for VPC Rules Failed: Implement an incident response plan :
peering are “least access”; Ensure the default Lack of Multi-AZ Deployment for RDS Instances;
Vi | security group of every VPC restricts all traffic: Secure audit trails so they cannot be altered :
irtua Blob Ensure VPC flow logging is enabled in all VPCs;... CloudTrail Log Files Lack Integrity Validation:...
Network Storage
[ooc B i C
= |
|
L

W netskope



6. My secure web gateway infrastructure needs simplification and needs to provide
protection for employees going direct-to-internet.

t

I

I

I

I
L

&V netskope
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6. My secure web gateway infrastructure needs simplification and needs to provide

protection for employees going direct-to-internet.

&V netskope };l.com —

®,

N
http://paypal.co.uk.79u7.pw
n http://205.1.45.2/te32.exe
Downloads \
B uploads \

< # www.playboy.com &

" netskope

Important notice
Access to this website is restricted
by company policy

——1 Security notice

N netskope 2017 © Netskope. All rights reserved.

< # paypal.co.uk

" netskope

Access to this website is restricted
by threat protection

(D machumors o
- . A . _
— g ¥V netskope

Important notice

"] You are not permitted to upload this
wad  file to this website




Summary
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laaS | Saa$S Web

Your Cloud Apps Other Cloud Apps

[l E1 we
= K (se

etskope
or Web

- Z

|

All Apps
Real time control

Admin o
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Netskope One Management
Context-driven security from the leader in cloud security

Smarter Decisions
Act fast, with complete context of
activities and content

G GOOGLE

Unified by Design

Deep visibility, control, and protection
for SaaS, laaS and web in one
platform

Cloud-native
Protect remote, mobile, and TLS-

encrypted traffic with a platform designed
for the perimeterless enterprise

3,872 2,514 528 2

oW
'?
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W netskope

N netskope

Thank Youl!
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