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Outline

Windows Server Infrastructure
Objective

The Chopin project
Architecture overview
Deployment




Collaboration, Devices and Applications

CERN, IT-CDA

The group Collaboration, Devices and Applications (CDA) provides
information services such as video conferencing, webcast & recording,
indico, the CERN Document Server (CDS), document conversion, printing,
e-mail, IP telephony, the Invenio Digital Library Framework, Windows'
environment tools, web services, authentication and authorisation services,
e-publishing and software development tools on a range of devices, such as
desktops, laptops, tablets and smartphones.




Windows Server Infrastructure

~700 machines to manage

Microsoft System Center Operation Manager
(SCOM) used for alarming and availability

Many automatic operational information coming
via e-mails

Daily hardware events report




Objective

Central and readably access to details about
all managed machines

Detection of critical events

Assistance in the operations
Possiblility to extend
SCOM replacement




Chopin Management System
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Architecture

MySQL database:
Pata streaming computation CERN Database on Demand Service
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Chopin Agent

Chopin Agent Output plugins

« Event listener (real-time)
* Load plugins and read settings
* Invoke plugins (scheduler)

Heart beat RabbitMQ
Windows updates Terminal
StorCli
SuperDoctor
Facter

L Service

Versions

Input plugins

Agent auto updater - Standalone exe




Message flow
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Apache Flink

To detect patterns in log stream the Flink Complex Event
Processing (CEP) library is used.

The CEP library allows to define patterns over data stream by

defining the rules using PatternAPI, in a manner similar to defining
a finite state machine.

VD degraded, drive offline
N ) 81: VD state change

any == |4 >
l-.__ Offline | \ Sl

P 250: VD partially degraded
\ > ) 251: VD degraded




Apache Flink

Detects configuration changes based on
ooth logs and data from StorCl

~llters data obtained from machines

~llters logs based on the admin
configuration

Detects Iinactive servers and shutdowns




Worker -y

Message persistence and notification
generation module

« Saves data to the database
« Generates notifications

« Updates the current state of the server @
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Dashboard e

ReactJS, Redux, Redux-Thunk,
Ant Design, Semantic Ul React, Reactstrap

[+*  Dashboar

= . < Shutdowns
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(1) shutdowns
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Dashboard

Available udpates
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05bfb330-9177-4e1f-8ae3-
64139fb76247

29332274-9342-417d-90e5-
ecébbe6751d0

c0063786-854c-4417-b463-
15d970fe2923

1626f790-4b16-4758-af2c-
74984046322
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Date
published

7/9/2019

10/8/2019

10/15/2019

5/14/2019

9/10/2019

2019-07 Security and Quality Rollup for NET Framework 3.5,4.5.2,4.6,4.6.1,4.6.2,4.7,4.7.1,4.7.2, 4.8 for Windows 8.1 and Server 2012R2
forx64 (KB4507422)

2019-10 Security and Quality Rollup for NET Framework 3.5,4.5.2, 4.6, 4.6.1,4.6.2,4.7, 4. 4.7.2,4.8 for Windows 8.1 and Server 2012R2
forx64 (KB4524104)

2019-10 Update for Windows Server 2012 R2 for x64-based Systems (KB4519108)
2019-05 Security and Quality Rollup for NET Framework 3.5,4.5.2,4.6,4.6.1,4.6.2,4.7,4.7.1,4.7.2, 4.8 for Windows 8.1 and Server 2012 R2
for x64 (KB4499408)

2019-0% Security and Quality Rollup for NET Framework 3.5,4.5.2,4.6,4.6.1,4.6.2,4.7,4.7.1,4.7.2, 4.8 for Windows 8.1 and Server 2012R2
forx64 (KB4514604)

Categories

Security Updates, Windows Server
2012R2

Updates, Windows Server 2012R2
Update Rollups, Windows Server
2012R2

Security Updates, Windows Server
2012R2

Security Updates, Windows Server
2012R2
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Deployment

Containerised deployment using OpenShift
Frontend (dashboard)
Backend
Apache Flink
Worker

MySQL CERN DBoD




Thank you for your attention!
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