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Belle Il experiment hosted at KEK
Tsukuba, Japan -

Belle Il designed to find physics beyond the Standard
Model of particle physics
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SuperKEKB accelerator designed to increase the
instantaneous luminosity in 40x with respect to KEKB
accelerator, and expected to deliver 50x more data to
Belle Il compared to its predecessor Belle

“Phase 3” - operation with
complete Belle Il detector:
First run from March 2019 to
June 2019, operation will
continue until 2029
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Belle Il Conditions Database accessibility overview Bl 24
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Belle Il Conditions Database (CDB) g

Belle IT

Events recorded by the Belle |l detector are grouped in runs
* Arun sets a data taking period with stable operating parameters
* The database manages conditions data on run granularity

Conditions data is composed by metadata and files, stored for
persistency in a:

« Shared filesystem -> files or payloads
Payload binary objects containing information like (calibration, Beam Parameters, etc.)

 Relational Database Management System (RDBMS) - Metadata

Allows identify payloads which are accessible in an external service
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Belle Il CDB data model relational database

Payloads contain a sample of conditions data (i.e.
BeamParameters) stored in a file:

File type is agnostic for the CDB server

ROOT file format when restricted at client side

CDB server metadata keeps track of the checksum of the file

Intervals of Validity (IOV) specify starting and ending
experiments and runs for a given payload for a specific
global tag. Can be a fixed run range (closed) or starting
at a given run (open)

Global tag (GT) contain list of IOV-payload relationships and are
used to select a complete set of conditions for a given
reprocessing effort
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Belle IT

payload_iov
global_tag_payload payload_iov_id |integer NOT NULL
global_tag
global _tag_payload_id |integer NOT NULL H—<] global_tag_payload_id |integer NOT NULL
global_tag_id |integer NOT NULL H—<]  global tag_id integer NOT NULL exp_start integer NOT NULL
o text NOT NULL payload_id integer NOT NULL run_start integer NOT NULL
dtm_ins timestamp with time zone NOT NULL exp_end integer NOT NULL
S foe o dmmod  [tmestamp vith time zone unend [integer NOT NULL
description text dtm_ins timestamp with time zone NOT NULL
global_tag_status_id |integer NOT NULL dtm_mod timestamp with time zone
g P
I global tag_type_id |integer NOT NULL modified_by text NOT NULL
dtm_ins timestamp with time zone NOT NULL
dtm_mod timestamp with time zone
payload
modified_by text NOT NULL
+ payload_id integer NOT NULL basf2_module
basf2_module_id [integer NOT NULL B—{  bast2_module_id [integer NOT NULL
revision integer NOT NULL name text NOT NULL
description text description text
is_default boolean NOT NULL dtm_ins timestamp with time zone NOT NULL
base_url text NOT NULL dtm_mod timestamp with time zone
global_tag_type .
payload_url text NOT NULL modified_by text NOT NULL
- global_tag type_id |integer NOT NULL checksum text NOT NULL
(EI0) = t<| payload_status_id |integer NOT NULL
descriptiontext deleted boolean NOT NULL
dtm_ins timestamp with time zone NOT NULL dim_ins imestamp with ime zone NOT NULL
dtm_mod timestamp with time zone dim_mod imestamp with time zone
modified_by text NOT NULL
lobal_tag_status ayload_status
global_tag_s (ol app_message
L global tag status_id |integer NOT NULL payload_status_id |integer NOT NULL
s & 9 o app_message_id  |integer NOT NULL
name text NOT NULL name text NOT NULL
code char NOT NULL
description text NOT NULL description text NOT NULL
message text NOT NULL
dtm_ins timestamp with time zone NOT NULL dtm_ins timestamp with time zone NOT NULL . .
dtm_ins timestamp with time zone NOT NULL
dtm_mod timestamp with time zone dtm_mod timestamp with time zone
dtm_mod timestamp with time zone
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Belle Il CDB general service architecture $

Belle IT

1. HAproxy

» Encryption/Decryption, Authorization and
Authentication

* Load balancing and resiliency

2. Caching technology
» Allow Global Tag caching and offload dependent

&y

services
3. HTTP REST API presented by Belle 2 service (b2s) code PostgreSQL
. HTTP REST APl Swagger enabled RDBMS

4. Metadata stored in a persistent database repository HTTP HTTP REST /SQL sQL

5. Payloads are stored in a shared file system

» General Parallel File System enabled for metadata and
payload service (next slide)
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Belle Il CDB general service data flow

b Metadata service (belle2db

)
3
. Y

PostgreSQL
User access e

B2 CLIENTS

y~basf2=4
command line
b2conditionsdb

published

HTTP REST /SQL

File service (belle2-file)

"/’User needs to retrieve Global Tags:
/ User a. Uses a client to interact with the CDB metadata and file services
" b. Metadata service provides information about the payloads and related IOVs of

Toit i Global Tags:
* ﬁ ‘ b.1 Request is Authenticated/Authorized and/or encrypted/decrypted
! : b.2 The cache provide the request if possible

--_T - b.3 The request is translated from HTTP to SQL (or vice versa) by the b2s

| service

Tove-iate. b.4 Database provide the metadata associated to the request
c. User retrieve payloads identified by the metadata on b via Belle2-files service
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Belle Il CDB server architecture (under the hood)
Orchestration of individual containerized components <t

Belle2-file service Belle2 DB metadata

[ Load Balilaneer ]

Belle IT

Node 3 Node 4
(o ) )
T Y
........... EE-=) (EE &)

Database service )
[ Database ] Nl Database ]
Primary J "|___ Streams Standby
\____Read/Write Read Only )

Streams standby replication technology enabled
« Database service open in READ only mode, mainly serving the CDB web monitor application

» Technology improves lag synchronization compared to the initial deployment
« Initially hot standby was deployed for database disaster and recovery BROOKHEAVEN
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Performance Belle Il Conditions service CDB January-June 2019
all service response in terms of HTTP response code
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4.7M of HTTP 2XX succeeded

Software release-03
/‘SMH tagged in January

HTTP response 2xx

New BG files produced

10 Mil

Belle Il Conditions
metadata service

Monte Carlo 12

80

60

Belle IT

CDB service

resource
A i " usability within
2 .
verage the capacity of
Of HTTP ' 1716 2n 215 31 3/16 4 4/16 5/1 5/16 6/1 ’ resources
requests | mo o provisioned.
2xx cummulative 10.66 Mil 4.70 Mil .
20 (ights) 60 ~ See extra slides for
capacity details.
\.9.5M of HTTP 2XX succeeded Belle || Conditions
HTTP response 2xy payloads SerV|Ce
10 Mil %0
2xx (right-y) - 92 | 11
ENERGY BROOKHFAAVEN
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Operational Experience <

Belle IT

Global tag state machine implementation into the CDB server

The initial design of the state machine had to be adjusted to changes in Belle Il workflows

Changes included: ; |
* Database SChema mOdification OPEN ——stage—>| TESTING —validate—>| VALIDATED
« New API HTTP REST endpoint _
 Transition restrictions are implemented [ A, . "
« New functional tests server side RUNNING PUBLISHED [ty
« Enhancement of Authorization schemes ivaldate

» Only privilege user can execute a change in the Global Tag

state i.e. Open to Running INVALID - e—nvalidate

This required effort from different experts from Deployed in July 15t 2019
software and database group. All of this implementation deployed

while minimize service disruption

Previously Global Tag states only supported three states, NEW, PUBLISHED, INVALID
{9)ENERGY BROOKHPAEN
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New developments: CDBweb browser

_ _ Belle IT
* Allows user to visualize database The Global Tag page

« Conditions database content accessed via we e S e e

GlobalTag: 534 items found  Click on items for more details

b rOWS e r. 10: Name (can be partial): Status: a1 v Type: i v Modified by: items per page: 25 v Submit

Temp GT tool 0 [} GT only for tool testing NEW DEV 06/162019 335 am. ikumar 0 0

val GTioohestin w0 for software vabdabon on data NEW DEV 06/152019926am. kumay 5 ®
ea n ode E————

data reprocessing procd default payloat [ ° ‘sutable for data reconstuction. it has to New DEV 06/15/2019 1224 am. poni k] 0

be used only o TESTING oras 2
falback otion

taging master nbraun 2019061400341 630 ° Removed prescaling from bhabha NEW DEV 06/142019 12.36 am. ibraun 1 1
prd_phase2 (7] ] GTcortaing nalse o Prese? NEW DEV 0611272019901 am akahan P 3
RICH ore 80008 & (GT o gather al the ARICH caliations " o 2 )
ARICH 328 (] hat v requied ot poc. NEW DEV 06/11/2019 1007 am. 32 10
verlap i ° the oV v New DEV 06102019 338pm. ” 61 % 1
B e b aging_master nbraun 2019061 @ 0 Added sin BahbhaECL andradee o - = e " § B
CDBw
me_production NC12c rev] P’ G fo payloads necessary for smulaton 16330, = 9
b f2 1 1 7 ] a5 partof e NCA2C campagn PUBLISHED  DEV 061092019 9:33 2 by
a S . prd_geometry 4 ] GT to store PXD geometry payloads NEW DEV 06/08/2019 1229 pm. akahar 5 1
clients (Django+Apache) m—— y F— T
brat h ) oo pond NEW DEV 06/08/2019 1226 p. b “n 4
ECL pre procd 2 ° are required for proc9. Procd wil start NEW DEV 0600772019 10:38 am. ehil e L

from an empy lobl g

Solware Deveopment and Testng Tag
Ths ghbal tag conaring necessary
payoadsfor tesingof the soware and
expeivent independentMC. it camol
beused o anayze data e only
contans pyoads o e following
inervls of vy e . i
Bele | Confuraton il PXD (b
phase - 1002 Phase

o 2

elease.0302.00 rev w0 PUBLISHED R ot
Conbguraton with miimal vertexing VELNED: |PEEME
dete

0197.458m pware 33 ]

03.02.00_fevl Changes ae coected n
Pul ecuest #4182 see

itps!sash dsy defprjectsB2repossofarepul.
requestsaLE

Primary DB server Replica (read only)

Sovare Deveprnen and Tesig Tag
This gl g conaning ey
yons or st ofthe ofare ans
expernert ndepedent NG canrd
be sed o anaze dta anc ny
contans payons for e flowng
tenvals f vy - xp 0 i
el Confuiaton i i PAD (b1

master 20100 w 0 phase 3)-exp 1002 Phase 2

) Configurason with minmal vertexing
detectors and addibonal background
detectors - exp 1003: Bede Il
Coniuraion with par PXO (ay
hvsCrwotetia

PUBLISHED  RELEASE 061120191260 pm ot ware 30 an
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Jason Web Token (JWT) authorization

Belle Il CDB is enhancing the authorization
layer to enable fine-grained accessibility to

serve conditions data.
Two possible options:

* Public Key Infrastructure (X.509
certificates)

 Token based infrastructure, JWT

* Industry and HEP community are leaning
towards token based technology as an
alternative to provide Authorization as
opposed to Public Key Infrastructure

U.S. DEPARTMENT OF

(¢ ENERGY

Request + JWT

Authentication filter

e Extracts JWT from the Request’'s header

e Verifies the signature

e Parse the JWT’s Payload

e Confront User/Group against requested AP| endpoint

API

HEADER

& TOKEN TYPE

PAYLOAD

SIGNATURE

VERIFICATION
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Belle IT

Proof of concept of JWT for authorization
implemented
Basic functionality tested via RESTful CDB API

JSON Web Token

il D)

{
“alg”:"H8256",
“typ”: “JWT”

}

{
“User”:"ga.m.bga”,
“group”: “admin”

}

HMACSHA256(

base64UrlEncode(header) + “.” +

base64UrlEncode(payload),secret
ey

)

Not a trivial task as the implementation involved troubleshooting
different system used in the CDB framework

BROOKHFAEN
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Future developments <

Belle IT

HTTP REST APl metadata
Augment current HTTP APl to enhance support for Global Tag state machine

Authentication and Authorization

Extend JWT proof of concept by integrating an external token granting system
and Belle 2 database clients

BROOKHFAEN
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Summary g

Belle IT

* Overview of the Belle || CDB database server presented

« CDB service successfully delivered conditions data for the
first run of the experiment in phase 3

 Global tag state granularity extended

» PostgreSQL Streams standby replication of CDB metadata
successfully enabled

 Alternative mechanism to visualize CDB content developed

BROOKHFAEN
NATIONAL LABORATORY




Extra slides
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Hardware capacity installed for D
Belle Il CDB gervizes <2

Belle2db service (metadata) Belle2db-files service (payloads)

2 Nodes Dell R430

2 Nodes Dell R730xd Two Intel(R) Xeon(R) CPU E5-2650 v4
Two Intel(R) Xeon(R) CPU E5-2667 v4 @
3.20GHz -> fotal CPU thread 32 @ 2.20GHz total CPU threads 48

Memory 256GB
Memory 256 GB -
Disk for Database Intel DC P3700 20Gb/s Channel Bounded connectivity

NVMe SSD on PCI Express 800 GB
20Gb/s Channel Bounded connectivity

16




Performance CDB service (belle2db metadata service) D
CDB January-June 2019 Be,,eﬂ

l5.0 MB/s Transmitted New BG files prOdUévéodkB e Monte Carlo 12 Recelved 3.5MB/s

oves - Software release-03 } o
tagged in January Network CDB activity
}‘ \ ‘ [ ‘ 1.5 MB/s
2.0 MB/s | ‘I‘
| (Y I ] I \ " | Y wy ey WYY i [t N )
Hl‘,‘ il 1 VRe o W G . ‘w“w”: “\“‘U‘ A WUV S PRV Lk AL VAN Y /AL v A e (L v “““ RV |y 4l oe/e
CPU database
activity |
_ i | w f ! | s.0%
i M | ‘ B 1| ,‘ “'.-“ 1P ' i V i |
(TR VR LA Wm Wm v 5 i W
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e 0%
s/16 6/1 6/16
01 softirq =— 01 systermn = 01 user = 01 wait —— 02 wait == 02 user =—— O2 system 02 softirq =— 02 nice
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Performance CDB service (belle2db-file services) from January-June 2019

CDB service resource usability within the capacity of resources provisioned despite of the
increase in the usage of the belle2db-file service

Software release-03 tagged in January New BG files produced
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Belle I

Monte Carlo 12

Transmitted

~184MB/s

Max observed
(see backup slide 2)

Received

Network CDB activity
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Belle2db-file services files performance

Despite of the
change in the
access to the
Belle2 DB file
service, system
remained stable
and not major

Issues observed.

200 MB/s

150 MB/s

100 MB/s

0B/s

3/7 00:00 3/§04:00

== belle2db-files tx Max: 184.8 MB/s Avg: 51.9 MB/s

3/7 08:00

3/7 12:00 3/7 16:00

Network Bandwidth ~

2019-03-08 07:40:00
= belle2db-filestx: 139.0 MB/s

G

-1.0B/s

3/7 20:00 3/8 00:00 3/8 04:00 3/8 08:00 3/8 12:00 3/8 16:00 3/8 20:00 3/9 00:00

== belle2db-files rx Max: 788 kB/s Avg: 196 kB/s

http request per second

0 Activity might be related to

a batch processing activity
0 -
6 for global cosmic runs
40
0 T N |
3/6 20:00 3/700:00 3/704:00 3/708:00 3/712:00 3/716:00 3/720:00 3/8 00:00 3/8 04:00 3/8 08:00 3/812:00 3/816:00 3/8 20:00
== haproxy.last
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