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Standard Linux ACLs
• Correspond  to "Posix 1003.1e" standard  
• Supported by several Linux file systems 
• API, getfacl/setfacl, documentation 
• Shortcomings: 

• Only registered users/groups allowed (numeric IDs), 
no CERN E-groups 

• Coarse permissions: only r, w, x 
• Do not match modern functionality of e.g. NFS V4 or Windows
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EOS ACLs
• Directory-level ACLs, just like AFS 
• Concise notation, appreciate u:rtb:rx!w,g:c3:rwx,z:rx 
• Stored in 2 extended attributes 

• -> unix mode bits -> sys.acl + user.acl 
• user.acl needs enabling 
• some "rights" are actually denials (e.g. "update") 
• E-groups support 

• ACL handling: "eos attr", "eos acl", no API nor GUI
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RichACLs
• Based on NFSv4 and Windows ACLs (very similar and in 

places bit-level identical) 
• Roughly a superset of NFSv4 ACLs 
• Modern, post-Posix, rich set of permissions 
• Numeric IDs (system users) as well as textual 

"unmanaged" IDs (useful for E-groups) 
• Developed by A.Grünbacher, Red Hat. User space API 

and management commands available in EPEL
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Richacl-EOS 
• Supported by the "fusex" interface (only) 
• Reasonable set of permissions - not 100% compatible, but usable 
• Textual and numeric subject IDs, textual group subject IDs treated 

as CERN E-groups 
• Triggered EOS ACL enhancements 

• ACLs for plain files (in absence, directory ACL applies) 
• "Deny" type entries (denoted "!", with all the "use with caution" 

caveats) 
• Spin-off: Samba VFS module, based on NFSv4 ACL module
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ACL Examples
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ACL Examples 2 
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ACL Examples 3
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ACL Examples 4
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Alternatives considered
• Continue with "native" EOS-ACLs: 

• We do: EOS ACLs are simply translated back and forth to RichACLs, on-
the-fly. They remain settable using the EOS shell 

• RichACLs are easier to use and more like traditional ACLs 
• Support Standard Linux ACLs: 

• Doable, but limited and not lossless: EOS ACLs are richer than what 
Linux ACLs can express 

• Using the Windows ACL GUI on Linux ACLs would likely be confusing, 
for that same reason 

• Cannot express E-group subjects 
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RichACL Support - Summary
• EOS ACLs enhancements 

• Generalised "deny" type entries 
• Optional File-level ACLs 

• RichACLs converted on-the-fly from/to EOS ACLs 
• CentOS 7, fusex only 

• Samba VFS module for RichACL
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