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What does the UK Parliament do?

« Represents the people

« Checks and challenges the work of
the Government (scrutiny)

* Makes and changes laws (legislation)

» Debates the important issues of the
day (debating)

* Checks and approves Government
spending (taxes and budgets)
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What is the UK
Government?

The party or parties who can command the
confidence of the House of Commons forms
the Government.

The Government:
* runs public departments and public
services (e.g. Home Office, NHS)

« proposes new laws to the UK Parliament
* is accountable to Parliament
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Parliament # Government

UK Parliament | UK Government

. Commons Lords and Monarch . Some MPs and some Lords,

» Holds Government to account chosen by the Prime Minister
- Makes laws  Runs Government departments

_ and public services
e Enables the Government to raise .
and spend money e Is accountable to Parliament
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Policymakers

Wide range of people involved in making policy.

 Government
* Ministers
* Civil servants

 Parliament
* MPs
* Peers

* Representatives at devolved administrations (National Assembly of Wales,
Scottish Parliament, Northern Ireland Assembly)
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The business of Parliament

* Chambers
* Debates
* Questions
» Statements
* Legislation

* Committees
* Select Committees
* General Committees (legislative committees)
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Legislation

* Most new legislation is introduced by the Government
* All legislation must be scrutinised by both Houses of Parliament

* Members suggest changes (“amendments”) at particular stages
throughout the legislative process

* All Bills before Parliament can be viewed and tracked at
www.parliament.uk — including Bill documents, explanatory
notes, amendments, committee minutes and Library briefings

AN ACT

roviston with respect to the powers of the
Hoie ot Lords 1 relation to those of the 9
I use of Commcrs and to limit the duratior
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9 Second Reading

Each House considers the
other’'s amendments. A Bill Royal
may go back and forth Sl  SeREI A nt
between each House until
agreement is reached.
. . G
Third Reading g )
Report Stage &/ QM
— ey (1/' n
Committee Stage G Queen’s assent formally
b notified to both Houses;
- he Bill
Second Reading 9 he Ba'n :::v(lmmes/
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* Both Houses establish Select Committees to conduct inquiries
and to produce reports on a range of matters, from the conduct

of Government to specialist subject areas
* Invite evidence from witnesses

* Government must respond to Select Committee reports
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Select Committees: getting involved |

» Committees issue a “call for evidence”
» Committees also send out updates on Twitter

» Respond by submitting written evidence - this may lead to an
invite to give oral evidence

» Committees sometimes appoint a specialist adviser when
expertise is needed to inform oral evidence sessions or shape a
report. Advisers are usually academics/expert practitioners

* You could offer to host a visit for a Select Committee

* Suggest a subject for a Select Committee inquiry to the Clerk or
to Members of that Committee

November 22, 18 12
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Commons and Lords Libraries

Provide specialist impartial information and briefing service for
MPs, Peers, their staff, committees and staff of the Houses

Produce wide range of briefing material

Work tends to be reactive and responsive to questions from
Members, business in each House and current affairs.

Briefings available online at www.parliament.uk under research
publications a2

13
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Who uses research in the UK Parliament? FOSI

House of Commons House of Lords
Select Committees Select Committees

House of Commons Library House of Lords Library

Legislation — particularly Public Bill Committees

POST

MPs’ researchers Peers’ researchers

All Party Parliamentary Groups
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Who works in POST: research teams, staff

What POST does: Horizon scanning, reactive advice, knowledge
exchange, training

Fellowships at POST

Get involved with POST
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* Bridging research and policy
* Science in the broadest sense of the word

* To ensure that the best available research evidence feeds
into the legislative process and scrutiny of Government
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POST’s history

* Early 1980s: The office was first suggested
* 1989: POST was launched (with charitable funding)

* 1992: POST was adopted as a Parliamentary body
(subject to regular reviews)

* 2001: POST was established as a permanent
institution (funded by Parliament)
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POST’s research teams

Biological Physical
sciences and sciences and
health computing
Energy and Social
environment sciences

Department of Science, Technology,

Engineering and Public Policy
UCL STEaPP
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What POST does

* Partnering with academia and industry to ensure the best
available evidence is incorporated into policy

 Organising timely advice to be presented to Parliamentarians

* Synthesising research evidence into summaries accessible to
policy-makers

* Training the next generations of policymakers and policy-wise
researchers
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What POST does: activities

* Horizon scanning
* POSTnotes

Reactive advice to Committees and the Libraries
* POSTbriefs

* Ad hoc assistance

Knowledge Exchange — external to Parliament
* Brokering service = academia, industry, learned societies
* Training and informing
 Widening participation

Knowledge_ Exchange — internal to Parliament
* Embedding research evidence use & appraisal

* Events

Traininsg‘_ _
* POST Fellowships
* Academic Fellowships

November 22, 18 21
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Horizon scanning :

POSTnotes B HOUSES of PARUAMENT
. . EOSTNONE
* Primary, flagship product . .

Online Information and Fake News
* Topics: less evidence, more controversial,
developing areas

* Horizon scanning (1 year) ot e
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Reactive advice to Committees and the Library
POSTbriefs
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Topics: yield to systematic review and
evidence synthesis

Responsive
Few, if any, interviews
Digital first e

Primarily to support committee inquiries,
secondarily to support library sections

Main customers: committees
Academic-style peer review

POSTbrief

Data encryption

November 22, 18 23
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Knowledge exchange — external to Parliament

The Knowledge Exchange unit supports the
exchange of information and expertise between
researchers and the UK Parliament.

« Contact, advice and training for academics,
including regional event series

» Facilitating and strengthening engagement
between UK Parliament and diverse groups of
researchers

* Online resources: www.parliament.uk/
research-impact

* Liaison with Research England on REF and KEF

November 22, 18 24
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Research impact at the UK Parliament S —— e —

Everything you need to know to engage with Parliament as 3 researcher. vy
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Find out more about Pariament and the
2014 and 2021 Research Excellence
Framework exercises.

Find out more about the role of
Parfiament.

Find out first-hand what it's like to engage
with Parfiament from academics who have
done $0.
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Knowledge exchange — internal to Parliament

POST events provide a forum for researchers
and parliamentarians to meet, exchange
knowledge and ideas and form relationships

Recent topics include:
* The science of managing UK fisheries
 Why scrutinising evidence matters |
* LGBT+ health inequalities

* Sleep and health

* Rise of experimental Government

November 22, 18
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Training

POST Fellowships:
PhD students
Run with Research Councils, learned societies and charities

Parliamentary Academic Fellowship Scheme:
Specific research projects issued by Parliament, or project
proposed by academic
Currently under evaluation — see webpage for next opportunities

House of Commons/PSA Academic Fellowship Scheme:
Senior political and social scientists researching Parliament
Currently under evaluation — see webpage for next opportunities

https://www.parliament.uk/academic-fellowships
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POST Fellowships

« www.parliament.uk/postfellowships

* Fellows have gone on to policy jobs in government, research councils
and learned bodies.

* Fellowship Iglacements also available at SPICe, Welsh Assembly, NI
assembly (RalSe), Royal Society, Centre for Science and Policy, GO-
Science, Government Departments (DfE, DCMS, Home Office etc?
Academy of Medical Science, Food Standards Agency, Public Hea th _
England, Scottish Environment Protection Agency, Sentencing Council,
\S(out_h Justice Board for Eng and Wales, HM Courts and Tribunal

ervices...
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The Application Process |

* I applied through the RCUK policy internship scheme
» STFC only funds POST and the Government Office for Science
* 1 STFC fellow per year at each

* Application deadline ~August, interviews ~QOctober

* Material needed

* Sample POSTnote (2 page limit)

* CV

* Answers to application questions (~1,500 words)
* Time consuming application — start early

* Happy to offer advice to potential applicants

November 22, 18 29
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I worked at POST for three months from April to June 2018
* My POSTnote topic was the security of UK telecommunications

November 22, 18
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The Topic

Publications v Events v

Policy . ¢

About Us v
Exchange o

Blogs

CED 2 0 o

Undersea Cables:
Indispensable, insecure

Dec 1,2017

Read Publication

Europe

Russian submarines are prowling around vital
undersea cables. It’s making NATO nervous.

® 15 December 2017 B f

November 22, 18
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JOIN US SUBSCRIBE /|

ALSAY  SPORT  CULTURE VIDEO INDYBEST  LONGREADS  INDY100  VOUCHERS

This incredible map shows the
undersea cables that keep the internet
alive — and security services are
worried Russia could cut them

@ Your account ; ¢ Weather

News Sport iPlaye

World Business Politics Tech Science Health Famil

England  N.lIreland  Scotland Alba Wales  Cymru Local News

Russia a 'risk' to undersea cables,
defence chief warns

© v X
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Researching and Writing

1. Gather information

* Reading press releases, Government reports...

2. Interview 20-35 experts

* Lead Government department, regulator,
industry experts, academics...

3. Write and (re)write
 Balance the views of different organisations

* 4. Peer review
* Send the note to experts for comment

November 22, 18
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The End Result

* Publicly available on Parliament website

* Featured in the National Cyber Securi
Centre Weekly Threat Report

National Cyber

Security Centre
a part of GCHQ

Search

Guidance = Threats Marketplace ' Education & Research ' Insight | Press & Media Topics

Incident Management

Alerts and advisories Reports Join our CiSP Community

Home Threats Reports

Report

Weekly Threat Report 31st B Securty Gente
August 2018

WEEKLY THREAT
Created: 31 Aug 2018 REPORT
Updated: 31 Aug 2018
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POSTNOTE

Number 584 August 2018

Security of UK Telecommunications

Telecommunications networks are essential for

the day-to-day running of UK businesses and
public services, but concerns have been raised
recently over their security.’® This POSTnote
outlines the threats to these networks, the
ability of networks to cope with disruption, and
possible protective measures.

Background

UK businesses, government agencies and other bodies are
dependent on telephone and internet services provided by
telecommunications (telecoms) networks to carry out daily
operations.* Telecoms networks also provide services
integral to the health and social life of the population.*5 The
Government has recognised telecoms as one of 13 critical
national infrastructure (CNI) sectors — a term signifying
infrastructure that is pivotal to the functioning of the UK.®

Overview

m Telecommunications networks face a range
of physical and cyber threats that may be
malicious, non-deliberate or naturally
occurring.

m Concerns have recently been raised about
the security of the undersea cables that
carry 97% of global communications.'

W The Communications Act 2003 requires
telecommunications companies to maintain
the security and resilience of their networks.

® While there is no mandated security and
resilience standard for telecommunications,
Ofcom provides guidance on how
companies can meet their obligation.

W Resilience methods include investing in
duplicates of infrastructure and installing
back-up power supplies.

employees who create opportunities for physical or cyber-

attacks through their legitimate access to an organisation's

assets. This note focuses on physical and cyber threats to

telecoms networks, covering:

® the infrastructure of public telecoms networks and how
they are connected internationally;

® physical threats to networks and measures in place to
address them; and

® cyber threats and measures to mitigate them.

Tel icati Infr ture

The UK's Chief of the Defence Staff recently the
threat posed by submarines to undersea telecoms cables,
following reports of an increase in Russian submarine
activity near the cables.”® Undersea cables connect

Telecoms networks rely on infrastructure to connect users to
others in the UK and internationally. Networks comprise two
main parts: a ‘core’ and an ‘access’ network.* A core (or

different countries together, an 97%
of all global communications and over $10 trillion of financial
transactions every day.’'® UK telecoms companies are also
increasingly targeted by cyber-attacks, with 66% reporting a
rise in attacks targeting personal data between 2016 and
2017."" In addition, the CEO of the National Cyber Security
Centre confirmed that there have been Russian cyber-
attacks against UK telecoms companies. 2

The Government classifies threats to CNI as physical, cyber
or personnel-related.® Physical attacks occur when damage
is caused by physical means, for example if cables are cut
by an attacker. Cyber-attacks occur when a computer
system is hacked or disrupted. Personnel threats arise from

The Parliamentary Office of S

nce and Technology, Westminster, London SW1A 0AA; Tel: 020 7219 21

L ') network connects telecoms networks and
carries large volumes of communication data across the
country. There are several different but interconnected core
networks owned by BT, Virgin Media and others (including
mobile operators).* Core network infrastructure can also be
provided by third parties.'*5 Access networks connect
customers to the core network in a local area, either via
cables or wirelessly using radio signals.*

Fixed-Line Networks

Fixed-line networks provide telephone, TV and broadband
internet services (POSTnote 494). Fixed-line core networks
(such as those owned by BT and Virgin Media) are made up
of telephone exchanges that contain a system of switches to

mail: post@parliament.uk www.parliamentuk/post
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Perks

* Tour of Parliament

* Free roam of Parliamentary estate
* Debates in the Commons or Lords
* Prime Ministers Questions

* Secret entrance to Parliament from
Westminster tube

* Many (taxpayer subsidised...) bars and
restaurants

» Accommodation and travel expenses

November 22, 18
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Reflections

* Giving up research for three months can be daunting
* Ongoing roles like liaisons need to be covered or given up
* Hard to fit around LTA
* Good if waiting on MC or stripping
 Getting back into research was surprisingly quick and easy

* No strings attached way to find out what it’s like to work in
policy
* Opens doors to policy and science communication jobs

November 22, 18 35
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Get involved with POST |

* Apply for a Fellowship

* Contribute to a current note

* Sign up to our mailing list

* Follow us on Twitter: @POST UK

* Propose a POSTnote

* Attend an event

* See www.parliament.uk/POST for all of the above

November 22, 18 36
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Contact us POST

Houses of Parliament
Westminster
SW1A 0AA

post@parliament.uk
+44 (0)20 7219 2840
@post_uk
parliament.uk/post



