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/EEK and ELK

* Small setup of ZEEK and ELK
* Monitoring Grid Services through ZEEK

* But not much interesting data

* Plan to monitor Physics department network
* Waiting for network restructure

* Installed a MISP instance and long term plan is to integrate with ZEEK
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OpenVas

* Running OpenVas for Vulnerability Scanning

* Installed on top of Kali Linux
* Mostly worked out of box

* We have quite a few vlans and subnets so scanning across network
range takes too much time

* So running ‘nmap —sn <ip-range>" first and then feeding that list as
input for openvas scan.
* Much better
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OpenVas

* Quite satisfy with the tool
* Completely free
e Active mailing list

* Reporting is not very intuitive and can be difficult to navigate
* 100 page PDF reports
* Fair number of false positives

e Can be unstable
* Problem might be at my end



What We Want

* Classify nodes on basis of types
» Servers, Desktop, DAQ, Switches, Network attached devices

* Classify on basis of ownership structures
* Sub-department, web admin, desktop admin

* Classify on basis of data sensitivity
* Status over the time
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date: Tue Jul 3 13:43:13 2018 risk score name: medium wvulnerability detection method: Details: DCE/RPC and MSRPC Services
Enumeration Reporting (OID: 1.3.6.1.4.1.25623.1.0.00736) Version used: $Revision: €319 § false pos: O severity rate: High

type: json see also: report ids: 22d75282-f27f-48f3-bb2b-a08d40fE594b path: Jopt/vulnwhisperer/openvas/fopenvas_scan_2247
528227 f48f3bb2baledd0fE594b_1530625393, js0on  hostname: protocol: tcp high: 68 solution: Filte

r incoming traffic to this ports. affected software:  host: links: fompPcmd=get_reportdreport_ids=

date: Tue Jul 3 13:43:13 2018 risk score name: mwedium vulnerability detection method: Details: DCE/RPC and MSRPC Services
Enumeration Reporting (0ID: 1.3.6.1.4.1.25623.1.0.10736) Version used: $Revision: £319 § false pos: 0 severity rate: High

type: json see also: report ids: zzdrszez-farf-4efi-bbzb-al8d40feEss4b path: SoptSvulnwhisperer/openvas/openvas_scan_z22d7
S282f27f48f3bb2ba0ada0fas9ab_1530625393, json  hostname: S © protocol: tcop high: 68 solution: Filte

r incoming traffic to this ports. affected software: host : links: SompTcmd=get_reporti&report_ids

date: Tue Jul 3 13:43:13 2018 risk score name: medium vulnerability detection method: Details: DCE/RPC and MSRPC Services
Enumeiration Reporting (0ID: 1.3.6.1.4.1.25623.1.0.10736) Version used: JRevision: £319 § false pos: O severity rate: High

type: Jjson see_also: report ids: 22d75282-f27f-a8f3-bb2b-a08d40f8594b path: Jopt/vulnwhisperer/openvas/openvas_scan_22d7
5282f 27 T4af3bb2balEdd0fE594b_1530625393. json  hostname: protocol: tcp high: 68 solutiom: Filter

incoming traffic to this ports. affected software:  host: links: JompTomd=get_reportdreport_jd=22

date: Tue Jul 3 13:43:13 2018 risk score name: medium wvulnerability detection method: Details: DCE/RPC and MSRPC Services
Enumeration Reporting (0ID: 1.3.6.1.4.1.25623.1.0.10736) Version used: $Revision: €319 § false pos: O sewverity rate: High
type: json see also: report ids: zzdrszez-farf-4efi-bbzb-aled40fessdb path: SoptSvulnwhisperer/openvas/openvas_scan_zz2d7
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Uses lucene query syntax n
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