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Abstract - Current advances in research, development
and application of artificial intelligence (Al) systems
have yielded a far-reaching discourse on Al ethics. In
consequence, a number of ethics guidelines have been
released in recent years. These guidelines comprise
normative principles and recommendations aimed to
harness the “disruptive” potentials of new Al
technologies. Designed as a comprehensive evaluation,
this paper analyzes and compares these guidelines
highlighting overlaps but also omissions. As a result, |
give a detailed overview of the field of Al ethics. Finally,
I also examine to what extent the respective ethical
principles and values are implemented in the practice
of research, development and application of Al systems
- and how the effectiveness in the demands of Al ethics
can be improved.

Keywords - artificial intelligence, machine learning,
ethics, guidelines, implementation

1 Introduction

The current Al boom is accompanied by constant calls
for applied ethics, which are meant to harness the
“disruptive” potentials of new Al technologies. As a
result, a whole body of ethical guidelines has been
developed in recent years collecting principles, which
technology developers should adhere to as far as
possible. However, the critical question arises: Do
those ethical guidelines have an actual impact on
human decision-making in the field of Al and machine
learning? The short answer is: No, most often not. This
paper analyzes fifteen of the major Al ethics guidelines
and issues recommendations on how to overcome the
relative ineffectiveness of these guidelines.

Al ethics - or ethics in general - lacks mechanisms to
reinforce its own normative claims. Of course, the

enforcement of ethical principles may involve
reputational losses in the case of misconduct, or
restrictions on memberships in certain professional
bodies. Yet altogether, these mechanisms are rather
weak and pose no eminent threat. Researchers,
politicians, consultants, managers and activists have to
deal with this essential weakness of ethics. However, it
is also a reason why ethics is so appealing to many Al
companies and institutions. When companies or
research institutes formulate their own ethical
guidelines, regularly incorporate ethical
considerations into their public relations work, or
adopt ethically motivated “self-commitments”, efforts
to create a truly binding legal framework are
continuously discouraged. Ethics guidelines of the Al
industry serve to suggest to legislators that internal
self-governance in science and industry is sufficient,
and that no specific laws are necessary to mitigate
possible technological risks and to eliminate scenarios
of abuse (Calo 2017). And even when more concrete
laws concerning Al systems are demanded, as recently
done by Google (Google 2019), these demands remain
relatively vague and superficial.

Science- or industry-led ethics guidelines, as well as
other concepts of self-governance, may serve to
pretend that accountability can be devolved from state
authorities and democratic institutions upon the
respective sectors of science or industry. Moreover,
ethics can also simply serve the purpose of calming
critical voices from the public, while simultaneously
the criticized practices are maintained within the
organization. The association “Partnership on Al"
(2018) which brings together companies such as
Amazon, Apple, Baidu, Facebook, Google, IBM and Intel
is exemplary in this context. Companies can highlight
their membership in such associations whenever the
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privacy protection 14
accountability 13
fairness, non-discrimination, justice 13
transparency, openness 10
safety, cybersecurity 10
common good, sustainability 9
explainability, interpretabiliy 8
human oversight, control, auditing 8
dual-use problem, military, Al arms race 6
solidarity, inclusion, social cohesion 6
science-policy link 5
field-specific deliberations (health, military, mobility etc.) 5
diversity in the field of Al 5
public awareness, education about Al and its risks 5
future of employment 4
human autonomy 4
protection of whistleblowers 1
hidden costs (labeling, clickwork, material resources etc.) 1
affiliation (government, industry, science) government science science science science science science science science industry industry industry industry industry industry
number of ethical aspects 8 7 11 11 11 9 11 5 11 10 8 6 6 5 8
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Private traits and attributes are predictable from
digital records of human behavior
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teren Computer-based personality judgments are more
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from Likes. T 28, 2014)

* personality analysis, image

Judging others’ personalities is an essential skill in successful social
living, as personality is a key driver behind people’s interactions,

psychological traits (11). We used LASSO (least absolute
shrinkage and selection operator) lincar regressions (15) with

prediction ac behaviors, and emotions. Although accurate personality judg-  10-fold so that j for each

personality t ments stem from social-cognitive skills, developments in machine  were made using models developed on a different subsample
butes and Li jearning show that computer models can also make valid judg-  of participants and their Likes. Likes are used by Facebook
and privacy. ments. This study compares the accuracy of human and com- association with online and offline

social network
big data | dat

puter-based personality judgments, using a sample of 86,220
who a 100-item ionnai

users 10 cxpress posi
objects, such as products, activities, sports, musicians, books,

We show that (i) computer predictions based on a generic digital
footprint (Facebook Likes) are more accurate (r = 0.56) than those
made by the participants’ Facebook friends using a personality
questionnaire (r = 0.49); (ii) computer models show higher inter-
judge agreement; and (iii) computer persm.lky judgments have
higher external validity when predi life outcomes such as
substance use, political attitudes, and physical health; for some
outcomes, they even outperform the self-rated personality scores.

or websites. n the variety of objects, subjects,
brands, and people that can be liked and the number of
Facebook users (>1.3 billion), Likes represent one of the most
generic kinds of digital footprint. For instance, liking a brand or
a product offers a proxy for consumer preferences and purchasing
behavior; music-related Likes reveal music taste; and liked web-
sites allow for approximating web browsing behavior. Conse-
quently, Like-based models offer a good proxy of what could be

z

Computers outpacing hu....,., in personality judgment presents  achicved based on a wide range of other digital footprints such as
16 the eas it web browsing logs, web search queries, or purchase records (11).

Human personality judgments were obtained from the pas

ipants’ Facebook friends, who were asked to describe a given

recognition, disease prediction
etc.

ical assessment, markeung and privacy.

personality judgment | social media | computational social science |

artificial intelligence | big data Significance
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Facebook language predicts depression in
medical records
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13 : important marker. Relatively few studies of language in AD quantify the impairments in connected speech using computational
14 ; jecti i f-the-art accuracy in identifying Alzheimer's disease from short narrative
N samples elcited with a pcture description task, and to uncover the salient linguistc factors with a statistical factor analysis.
15 The studv h b g Methods: Data are derived from the DementiaBank corpus, from which 167 patients diagnosed with “possible” or “probable”
- ids AD provide 240 narrative samples, and 97 controls provide an additional 233. We compute a number of linguistic variables
16 from the transcripts, and acoustic variables from the associated audio files, and use these variables to train a machine learning
3 7 classifier to distinguish between participants with AD and healthy controls. To examine the degree of heterogeneity of linguistic
Dy A 1 impairments in AD, we follow an exploratory factor analysis on these measures of speech and language with an oblique promax
. I sotation, and provide interpretation for the resulting factors.
/ ! Results: We obtain state-of-the-art classification accuracies of over 81% in distinguishing individuals with AD from those
: BB ) without based on short samples of their language on a picture description task. Four clear factors emerge: semantic impairment,
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- T § Conclusion: Modern machine learning and linguistic analysis will be increasingly useful in assessment and clustering of
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Accountability (13/15)

* who can be held
legally responsible?

* Al systems as
“e-persons”




Fairness (13/15)

* algorithmic
discrimination
* bias in training data

* solutions provided
by FAT ML
community
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Transparency (10/15)

* problem of non-
transparent

organizations dealing
with Al

* information
asymmetries




Safety (10/15)

* dealing with security
vulnerabilities

* data poisoning
attacks, adversarial
examples etc.
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* idea of Al fostering Al for Good
sustainability goals
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Explainability (s/15)

. black box
input

: . output
machine learning model

* black box problems
« XAI

Locally welghted
regressmn
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Human oversight (s/15)

* developing auditing mechanisms
* human in the loop




Dual-use problem (06,15

%) Rob Lach
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* opposing the military use of Al
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Solidarity, social cohesion (6/15)

Al and social media

* speaking against filter
bubbles, micro targeting,
radicalization etc.




Science-policy link (5/15)

* multistakeholder approach

* connecting science,
industry and politics v

A
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Field-specific deliberations (5/15)

Al in specific social systems or fields
* medicine, military, mobility etc.




Diversity in the field of Al (5/15)

* diversity crisis in the
Al sector

e statistics show blatant
inequalities

Taiwan
Netherlands
France
Denmark
Austria
Japan
China

USA
Singapore
South Korea
Russia
Canada
Italy
Switzerland
Spain

Israel
United Kingdom
Germany
Australia
Belgium
India
Finland
Sweden

ELEMENT"

The Gender Imbalance in Al Research Across 23 Countries

¥ % MEN

73.91%
79.17%
8512%
85.29%
85.71%
85.71%
85.93%
86.57%
87.88%
87.93%
89.47%
89.61%
90.00%
90.28%
91.30%
91.80%
91.81%
92.42%
92.50%
92.86%
94.44%
95.65%
100.00%

TOTAL AVERAGE

¥ 88% MEN 4 % WOMEN

*Among 4000 researchers who have been published at the leading conferences NIPS, ICML or ICLR in 2017



Public awareness, education about Al (5/15)

e creation of educational curricula
and public awareness activities




Future of employment (4/15)

* ideas about robot
taxes, universal basic
iIncome etc.




Human autonomy (4/15)

* not using Al for behavior
manipulation

* nudging, micro targeting,
personalized online
advertising, captology, etc.




Protection of whistleblowers (2/15)

* need for better
protection




Hidden costs (1/15)

Anatomy of an Al system

tudy of the Amazon scha a5 a.

* labeling factories
(clickwork),
content
moderation,
energy, material
resources etc.




Guidelines

-
m
S 3 o g f? § g g E
5 m = 32|82 |[83%F z
+ E = -] 'E' a = S5 S0 = m
o o O O m o = = =1 <
() (=] = w 0 T o =5 .2 _— =h o
3 B < ® > > > 2| 32 3N 5 2 2 o
) > 2 = = - o o> > - = o s
2 3 D > 2. 9 ® c @ = > 3 = ) S
s 3 - & = g g 3 ¥ 5| 28 |6 1@ = o = -2 g .
o0 5 5 > o 2=>»| oo |wE3 B 3 2 3 m = 5
3 g - = 3 R R 2 33| >3 258 S S B g % 2 g
=w o 2 N N N T 8| » a = = =2 @ °
23 &®¢ | 8 > 2 2 2 |22: | 385 53§ 2 = § &8 | £ |3
Sz ©38 S > & S © |F23 %5 Fso| 3 3 2 =g | 5 |
o 2 o o -y o = -] E] 3 o e =g ® 5 = 2 o ° ) s
o O o =l 1] 1] 0] w o T o 9 M = = a 3 ) =] 3
= 3 > 5 ° ° ° + O = ® I = 0, [ > >
S w = o, o o o o 5 = g s T P T oS - 3 >
& T = S =3 =3 =3 3 = = Q - 0 < o o (0] =4
A > g B¢ 223 ° : g 5
= —_ = O 4 o
o 7 o @ *+ = | @ 3 2 s 8 o L
5 5 = g3 2% 533 °
S =2 > o
8 3 2 B& 278
privacy protection 14
accountability 13
fairness, non-discrimination, justice 13
transparency, openness 10
safety, cybersecurity 10
common good, sustainability 9
explainability, interpretabiliy 8
human oversight, control, auditing 8
dual-use problem, military, Al arms race 6
solidarity, inclusion, social cohesion 6
science-policy link 5
field-specific deliberations (health, military, mobility etc.) 5
diversity in the field of Al 5
public awareness, education about Al and its risks 5
future of employment 4
human autonomy 4
protection of whistleblowers 1
hidden costs (labeling, clickwork, material resources etc.) 1
affiliation (government, industry, science) government science science science science science science science science industry industry industry industry industry industry
number of ethical aspects 8 7 11 11 11 9 11 5 11 10 8 6 6 5 8




,Unethical” behaviour xish-cephartetar 2010

individual characteristics

moral development
idealism
machiavellianism
job satisfaction
education level

characteristics of the moral issue

concentration of
consequences

magnitude of
consequences

probability of effect
proximity

environment
characteristics

egoistic ethical climate

benevolent ethical
climate

code existence
code enforcement

appreciation of ethical

behaviour

,unethical”
behaviour /
intentions in
organisations
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