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What is AI Safety?

✓  We can all agree, we should try not to get murdered by robots



What is AI Safety?

For starters, let’s not get killed by this robot!



Tesla Adversary
Wipers engaged by carefully-chosen noise

https://www.youtube.com/watch?v=6QSsKy0I9LETencent

https://www.youtube.com/watch?v=6QSsKy0I9LE


Tesla Adversary
Stickers placed on pavement at intersection

https://www.youtube.com/watch?v=6QSsKy0I9LETencent

https://www.youtube.com/watch?v=6QSsKy0I9LE


Tesla Adversary
Autopilot veers into oncoming lane!!

https://www.youtube.com/watch?v=6QSsKy0I9LETencent

https://www.youtube.com/watch?v=6QSsKy0I9LE


Tesla Autopilot Attack

Whitepaper by Tencent Security Lab

Nearly imperceptible artifacts can create imaginary lanes, 
traffic signs, etc:

https://keenlab.tencent.com/en/whitepapers/Experimental_Security_Research_of_Tesla_Autopilot.pdf?utm_campaign=the_algorithm.unpaid.engagement&utm_source=hs_email&utm_medium=email&utm_content=71373464&_hsenc=p2ANqtz--JBcpulYc-GW10QtUBBH_VTXHIiaAgdM-w3SdhQ1uop_m2MwFNQK8b-uDQ6hEgwH-08IpeSACOY432EYgtoku-uYAOZA&_hsmi=71373464


AI Ethics
But it’s not all just killer robots!



AI Ethics
But it’s not all just killer robots!



AI Ethics
But it’s not all just killer robots!



AI Ethics
But it’s not all just killer robots!



What about HEP?



What about HEP?



AI & HEP
• Deep learning is becoming 

increasingly pervasive in our 
field


• We should at least consider 
whether some of the issues 
identified in other fields 
applies to us


• In particular, we investigate 
whether there exists some 
kind of systematic bias that 
could affect science results [data I scraped from arXiv in November]



Adversarial Examples

arXiv:1412.6572

• Goodfellow et al. show formally that the sensitivity of a network to these 
types of attack scales with input dimensionality 

• Empirical evidence also suggests that deep networks are more 
susceptible

Fast Gradient Sign Method:

https://arxiv.org/abs/1412.6572


Adversarial Examples
What happens if we do this to, say, a jet, when shown to


a QCD/Boson tagger?

J = {(pkT, ⌘k,�k) : k = 1 . . . NJ}
<latexit sha1_base64="TNIYxzprg3By1we59Gj75bHM9/w="></latexit>



Adversarial Examples
What happens if we do this to, say, a jet, when shown to


a QCD/Boson tagger?

�J = sign[rJLXE(f(J), ytarget)]
<latexit sha1_base64="fPix3SX6WMsVPtUXmoueAu05jp4="></latexit>

* Here, f(J) is the 
classifier network

J = {(pkT, ⌘k,�k) : k = 1 . . . NJ}
<latexit sha1_base64="TNIYxzprg3By1we59Gj75bHM9/w="></latexit>



Adversarial Examples
What happens if we do this to, say, a jet, when shown to


a QCD/Boson tagger?

pT = 2.0 TeV

m = 143.0 GeV


Pr(signal | J) = 42%

Perturb pT/eta/phi

of constituents


(Scale 0-1 GeV)

+

�J = sign[rJLXE(f(J), ytarget)]
<latexit sha1_base64="fPix3SX6WMsVPtUXmoueAu05jp4="></latexit>

* Here, f(J) is the 
classifier network

J δJ

J = {(pkT, ⌘k,�k) : k = 1 . . . NJ}
<latexit sha1_base64="TNIYxzprg3By1we59Gj75bHM9/w="></latexit>



Adversarial Examples
What happens if we do this to, say, a jet, when shown to


a QCD/Boson tagger?

pT = 2.0 TeV

m = 143.0 GeV


Pr(signal | J) = 42%

pT = 2.0 TeV

m = 142.0 GeV


Pr(signal | J) = 79%

Perturb pT/eta/phi

of constituents


(Scale 0-1 GeV)

+ =

�J = sign[rJLXE(f(J), ytarget)]
<latexit sha1_base64="fPix3SX6WMsVPtUXmoueAu05jp4="></latexit>

* Here, f(J) is the 
classifier network

J δJ

J = {(pkT, ⌘k,�k) : k = 1 . . . NJ}
<latexit sha1_base64="TNIYxzprg3By1we59Gj75bHM9/w="></latexit>



Detector Systematics

• Taking this further, imagine an arbitrary “particle-level” jet j


• Simulation maps these to an observed object


• If this jet is from an LHC collision, the physical ATLAS 
detector will map it to a different object

J = Dsim(j)
<latexit sha1_base64="dzOQZ5G3EgRmMMITA4lbOxheR90=">AAAB/HicbVDLSgMxFM34rPU12qWbYBHqpsxUQTdCURfiqoJ9QDsMmTRtY5PMkGSEYai/4saFIm79EHf+jZl2Ftp6IHA4517uyQkiRpV2nG9raXlldW29sFHc3Nre2bX39lsqjCUmTRyyUHYCpAijgjQ11Yx0IkkQDxhpB+OrzG8/EqloKO51EhGPo6GgA4qRNpJvl24vrv0eR3okeaoon1Qejn277FSdKeAicXNSBjkavv3V64c45kRozJBSXdeJtJciqSlmZFLsxYpECI/RkHQNFYgT5aXT8BN4ZJQ+HITSPKHhVP29kSKuVMIDM5nFVPNeJv7ndWM9OPdSKqJYE4FnhwYxgzqEWROwTyXBmiWGICypyQrxCEmEtemraEpw57+8SFq1qntSrd2dluuXeR0FcAAOQQW44AzUwQ1ogCbAIAHP4BW8WU/Wi/VufcxGl6x8pwT+wPr8AS82lHg=</latexit>

J 0 = Ddet(j)
<latexit sha1_base64="Ret6JcL02wQdXgk5O+hFVY8m85A=">AAAB/XicbVDLSsNAFJ34rPUVHzs3g0Wsm5JUQTdCURfiqoJ9QBvCZDJpx84kYWYi1FD8FTcuFHHrf7jzb5y0WWjrgYHDOfdyzxwvZlQqy/o25uYXFpeWCyvF1bX1jU1za7spo0Rg0sARi0TbQ5IwGpKGooqRdiwI4h4jLW9wmfmtByIkjcI7NYyJw1EvpAHFSGnJNXdvDs+v3C5Hqi946hM1Kt8fuWbJqlhjwFli56QEctRd86vrRzjhJFSYISk7thUrJ0VCUczIqNhNJIkRHqAe6WgaIk6kk47Tj+CBVnwYREK/UMGx+nsjRVzKIff0ZBZTTnuZ+J/XSVRw5qQ0jBNFQjw5FCQMqghmVUCfCoIVG2qCsKA6K8R9JBBWurCiLsGe/vIsaVYr9nGlentSql3kdRTAHtgHZWCDU1AD16AOGgCDR/AMXsGb8WS8GO/Gx2R0zsh3dsAfGJ8/f/+UnQ==</latexit>



Detector Systematics

• We often train ML models, and design analyses using 
simulated events


• Therefore the expected network response: 
 
is a key part of our statistical models


• However, what is observed in an analysis signal region is:
yobs = f [Ddet(j)]

��
j⇠physics

<latexit sha1_base64="fQw9xpuWqZY/dvyCy2VV/5k/JFA="></latexit>

yexp = f [Dsim(j)]
��
j⇠physics

<latexit sha1_base64="LDIclJtclRnH2oXVZBS/xajrs/8="></latexit>



Detector Systematics
• Obviously, we do our best to minimize the difference 

between            and            


• But what if we tried to do our worst?

Dsim
<latexit sha1_base64="leuMG50mO/b0HHHzu6PzCdIRQik=">AAAB9XicbVDLSgMxFL1TX7W+qi7dBIvgqsxUQZdFXbisYB/QjiWTZtrQJDMkGaUM/Q83LhRx67+482/MtLPQ1gOBwzn3ck9OEHOmjet+O4WV1bX1jeJmaWt7Z3evvH/Q0lGiCG2SiEeqE2BNOZO0aZjhtBMrikXAaTsYX2d++5EqzSJ5byYx9QUeShYygo2VHm76PYHNSIlUMzHtlytu1Z0BLRMvJxXI0eiXv3qDiCSCSkM41rrrubHxU6wMI5xOS71E0xiTMR7SrqUSC6r9dJZ6ik6sMkBhpOyTBs3U3xspFlpPRGAns4x60cvE/7xuYsJLP2UyTgyVZH4oTDgyEcoqQAOmKDF8YgkmitmsiIywwsTYokq2BG/xy8ukVat6Z9Xa3XmlfpXXUYQjOIZT8OAC6nALDWgCAQXP8ApvzpPz4rw7H/PRgpPvHMIfOJ8/+mGS0w==</latexit>

Ddet
<latexit sha1_base64="21p+og5rmD3Qlpnk/KMUnCE6O/I=">AAAB9XicbVDLSgMxFL1TX7W+qi7dBIvgqsxUQZdFXbisYB/QjiWTSdvQJDMkGaUM/Q83LhRx67+482/MtLPQ1gOBwzn3ck9OEHOmjet+O4WV1bX1jeJmaWt7Z3evvH/Q0lGiCG2SiEeqE2BNOZO0aZjhtBMrikXAaTsYX2d++5EqzSJ5byYx9QUeSjZgBBsrPdz0ewKbkRJpSM20X664VXcGtEy8nFQgR6Nf/uqFEUkElYZwrHXXc2Pjp1gZRjidlnqJpjEmYzykXUslFlT76Sz1FJ1YJUSDSNknDZqpvzdSLLSeiMBOZhn1opeJ/3ndxAwu/ZTJODFUkvmhQcKRiVBWAQqZosTwiSWYKGazIjLCChNjiyrZErzFLy+TVq3qnVVrd+eV+lVeRxGO4BhOwYMLqMMtNKAJBBQ8wyu8OU/Oi/PufMxHC06+cwh/4Hz+AOgDksc=</latexit>

J = (pkT, ⌘
k,�k) : k = 1 . . . NJ

<latexit sha1_base64="d1KS1jXvTDm1lHEX6rMTSTvlTGQ=">AAACH3icbVDLSgMxFM34rPU16tJNsAgVpMxUURGEohvpQir0BX0MmTRtw2QeJHeEMvRP3PgrblwoIu76N6aPhbYeCDmcew7JPW4kuALLGhlLyyura+upjfTm1vbOrrm3X1VhLCmr0FCEsu4SxQQPWAU4CFaPJCO+K1jN9e7G89oTk4qHQRkGEWv5pBfwLqcEtOSYF0V8g5Ns5DR9An3pJ+Vh2zvFTQZkckd93vZOrrGnbXazE4LCD05x6JgZK2dNgBeJPSMZNEPJMb91mMY+C4AKolTDtiJoJUQCp4IN081YsYhQj/RYQ9OA+Ey1ksl+Q3yslQ7uhlKfAPBE/Z1IiK/UwHe1c7yFmp+Nxf9mjRi6V62EB1EMLKDTh7qxwBDicVm4wyWjIAaaECq5/iumfSIJBV1pWpdgz6+8SKr5nH2Wyz+eZwq3szpS6BAdoSyy0SUqoHtUQhVE0TN6Re/ow3gx3oxP42tqXTJmmQP0B8boB0QPoKE=</latexit>

Given a jet J and a classifier f(J): * Our samples are dijets (BG) 
and y+Z(qq) (signal), simulated 
With MG+pythia8+Delphes

We want to train an adversary g(J) so that:

g(J) 7! J 0
<latexit sha1_base64="yp7vcCj6aQW1o/j/vhl/BBAUIYU=">AAAB+HicbVBNS8NAEJ3Ur1o/GvXoZbGI9VKSKuix6EV6qmA/oA1ls920SzebsLsRaugv8eJBEa/+FG/+G7dtDtr6YODx3gwz8/yYM6Ud59vKra1vbG7ltws7u3v7RfvgsKWiRBLaJBGPZMfHinImaFMzzWknlhSHPqdtf3w789uPVCoWiQc9iakX4qFgASNYG6lvF4fl+jnqhThWOkL1s75dcirOHGiVuBkpQYZG3/7qDSKShFRowrFSXdeJtZdiqRnhdFroJYrGmIzxkHYNFTikykvnh0/RqVEGKIikKaHRXP09keJQqUnom84Q65Fa9mbif1430cG1lzIRJ5oKslgUJByZH2cpoAGTlGg+MQQTycytiIywxESbrAomBHf55VXSqlbci0r1/rJUu8niyMMxnEAZXLiCGtxBA5pAIIFneIU368l6sd6tj0VrzspmjuAPrM8f1hOR6A==</latexit>

Such that the classifier network sees everything as background:

f(J 0) = f(g(J)) = ybg
<latexit sha1_base64="1G06FDGYbqwrgYLDrsJ7dP+iA7o=">AAACAXicbZDLSsNAFIYn9VbrLepGcDNYxHRTkiroRii6ka4q2FpoQ5hMJ+nQyYWZiRBC3fgqblwo4ta3cOfbOGmz0NYfBj7+cw5nzu/GjAppmt9aaWl5ZXWtvF7Z2Nza3tF397oiSjgmHRyxiPdcJAijIelIKhnpxZygwGXk3h1f5/X7B8IFjcI7mcbEDpAfUo9iJJXl6Aee0TqpwUvoGb7RquWUOpnrTxy9atbNqeAiWAVUQaG2o38NhhFOAhJKzJAQfcuMpZ0hLilmZFIZJILECI+RT/oKQxQQYWfTCybwWDlD6EVcvVDCqft7IkOBEGngqs4AyZGYr+Xmf7V+Ir0LO6NhnEgS4tkiL2FQRjCPAw4pJ1iyVAHCnKq/QjxCHGGpQquoEKz5kxeh26hbp/XG7Vm1eVXEUQaH4AgYwALnoAluQBt0AAaP4Bm8gjftSXvR3rWPWWtJK2b2wR9pnz8F+ZQT</latexit>

But! We also require the adversary g, to be sneaky…



Detector Systematics
• Obviously, we do our best to minimize the difference 

between            and            


• But what if we tried to do our worst?
Given a jet J and a classifier f(J): * Our samples are dijets (BG) 

and y+Z(qq) (signal), simulated 
With MG+pythia8+Delphes

We want to train an adversary g(J) so that:

g(J) 7! J 0
<latexit sha1_base64="yp7vcCj6aQW1o/j/vhl/BBAUIYU=">AAAB+HicbVBNS8NAEJ3Ur1o/GvXoZbGI9VKSKuix6EV6qmA/oA1ls920SzebsLsRaugv8eJBEa/+FG/+G7dtDtr6YODx3gwz8/yYM6Ud59vKra1vbG7ltws7u3v7RfvgsKWiRBLaJBGPZMfHinImaFMzzWknlhSHPqdtf3w789uPVCoWiQc9iakX4qFgASNYG6lvF4fl+jnqhThWOkL1s75dcirOHGiVuBkpQYZG3/7qDSKShFRowrFSXdeJtZdiqRnhdFroJYrGmIzxkHYNFTikykvnh0/RqVEGKIikKaHRXP09keJQqUnom84Q65Fa9mbif1430cG1lzIRJ5oKslgUJByZH2cpoAGTlGg+MQQTycytiIywxESbrAomBHf55VXSqlbci0r1/rJUu8niyMMxnEAZXLiCGtxBA5pAIIFneIU368l6sd6tj0VrzspmjuAPrM8f1hOR6A==</latexit>

Such that the classifier network sees everything as background:

f(J 0) = f(g(J)) = ybg
<latexit sha1_base64="1G06FDGYbqwrgYLDrsJ7dP+iA7o=">AAACAXicbZDLSsNAFIYn9VbrLepGcDNYxHRTkiroRii6ka4q2FpoQ5hMJ+nQyYWZiRBC3fgqblwo4ta3cOfbOGmz0NYfBj7+cw5nzu/GjAppmt9aaWl5ZXWtvF7Z2Nza3tF397oiSjgmHRyxiPdcJAijIelIKhnpxZygwGXk3h1f5/X7B8IFjcI7mcbEDpAfUo9iJJXl6Aee0TqpwUvoGb7RquWUOpnrTxy9atbNqeAiWAVUQaG2o38NhhFOAhJKzJAQfcuMpZ0hLilmZFIZJILECI+RT/oKQxQQYWfTCybwWDlD6EVcvVDCqft7IkOBEGngqs4AyZGYr+Xmf7V+Ir0LO6NhnEgS4tkiL2FQRjCPAw4pJ1iyVAHCnKq/QjxCHGGpQquoEKz5kxeh26hbp/XG7Vm1eVXEUQaH4AgYwALnoAluQBt0AAaP4Bm8gjftSXvR3rWPWWtJK2b2wR9pnz8F+ZQT</latexit>

But! We also require the adversary g, to be sneaky…

J = {(pkT, ⌘k,�k) : k = 1 . . . NJ}
<latexit sha1_base64="TNIYxzprg3By1we59Gj75bHM9/w="></latexit>

Dsim
<latexit sha1_base64="leuMG50mO/b0HHHzu6PzCdIRQik=">AAAB9XicbVDLSgMxFL1TX7W+qi7dBIvgqsxUQZdFXbisYB/QjiWTZtrQJDMkGaUM/Q83LhRx67+482/MtLPQ1gOBwzn3ck9OEHOmjet+O4WV1bX1jeJmaWt7Z3evvH/Q0lGiCG2SiEeqE2BNOZO0aZjhtBMrikXAaTsYX2d++5EqzSJ5byYx9QUeShYygo2VHm76PYHNSIlUMzHtlytu1Z0BLRMvJxXI0eiXv3qDiCSCSkM41rrrubHxU6wMI5xOS71E0xiTMR7SrqUSC6r9dJZ6ik6sMkBhpOyTBs3U3xspFlpPRGAns4x60cvE/7xuYsJLP2UyTgyVZH4oTDgyEcoqQAOmKDF8YgkmitmsiIywwsTYokq2BG/xy8ukVat6Z9Xa3XmlfpXXUYQjOIZT8OAC6nALDWgCAQXP8ApvzpPz4rw7H/PRgpPvHMIfOJ8/+mGS0w==</latexit>

Ddet
<latexit sha1_base64="21p+og5rmD3Qlpnk/KMUnCE6O/I=">AAAB9XicbVDLSgMxFL1TX7W+qi7dBIvgqsxUQZdFXbisYB/QjiWTSdvQJDMkGaUM/Q83LhRx67+482/MtLPQ1gOBwzn3ck9OEHOmjet+O4WV1bX1jeJmaWt7Z3evvH/Q0lGiCG2SiEeqE2BNOZO0aZjhtBMrikXAaTsYX2d++5EqzSJ5byYx9QUeSjZgBBsrPdz0ewKbkRJpSM20X664VXcGtEy8nFQgR6Nf/uqFEUkElYZwrHXXc2Pjp1gZRjidlnqJpjEmYzykXUslFlT76Sz1FJ1YJUSDSNknDZqpvzdSLLSeiMBOZhn1opeJ/3ndxAwu/ZTJODFUkvmhQcKRiVBWAQqZosTwiSWYKGazIjLCChNjiyrZErzFLy+TVq3qnVVrd+eV+lVeRxGO4BhOwYMLqMMtNKAJBBQ8wyu8OU/Oi/PufMxHC06+cwh/4Hz+AOgDksc=</latexit>



Detector Systematics
• Obviously, we do our best to minimize the difference 

between            and            


• But what if we tried to do our worst?
* Our samples are dijets (BG) 
and y+Z(qq) (signal), simulated 
With MG+pythia8+Delphes

We want to train an adversary g(J):

g(J) 7! J 0
<latexit sha1_base64="yp7vcCj6aQW1o/j/vhl/BBAUIYU=">AAAB+HicbVBNS8NAEJ3Ur1o/GvXoZbGI9VKSKuix6EV6qmA/oA1ls920SzebsLsRaugv8eJBEa/+FG/+G7dtDtr6YODx3gwz8/yYM6Ud59vKra1vbG7ltws7u3v7RfvgsKWiRBLaJBGPZMfHinImaFMzzWknlhSHPqdtf3w789uPVCoWiQc9iakX4qFgASNYG6lvF4fl+jnqhThWOkL1s75dcirOHGiVuBkpQYZG3/7qDSKShFRowrFSXdeJtZdiqRnhdFroJYrGmIzxkHYNFTikykvnh0/RqVEGKIikKaHRXP09keJQqUnom84Q65Fa9mbif1430cG1lzIRJ5oKslgUJByZH2cpoAGTlGg+MQQTycytiIywxESbrAomBHf55VXSqlbci0r1/rJUu8niyMMxnEAZXLiCGtxBA5pAIIFneIU368l6sd6tj0VrzspmjuAPrM8f1hOR6A==</latexit>

Such that the classifier network sees everything as background:

f(J 0) = f(g(J)) = ybg
<latexit sha1_base64="1G06FDGYbqwrgYLDrsJ7dP+iA7o=">AAACAXicbZDLSsNAFIYn9VbrLepGcDNYxHRTkiroRii6ka4q2FpoQ5hMJ+nQyYWZiRBC3fgqblwo4ta3cOfbOGmz0NYfBj7+cw5nzu/GjAppmt9aaWl5ZXWtvF7Z2Nza3tF397oiSjgmHRyxiPdcJAijIelIKhnpxZygwGXk3h1f5/X7B8IFjcI7mcbEDpAfUo9iJJXl6Aee0TqpwUvoGb7RquWUOpnrTxy9atbNqeAiWAVUQaG2o38NhhFOAhJKzJAQfcuMpZ0hLilmZFIZJILECI+RT/oKQxQQYWfTCybwWDlD6EVcvVDCqft7IkOBEGngqs4AyZGYr+Xmf7V+Ir0LO6NhnEgS4tkiL2FQRjCPAw4pJ1iyVAHCnKq/QjxCHGGpQquoEKz5kxeh26hbp/XG7Vm1eVXEUQaH4AgYwALnoAluQBt0AAaP4Bm8gjftSXvR3rWPWWtJK2b2wR9pnz8F+ZQT</latexit>

But! We also require the adversary g, to be sneaky…

** g(J) is constrained 
so that it can only modify 
pT’s by 2%, and eta/phi by 0.02

J = {(pkT, ⌘k,�k) : k = 1 . . . NJ}
<latexit sha1_base64="TNIYxzprg3By1we59Gj75bHM9/w="></latexit>

Dsim
<latexit sha1_base64="leuMG50mO/b0HHHzu6PzCdIRQik=">AAAB9XicbVDLSgMxFL1TX7W+qi7dBIvgqsxUQZdFXbisYB/QjiWTZtrQJDMkGaUM/Q83LhRx67+482/MtLPQ1gOBwzn3ck9OEHOmjet+O4WV1bX1jeJmaWt7Z3evvH/Q0lGiCG2SiEeqE2BNOZO0aZjhtBMrikXAaTsYX2d++5EqzSJ5byYx9QUeShYygo2VHm76PYHNSIlUMzHtlytu1Z0BLRMvJxXI0eiXv3qDiCSCSkM41rrrubHxU6wMI5xOS71E0xiTMR7SrqUSC6r9dJZ6ik6sMkBhpOyTBs3U3xspFlpPRGAns4x60cvE/7xuYsJLP2UyTgyVZH4oTDgyEcoqQAOmKDF8YgkmitmsiIywwsTYokq2BG/xy8ukVat6Z9Xa3XmlfpXXUYQjOIZT8OAC6nALDWgCAQXP8ApvzpPz4rw7H/PRgpPvHMIfOJ8/+mGS0w==</latexit>

Ddet
<latexit sha1_base64="21p+og5rmD3Qlpnk/KMUnCE6O/I=">AAAB9XicbVDLSgMxFL1TX7W+qi7dBIvgqsxUQZdFXbisYB/QjiWTSdvQJDMkGaUM/Q83LhRx67+482/MtLPQ1gOBwzn3ck9OEHOmjet+O4WV1bX1jeJmaWt7Z3evvH/Q0lGiCG2SiEeqE2BNOZO0aZjhtBMrikXAaTsYX2d++5EqzSJ5byYx9QUeSjZgBBsrPdz0ewKbkRJpSM20X664VXcGtEy8nFQgR6Nf/uqFEUkElYZwrHXXc2Pjp1gZRjidlnqJpjEmYzykXUslFlT76Sz1FJ1YJUSDSNknDZqpvzdSLLSeiMBOZhn1opeJ/3ndxAwu/ZTJODFUkvmhQcKRiVBWAQqZosTwiSWYKGazIjLCChNjiyrZErzFLy+TVq3qnVVrd+eV+lVeRxGO4BhOwYMLqMMtNKAJBBQ8wyu8OU/Oi/PufMxHC06+cwh/4Hz+AOgDksc=</latexit>

Given a jet J and a classifier f(J):



Detector Systematics
• Obviously, we do our best to minimize the difference 

between            and            


• But what if we tried to do our worst?
Given a jet J and a classifier f(J): * Our samples are dijets (BG) 

and y+Z(qq) (signal), simulated 
With MG+pythia8+Delphes

We want to train an adversary g(J):

g(J) 7! J 0
<latexit sha1_base64="yp7vcCj6aQW1o/j/vhl/BBAUIYU=">AAAB+HicbVBNS8NAEJ3Ur1o/GvXoZbGI9VKSKuix6EV6qmA/oA1ls920SzebsLsRaugv8eJBEa/+FG/+G7dtDtr6YODx3gwz8/yYM6Ud59vKra1vbG7ltws7u3v7RfvgsKWiRBLaJBGPZMfHinImaFMzzWknlhSHPqdtf3w789uPVCoWiQc9iakX4qFgASNYG6lvF4fl+jnqhThWOkL1s75dcirOHGiVuBkpQYZG3/7qDSKShFRowrFSXdeJtZdiqRnhdFroJYrGmIzxkHYNFTikykvnh0/RqVEGKIikKaHRXP09keJQqUnom84Q65Fa9mbif1430cG1lzIRJ5oKslgUJByZH2cpoAGTlGg+MQQTycytiIywxESbrAomBHf55VXSqlbci0r1/rJUu8niyMMxnEAZXLiCGtxBA5pAIIFneIU368l6sd6tj0VrzspmjuAPrM8f1hOR6A==</latexit>

Such that the classifier network sees everything as background:

f(J 0) = f(g(J)) = ybg
<latexit sha1_base64="1G06FDGYbqwrgYLDrsJ7dP+iA7o=">AAACAXicbZDLSsNAFIYn9VbrLepGcDNYxHRTkiroRii6ka4q2FpoQ5hMJ+nQyYWZiRBC3fgqblwo4ta3cOfbOGmz0NYfBj7+cw5nzu/GjAppmt9aaWl5ZXWtvF7Z2Nza3tF397oiSjgmHRyxiPdcJAijIelIKhnpxZygwGXk3h1f5/X7B8IFjcI7mcbEDpAfUo9iJJXl6Aee0TqpwUvoGb7RquWUOpnrTxy9atbNqeAiWAVUQaG2o38NhhFOAhJKzJAQfcuMpZ0hLilmZFIZJILECI+RT/oKQxQQYWfTCybwWDlD6EVcvVDCqft7IkOBEGngqs4AyZGYr+Xmf7V+Ir0LO6NhnEgS4tkiL2FQRjCPAw4pJ1iyVAHCnKq/QjxCHGGpQquoEKz5kxeh26hbp/XG7Vm1eVXEUQaH4AgYwALnoAluQBt0AAaP4Bm8gjftSXvR3rWPWWtJK2b2wR9pnz8F+ZQT</latexit>

But! We also require the adversary g, to be sneaky…

** g(J) is constrained 
so that it can only modify 
pT’s by 2%, and eta/phi by 0.02

J = {(pkT, ⌘k,�k) : k = 1 . . . NJ}
<latexit sha1_base64="TNIYxzprg3By1we59Gj75bHM9/w="></latexit>

Dsim
<latexit sha1_base64="leuMG50mO/b0HHHzu6PzCdIRQik=">AAAB9XicbVDLSgMxFL1TX7W+qi7dBIvgqsxUQZdFXbisYB/QjiWTZtrQJDMkGaUM/Q83LhRx67+482/MtLPQ1gOBwzn3ck9OEHOmjet+O4WV1bX1jeJmaWt7Z3evvH/Q0lGiCG2SiEeqE2BNOZO0aZjhtBMrikXAaTsYX2d++5EqzSJ5byYx9QUeShYygo2VHm76PYHNSIlUMzHtlytu1Z0BLRMvJxXI0eiXv3qDiCSCSkM41rrrubHxU6wMI5xOS71E0xiTMR7SrqUSC6r9dJZ6ik6sMkBhpOyTBs3U3xspFlpPRGAns4x60cvE/7xuYsJLP2UyTgyVZH4oTDgyEcoqQAOmKDF8YgkmitmsiIywwsTYokq2BG/xy8ukVat6Z9Xa3XmlfpXXUYQjOIZT8OAC6nALDWgCAQXP8ApvzpPz4rw7H/PRgpPvHMIfOJ8/+mGS0w==</latexit>

Ddet
<latexit sha1_base64="21p+og5rmD3Qlpnk/KMUnCE6O/I=">AAAB9XicbVDLSgMxFL1TX7W+qi7dBIvgqsxUQZdFXbisYB/QjiWTSdvQJDMkGaUM/Q83LhRx67+482/MtLPQ1gOBwzn3ck9OEHOmjet+O4WV1bX1jeJmaWt7Z3evvH/Q0lGiCG2SiEeqE2BNOZO0aZjhtBMrikXAaTsYX2d++5EqzSJ5byYx9QUeSjZgBBsrPdz0ewKbkRJpSM20X664VXcGtEy8nFQgR6Nf/uqFEUkElYZwrHXXc2Pjp1gZRjidlnqJpjEmYzykXUslFlT76Sz1FJ1YJUSDSNknDZqpvzdSLLSeiMBOZhn1opeJ/3ndxAwu/ZTJODFUkvmhQcKRiVBWAQqZosTwiSWYKGazIjLCChNjiyrZErzFLy+TVq3qnVVrd+eV+lVeRxGO4BhOwYMLqMMtNKAJBBQ8wyu8OU/Oi/PufMxHC06+cwh/4Hz+AOgDksc=</latexit>



Adversarial Mismodelling
To train such an adversary, we write two loss functions:

Applied only to 
signal events

Applied only to 
background events

Lsig = log(1� f(g(J)))
<latexit sha1_base64="t2Xr/Xi7anXibBQBPVQiBF/h9hw=">AAACFXicbZDLSsNAFIYn9VbrLerSzWARUtCSVEE3QtGNiIsK9gJNKJPpJB06uTAzEUrIS7jxVdy4UMSt4M63cZJ2odUfBj7+cw5zzu/GjAppml9aaWFxaXmlvFpZW9/Y3NK3dzoiSjgmbRyxiPdcJAijIWlLKhnpxZygwGWk644v83r3nnBBo/BOTmLiBMgPqUcxksoa6Id2gOQII5beZIOCeZAK6mfwHNos8g0LHkHP8I3rWq020Ktm3SwE/4I1gyqYqTXQP+1hhJOAhBIzJETfMmPppIhLihnJKnYiSIzwGPmkrzBEARFOWlyVwQPlDKEXcfVCCQv350SKAiEmgas6873FfC03/6v1E+mdOSkN40SSEE8/8hIGZQTziOCQcoIlmyhAmFO1K8QjxBGWKsiKCsGaP/kvdBp167jeuD2pNi9mcZTBHtgHBrDAKWiCK9ACbYDBA3gCL+BVe9SetTftfdpa0mYzu+CXtI9vpCKdIw==</latexit>

Lbg = �cls (f(J)� f(g(J)))2

+
X

i

�(i)
obs(O

(i)(J)�O
(i)(g(J)))2

<latexit sha1_base64="10jhwrQw9jYnZlIHABoVbKONIMI="></latexit>



Adversarial Mismodelling
To train such an adversary, we write two loss functions:

Lsig = log(1� f(g(J)))
<latexit sha1_base64="t2Xr/Xi7anXibBQBPVQiBF/h9hw=">AAACFXicbZDLSsNAFIYn9VbrLerSzWARUtCSVEE3QtGNiIsK9gJNKJPpJB06uTAzEUrIS7jxVdy4UMSt4M63cZJ2odUfBj7+cw5zzu/GjAppml9aaWFxaXmlvFpZW9/Y3NK3dzoiSjgmbRyxiPdcJAijIWlLKhnpxZygwGWk644v83r3nnBBo/BOTmLiBMgPqUcxksoa6Id2gOQII5beZIOCeZAK6mfwHNos8g0LHkHP8I3rWq020Ktm3SwE/4I1gyqYqTXQP+1hhJOAhBIzJETfMmPppIhLihnJKnYiSIzwGPmkrzBEARFOWlyVwQPlDKEXcfVCCQv350SKAiEmgas6873FfC03/6v1E+mdOSkN40SSEE8/8hIGZQTziOCQcoIlmyhAmFO1K8QjxBGWKsiKCsGaP/kvdBp167jeuD2pNi9mcZTBHtgHBrDAKWiCK9ACbYDBA3gCL+BVe9SetTftfdpa0mYzu+CXtI9vpCKdIw==</latexit>

Lbg = �cls (f(J)� f(g(J)))2

+
X

i

�(i)
obs(O

(i)(J)�O
(i)(g(J)))2

<latexit sha1_base64="10jhwrQw9jYnZlIHABoVbKONIMI="></latexit>

Binary crossentropy 
perturbed signal jets 
to be labeled as 
background



Adversarial Mismodelling
To train such an adversary, we write two loss functions:

Lsig = log(1� f(g(J)))
<latexit sha1_base64="t2Xr/Xi7anXibBQBPVQiBF/h9hw=">AAACFXicbZDLSsNAFIYn9VbrLerSzWARUtCSVEE3QtGNiIsK9gJNKJPpJB06uTAzEUrIS7jxVdy4UMSt4M63cZJ2odUfBj7+cw5zzu/GjAppml9aaWFxaXmlvFpZW9/Y3NK3dzoiSjgmbRyxiPdcJAijIWlLKhnpxZygwGWk644v83r3nnBBo/BOTmLiBMgPqUcxksoa6Id2gOQII5beZIOCeZAK6mfwHNos8g0LHkHP8I3rWq020Ktm3SwE/4I1gyqYqTXQP+1hhJOAhBIzJETfMmPppIhLihnJKnYiSIzwGPmkrzBEARFOWlyVwQPlDKEXcfVCCQv350SKAiEmgas6873FfC03/6v1E+mdOSkN40SSEE8/8hIGZQTziOCQcoIlmyhAmFO1K8QjxBGWKsiKCsGaP/kvdBp167jeuD2pNi9mcZTBHtgHBrDAKWiCK9ACbYDBA3gCL+BVe9SetTftfdpa0mYzu+CXtI9vpCKdIw==</latexit>

Lbg = �cls (f(J)� f(g(J)))2

+
X

i

�(i)
obs(O

(i)(J)�O
(i)(g(J)))2

<latexit sha1_base64="10jhwrQw9jYnZlIHABoVbKONIMI="></latexit>

Mean squared error 
to minimize change in 
the classifier’s response 
to background jets



Adversarial Mismodelling
To train such an adversary, we write two loss functions:

Lsig = log(1� f(g(J)))
<latexit sha1_base64="t2Xr/Xi7anXibBQBPVQiBF/h9hw=">AAACFXicbZDLSsNAFIYn9VbrLerSzWARUtCSVEE3QtGNiIsK9gJNKJPpJB06uTAzEUrIS7jxVdy4UMSt4M63cZJ2odUfBj7+cw5zzu/GjAppml9aaWFxaXmlvFpZW9/Y3NK3dzoiSjgmbRyxiPdcJAijIWlLKhnpxZygwGWk644v83r3nnBBo/BOTmLiBMgPqUcxksoa6Id2gOQII5beZIOCeZAK6mfwHNos8g0LHkHP8I3rWq020Ktm3SwE/4I1gyqYqTXQP+1hhJOAhBIzJETfMmPppIhLihnJKnYiSIzwGPmkrzBEARFOWlyVwQPlDKEXcfVCCQv350SKAiEmgas6873FfC03/6v1E+mdOSkN40SSEE8/8hIGZQTziOCQcoIlmyhAmFO1K8QjxBGWKsiKCsGaP/kvdBp167jeuD2pNi9mcZTBHtgHBrDAKWiCK9ACbYDBA3gCL+BVe9SetTftfdpa0mYzu+CXtI9vpCKdIw==</latexit>

Lbg = �cls (f(J)� f(g(J)))2

+
X

i

�(i)
obs(O

(i)(J)�O
(i)(g(J)))2

<latexit sha1_base64="10jhwrQw9jYnZlIHABoVbKONIMI="></latexit>

Mean squared error(s) 
to minimize change in 
any other observables 
that we wish to remain 
unchanged



Implementing the Attack
• For auxiliary observables, we 

selected the jet pT and mass


• Tune loss terms by maximizing the 
value of Lsig


• Stop training when goodness-
of-fit of the auxiliary observables 
becomes unacceptable.


• This gives worst-case 
mismodelling while remaining 
“unnoticeable”

CR SR

Control Region

Control Region



Perturbed Distributions
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Cut Threshold

We compared a simple cut&count sensitivity for a boosted resonance with:


• ParticleFlow Network (operating on low-level jet constituent 4-vectors)


• HL Network (operating on high-level jet pT/mass/η/D2)



Results

Cut Threshold

~25% effect

for PFN

~8% effect

for HL net
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We compared a simple cut&count sensitivity for a boosted resonance with:


• ParticleFlow Network (operating on low-level jet constituent 4-vectors)


• HL Network (operating on high-level jet pT/mass/η/D2)
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Cut Threshold
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Unexpectedly, we found the

effect is reduced when classifiers

are deliberately undertrained.

We compared a simple cut&count sensitivity for a boosted resonance with:


• ParticleFlow Network (operating on low-level jet constituent 4-vectors)


• HL Network (operating on high-level jet pT/mass/η/D2)



We show that is possible to find 
systematic mismodellings , 
that confuse NN classifiers


• These effects are subtle, remaining 
undetected in control/validation 
regions


• Susceptibility is reduced, but not 
entirely, when using 
fewer and higher-level inputs


• We also find evidence that 
undertraining nets may help 
reduce susceptibility

g(J) 7! J 0
<latexit sha1_base64="yp7vcCj6aQW1o/j/vhl/BBAUIYU=">AAAB+HicbVBNS8NAEJ3Ur1o/GvXoZbGI9VKSKuix6EV6qmA/oA1ls920SzebsLsRaugv8eJBEa/+FG/+G7dtDtr6YODx3gwz8/yYM6Ud59vKra1vbG7ltws7u3v7RfvgsKWiRBLaJBGPZMfHinImaFMzzWknlhSHPqdtf3w789uPVCoWiQc9iakX4qFgASNYG6lvF4fl+jnqhThWOkL1s75dcirOHGiVuBkpQYZG3/7qDSKShFRowrFSXdeJtZdiqRnhdFroJYrGmIzxkHYNFTikykvnh0/RqVEGKIikKaHRXP09keJQqUnom84Q65Fa9mbif1430cG1lzIRJ5oKslgUJByZH2cpoAGTlGg+MQQTycytiIywxESbrAomBHf55VXSqlbci0r1/rJUu8niyMMxnEAZXLiCGtxBA5pAIIFneIU368l6sd6tj0VrzspmjuAPrM8f1hOR6A==</latexit>

Conclusions
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undetected in control/validation 
regions


• Susceptibility is reduced, but not 
entirely, when using 
fewer and higher-level inputs


• We also find evidence that 
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reduce susceptibility

g(J) 7! J 0
<latexit sha1_base64="yp7vcCj6aQW1o/j/vhl/BBAUIYU=">AAAB+HicbVBNS8NAEJ3Ur1o/GvXoZbGI9VKSKuix6EV6qmA/oA1ls920SzebsLsRaugv8eJBEa/+FG/+G7dtDtr6YODx3gwz8/yYM6Ud59vKra1vbG7ltws7u3v7RfvgsKWiRBLaJBGPZMfHinImaFMzzWknlhSHPqdtf3w789uPVCoWiQc9iakX4qFgASNYG6lvF4fl+jnqhThWOkL1s75dcirOHGiVuBkpQYZG3/7qDSKShFRowrFSXdeJtZdiqRnhdFroJYrGmIzxkHYNFTikykvnh0/RqVEGKIikKaHRXP09keJQqUnom84Q65Fa9mbif1430cG1lzIRJ5oKslgUJByZH2cpoAGTlGg+MQQTycytiIywxESbrAomBHf55VXSqlbci0r1/rJUu8niyMMxnEAZXLiCGtxBA5pAIIFneIU368l6sd6tj0VrzspmjuAPrM8f1hOR6A==</latexit>
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We show that is possible to find 
systematic mismodellings , 
that confuse NN classifiers


• These effects are subtle, remaining 
undetected in control/validation 
regions


• Susceptibility is reduced, but not 
entirely, when using 
fewer and higher-level inputs


• We also find evidence that 
undertraining nets may help 
reduce susceptibility

g(J) 7! J 0
<latexit sha1_base64="yp7vcCj6aQW1o/j/vhl/BBAUIYU=">AAAB+HicbVBNS8NAEJ3Ur1o/GvXoZbGI9VKSKuix6EV6qmA/oA1ls920SzebsLsRaugv8eJBEa/+FG/+G7dtDtr6YODx3gwz8/yYM6Ud59vKra1vbG7ltws7u3v7RfvgsKWiRBLaJBGPZMfHinImaFMzzWknlhSHPqdtf3w789uPVCoWiQc9iakX4qFgASNYG6lvF4fl+jnqhThWOkL1s75dcirOHGiVuBkpQYZG3/7qDSKShFRowrFSXdeJtZdiqRnhdFroJYrGmIzxkHYNFTikykvnh0/RqVEGKIikKaHRXP09keJQqUnom84Q65Fa9mbif1430cG1lzIRJ5oKslgUJByZH2cpoAGTlGg+MQQTycytiIywxESbrAomBHf55VXSqlbci0r1/rJUu8niyMMxnEAZXLiCGtxBA5pAIIFneIU368l6sd6tj0VrzspmjuAPrM8f1hOR6A==</latexit>
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Future Work
• BY NO MEANS does this study give any sense of a “systematic” that 

can be assessed for techniques used today


• It is more like an upper bound for systematic exposure due to 
mismodelling


• However, this method could be used to identify or design ML 
architectures which are inherently robust, reducing the need to worry


• The adversarial network g(J) probes the “space of mismodellings”, but 
tells us nothing about statistics: i.e. how likely is a given mismodelling


• However, the mathematical apparatus gives us access to explore this 
large function space e.g. using optimization.


• We hope this could be a starting point to a more robust understanding 
of high-dimensional, nonlinear systematic effects in HEP data!
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