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Federated ID/SSO at BNL’s SDCC
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BNL SDCC(Sentific Data and Computing Center) recently enabled SSO authentication strategy using Key-
cloak, supporting various SSO authentication protocols(SAML/OIDC/OAuth), and allowing multiple authen-
tication options provided under one umbrella including Kerberos Auth, AD(Active Directory) and Federated
Identity Authentication via CILogon with Incommon and social provider login. This solution has been in-
tegrated to recent tools/services deployment in the facility for protected resource access and delivered the
efficiency in the areas of AuthN/AuthZ.This talk will focus on technical overviews and strategies to tackle the
challenges/obstacles for this solution.
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