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No really big surprises since the last 2 HEPiX meetings
Hence, mostly a resurrection of my and Stefan’s slides from

HEPiX Autumn 2018 and HEPiX Spring 2019

https://indico.cern.ch/event/730908/contributions/3148841/attachments/1731107/2798173/2018-10-10__Computer_Security_Update__Liviu_Valsan.pdf
https://indico.cern.ch/event/765497/contributions/3348830/attachments/1817052/2973485/Situational_Awareness__HEPix_2019.pdf


Preamble
“Freedom, security, convenience ---

choose two” (Dan Geer)
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Consequently:
“Security will always be exactly

as bad as it can possibly be
while allowing everything to still function.”

(Nat Howard)



Intel Speculative Execution Vulnerabilities
▪All started in early 2018 with Spectre & Meltdown

▪ 3 variants of vulnerabilities

▪Since then it became a “tradition”
▪Every quarter a new set of vulnerabilities announced
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Q2 2019: MDS Intel CPU Vulnerabilities
▪Microarchitectural Data Sampling: CVE-2018-12126, 

CVE-2018-12127, CVE-2018-12130, CVE-2019-11091
▪ 3 different names: RIDL, Fallout, Zombiload
▪Same principle as before: abusing CPU level optimizations

▪ Relatively hard to exploit in real environments (slow & complex)

▪Extra details:
▪ CERN Security Advisory
▪ Red Hat high level blog post
▪ Intel  technical deep dive post
▪ Every security vulnerability deserves a website, right?
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https://access.redhat.com/security/cve/CVE-2018-12126
https://access.redhat.com/security/cve/CVE-2018-12127
https://access.redhat.com/security/cve/CVE-2018-12130
https://access.redhat.com/security/cve/CVE-2019-11091
https://security.web.cern.ch/security/advisories/mds/mds.shtml
https://www.redhat.com/en/blog/understanding-mds-vulnerability-what-it-why-it-works-and-how-mitigate-it
https://software.intel.com/security-software-guidance/insights/deep-dive-intel-analysis-microarchitectural-data-sampling
https://cpu.fail/


Q2 2019: MDS Broadwell Microcode
▪ Intel Broadwell-EP (E5-2600 v4) has issues with the microcode 

update that may lead to a system hang

▪Permanent fix: microcode update applied via BIOS update

▪ In the interim:

▪Force the microcode update at runtime after validating that it 
doesn’t cause system instability

▪Create /etc/microcode_ctl/ucode_with_caveats/force-
early-intel-06-4f-01 and then execute 
dracut -f --regenerate-all
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How to check that your systems are patched
◼ cat /sys/devices/system/cpu/vulnerabilities/mds

◼ No such file or directory: kernel update required
◼ Vulnerable: Microcode update missing
◼ ...,SMT Host State unknown: VM, check SMT status on the 

hypervisor

▪Debug your CPU/microcode capabilities:
▪ https://gitlab.cern.ch/ComputerSecurity/cpuid/raw/master/cpuid.py

▪ Check for MD_CLEAR in output

▪ If not present, check microcode version against Intel CPU list
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https://gitlab.cern.ch/ComputerSecurity/cpuid/raw/master/cpuid.py
https://www.intel.com/content/dam/www/public/us/en/documents/corporate-information/SA00233-microcode-update-guidance.pdf


HP iLO Critical Security Vulnerabilities
▪ Authentication bypass and remote code execution (CVE-

2017-12542, CVSSv3 9.8)
▪ Affects HP iLO 4
▪ Webserver and RedFish REST API abused
▪ Fixed in iLO 4 version 2.53 (buggy) and 2.54

▪ Remote or local code execution (CVE-2018-7078, CVSSv3 7.2)
▪ Affects HP iLO 4 and iLO 5
▪ Fixed in iLO4 versions 2.60 (released in May 2018)
▪ Fixed in iLO5 versions 1.30 (released in June 2018)

▪ Discovered by Airbus security: presentation, toolbox
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https://airbus-seclab.github.io/ilo/SSTIC2018-Slides-EN-Backdooring_your_server_through_its_BMC_the_HPE_iLO4_case-perigaud-gazet-czarny.pdf
https://github.com/airbus-seclab/ilo4_toolbox


Supermicro Virtual Media Security VulnerabilitIES
▪Supermicro H11, H12, M11, X9, X10 and X11 affected by 

multiple encryption and authentication issues
▪CVE-2019-16649, CVE-2019-16650

▪Capturing of BMC credentials and data transferred 
over virtual media devices
▪Attackers can connect virtual USB devices to the 

server managed by the BMC
▪More details available from Eclypsium and Supermicro
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-16649
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-16650
https://eclypsium.com/2019/09/03/usbanywhere-bmc-vulnerability-opens-servers-to-remote-attack/
https://www.supermicro.com/en/support/security_BMC_virtual_media


Supermicro Virtual Media Security VulnerabilitY
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BMC Vulnerabilities: Mitigations
▪Update firmware to the latest version
▪Disable unnecessary services
▪Disable / block access to unused ports
▪ Isolate BMCs (IPMI interfaces)
◼ Dedicated physical interface
◼ Private IPs, no Internet connectivity
◼ Dedicated network domain / VLAN
▪Change default credentials
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Increased Sophistication 

mailto:Stefan.Lüders@cern.ch
mailto:Stefan.Lüders@cern.ch
mailto:Stefan.Lüders@cern.ch


Six months later...
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after another four months...
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Beware of Business Email Compromise
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Beware of Business Email Compromise
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Beware of Business Email Compromise
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Beware of Business Email Compromise
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Beware of Business Email Compromise
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Beware of Business Email Compromise
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How to (try) to protect yourself against BEC

▪Security awareness is key

▪The from email address is not to be trusted

▪Check the reply-to address

▪Monitor your domain for typosquatting attacks

▪The dnstwist domain name permutation tool can 
help similar-looking domains that adversaries can 
use to attack you
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https://github.com/elceef/dnstwist


Twist that DNS Domain name
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Malware in REPLIES to existing emAIL THREADS
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Disable the loading of remote content
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Do not allow loading of remote content
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APT actors use the same techniques

▪Usually for reconnaissance purposes

▪Charming Kitten APT actor actively targeting
academic researchers

▪Making use of Google Chrome extension for email 
tracking
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https://www.clearskysec.com/the-kittens-are-back-in-town/


Shady Chrome extension for Gmail tracking

▪Available in the official Google Web Store

▪25k installs, 4.9 review score from 1400 reviews

▪Free email tracker extension for your Gmail. Email 
tracking and link clicks statistics for your email 
messages.
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Global phishing campaigns against universities
▪ In March 2018, a phishing campaign against 

universities became known under the name "Silent 
Librarian“
▪ Attributed to an Iranian-based actor
▪ Campaign was mainly run during 2017

▪ In August 2018, a new, similar phishing campaign was 
identified, dubbed “Cobalt Dickens”

▪ Upon entering the credentials on the phishing site, the 
user gets redirected to the real site, already logged in.

▪ Universities' online library systems being targeted
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Not the only APT targeting Academia

▪COBALT DICKENS goes back to school… again

▪New campaign during summer of 2019 using 
compromised university resources to send library-
themed phishing emails

▪Recipients who click on the link are directed to a web 
page that looks identical or similar to the spoofed 
library resource

▪The victim's browser is sent to the legitimate site after 
credentials are captured
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https://www.secureworks.com/blog/cobalt-dickens-goes-back-to-school-again


It all starts with an email
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https://www.secureworks.com/blog/cobalt-dickens-goes-back-to-school-again


And this is what happens next
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https://www.secureworks.com/blog/cobalt-dickens-goes-back-to-school-again


A recent data breach at ANU
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Public detailed report (Oct. 2nd, 2019)

“The initial means of infection was a 
sophisticated spearphishing email
(targeting a senior staff member) which did 
not require user interaction, ie clicking on a 
link or downloading an attachment.

The credentials taken from this account 
were used to gain access to other systems.

Information from victim’s calendar was 
used to conduct additional spearphishing
attacks later in the campaign.”

https://imagedepot.anu.edu.au/scapa/Website/SCAPA190209_Public_report_web_2.pdf


This is how Microsoft Outlook should behave
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https://insights.sei.cmu.edu/cert/2018/04/automatically-stealing-password-hashes-with-microsoft-outlook-and-ole.html


But in the case of an RTF Email…
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https://insights.sei.cmu.edu/cert/2018/04/automatically-stealing-password-hashes-with-microsoft-outlook-and-ole.html


Lateral movements, stealthy data exfiltration
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Timeline
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How to protect yourself and your institute

▪Disable loading of remote content in your email client

▪Keep your system up to date

▪RTF email vulnerability (CVE-2018-0950) patched in 
October 2018

▪ If possible block outgoing SMB connections
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-0950


Seemingly endless String of Data Leaks
▪We are seeing an almost seemingly endless string of 

data breaches

▪34 data leaks made public since last HEPiX

◼ More than 500 million leaked items (credentials or 
disclosure of personal information)

▪Credential stuffing attacks becoming increasingly 
popular
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(2019/1) BigDB & Collection #1-5

 Most recent dump-of-dumps with lots of juicy stuff

 …of course not all critical. “12345” can be a useful token…

 Can you be sure passwords are not reused???

 CERN informed:
• 2751 staff & users of their CERN or external email addresses being exposed
• Plus 236 affiliated universities, institutes & partner-companies
• Want to join? Please talk to me!

https://motherboard.vice.com/en_us/article/evegxw/collection-one-data-breach-password-hack-what-to-do

mailto:Stefan.Lüders@cern.ch
mailto:Stefan.Lüders@cern.ch
mailto:Stefan.Lüders@cern.ch
https://motherboard.vice.com/en_us/article/evegxw/collection-one-data-breach-password-hack-what-to-do
https://motherboard.vice.com/en_us/article/evegxw/collection-one-data-breach-password-hack-what-to-do


Data Breaches are continuing at an alarming pace
▪A total of 59 data breaches totalling 735 million 

compromised accounts uploaded to HaveIBeenPwned
since the last HEPiX meeting
▪Our community actively targeted by credential spray 

attacks
▪Subscribe to notifications from HaveIBeenPwned
▪CERN can also send you notifications of leaked credentials
▪ Integrate HaveIBeenPwned leaked passwords in your 

password change workflow
▪ Implement 2FA

40

https://haveibeenpwned.com/
https://www.troyhunt.com/ive-just-launched-pwned-passwords-version-2/
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(2018/9) Facebook, again…

mailto:Stefan.Lüders@cern.ch
mailto:Stefan.Lüders@cern.ch
mailto:Stefan.Lüders@cern.ch


Twitter 2FA
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https://arstechnica.com/information-technology/2019/10/twitter-used-phone-numbers-provided-for-2fa-to-match-users-to-advertisers/


Twitter 2FA
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https://arstechnica.com/information-technology/2019/10/twitter-used-phone-numbers-provided-for-2fa-to-match-users-to-advertisers/


2FA Recommendations

▪Use 2FA whenever possible

▪Do not use SMS for 2FA whenever possible

▪Sim swap attacks are far too common

▪ In fact do not rely on SMS for anything sensitive

▪Prefer other means of 2FA (e.g. Authenticator App, 
Yubikey) whenever possible; prefer redundancy

▪Safely store 2FA recovery codes
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https://www.zdnet.com/article/sim-swap-horror-story-ive-lost-decades-of-data-and-google-wont-lift-a-finger/
https://medium.com/coinmonks/the-most-expensive-lesson-of-my-life-details-of-sim-port-hack-35de11517124
https://krebsonsecurity.com/2019/08/who-owns-your-wireless-service-crooks-do/


DNS-over-HTTPS is coming to a browser near you
▪Mozilla announced that
We plan to gradually roll out DoH in the USA starting in 
late September. Our plan is to start slowly enabling DoH
for a small percentage of users while monitoring for any 
issues before enabling for a larger audience. If this goes 
well, we will let you know when we’re ready for 100% 
deployment.
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https://blog.mozilla.org/futurereleases/2019/09/06/whats-next-in-making-dns-over-https-the-default/

https://blog.mozilla.org/futurereleases/2019/09/06/whats-next-in-making-dns-over-https-the-default/


DNS-over-HTTPS is coming to a browser near you
▪Google is taking a more conservative approach
...this would upgrade the protocol used for DNS resolution 
while keeping the user’s DNS provider unchanged. It’s 
also important to note that DNS over HTTPS does not 
preclude its operator from offering features such as 
family-safe filtering.
We are aiming for an experiment in Chrome 78 (branch 
cut: Sept 5th; estimated Stable: Oct 22nd) followed by a 
launch if everything goes well.
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https://www.chromium.org/developers/dns-over-https

https://www.chromium.org/developers/dns-over-https


DNS-over-HTTPS 
▪ In theory DNS-over-HTTPS is a good step towards preserving 

user privacy

▪Many DoH services are operated by corporations already 
controlling a significant proportion of Internet traffic

▪With DoH (and TLS 1.3) we are losing ever more visibility into 
the network traffic

▪We may not be able to provide the same level of protection 
to our users going forward

▪On the other hand we already see malware making use of 
DoH already
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DNS-over-HTTPS 
▪Determine whether you want to allow, discourage, or 

disallow use of alternative DoH recursive resolvers at your 
institution
▪ If you decide to discourage or disallow the usage of DoH:

⚫ Configure your DNS server to return NXDOMAIN for A and 
AAAA records for the use-application-dns.net canary 
domain

⚫ DoH is bootstrapped via the OS DNS so you could try to 
block resolution of popular DoH servers (not 
recommended)

▪Communicate with your users
48

https://support.mozilla.org/en-US/kb/configuring-networks-disable-dns-over-https
https://support.mozilla.org/en-US/kb/canary-domain-use-application-dnsnet


Conclusions and Recommendations
If we want to win/keep up with this marathon, we should/must(!)

▪More often choose “security” instead of “convenience”

▪More often consider “privacy” instead of “freedom”;

▪Have deep direct ties with the community to learn quickly about 
the malicious evil (and where they affect / attack us);

▪Have good traceability & logging in place to figure out where we 
are attacked / affected;

▪Have good configuration management for prompt and agile 
patching (office computing, data centre and control systems);

▪Accept that we do not and cannot control the full phase-space. 
Protection is often difficult/impossible, and - for sure - costly.
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