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IoT Security in Large Academic 
Organizations
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Devices like thermometers 
oscilloscopes, programmable logic 
controllers, used in physics organizations  
should be secured.  

and MANY MORE
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We at CERN also do not have 100% 
secured IoT devices 
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Some statistics from research done at 
CERN
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Before securing the IoT device, get 
to know the network on which it is 
running on.
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CERN Network

There are 1000s of devices  
installed and running on the CERN 
network. It consists mainly of two  
parts: 

1. General Purpose Network (GPN): 
All users have access to this network. 

2. Technical Network (TN): Only  
selected users have access to this 
network.  
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To secure your devices, get to 
know the devices on your network.



 13Sharad Agarwal06/10/2019

We developed tools to automatically 
detect and identify IoT devices running 

on a network
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NetScanIoT tool 
+ 

Web-IoT Detection (WID) tool 
= 

IoT device with it’s model, manufacturer 
and firmware version
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NetScanIoT Tool
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NetScanIoT Tool Web-IoT Detection Tool

Sharad Agarwal06/10/2019



 17Sharad Agarwal06/10/2019

Snapshot of our WID tool output
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Want to know more ?

Checkout our 
recently published paper 

here: 

https://www.mdpi.com/
1424-8220/19/19/4107

https://www.mdpi.com/1424-8220/19/19/4107
https://www.mdpi.com/1424-8220/19/19/4107
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One can now use the  
identified information to  
execute IoT risk 
assessments
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Information for the Risk Assessment

Axis M2026-LE-Mk-II, Firmware 8.50.1
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Information for the Risk Assessment

Gathering 
vulnerabilities of 
all found libraries

Axis M2026-LE-Mk-II, Firmware 8.50.1



Risk Assessment
• Based on public vulnerabilities for  

• firmware contained libraries 
• the device model 

• Allows to show users the risks exposed by 
their devices
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Questions?
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sharad.agarwal@cern.ch  
(Device Identification) 

p.oser@cern.ch  
(Risk Assessment Framework)
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