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People and technology
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2014: Vulnerabilities in cryptography
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GnuTLS
(flawed X.509 certificate verification checks)

Microsoft SChannel
(remote code execution vulnerability)

POODLE
(MITM attack exploiting a fallback 

to SSL 3.0 to decrypt traffic)

FREAK
(MITM attack downgrading SSL 

to weak “export-grade” encryption) 

Heartbleed
(remote information disclosure in OpenSSL)



What will 2018 be remembered for?



Waking up to 2018: Intel hardware vulnerabilities

6

F
ro

m
 h

tt
p

s
:/

/m
e

lt
d

o
w

n
a

tt
a
c
k
.c

o
m

https://meltdownattack.com/


… it became a tradition
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… it became a tradition

“Variant 3a”: Rogue System Register Read (CVE-2018-3640)

– unauthorized disclosure of data from system registers

– no software mitigation, purely a hardware issue, requires microcode update

“Variant 4”: Speculative Store Bypass (CVE-2018-3639)

– similar to “Spectre v1”, except that it leverages Speculative Store Bypass

– an unprivileged user could read privileged system memory,

or memory outside of a sandboxed environment (web browser, JIT execution)

– requires microcode fix + updates to the Linux kernel and virtualization components

– affects CPUs of various microarchitectures from: Intel, AMD, ARM, IBM…
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Critical vulnerabilities in HP iLO:
authentication bypass, local and remote code execution
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Critical vulnerabilities in HP iLO:
authentication bypass, local and remote code execution

10From Airbus security lab: https://github.com/airbus-seclab/ilo4_toolbox

https://github.com/airbus-seclab/ilo4_toolbox


OK, so hardware can be vulnerable

What if hardware is made vulnerable?
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From https://www.bloomberg.com/news/features/2018-10-04/the-big-

hack-how-china-used-a-tiny-chip-to-infiltrate-america-s-top-companies

Supply chain attacks

https://www.bloomberg.com/news/features/2018-10-04/the-big-hack-how-china-used-a-tiny-chip-to-infiltrate-america-s-top-companies
https://www.bloomberg.com/news/features/2018-10-04/the-big-hack-how-china-used-a-tiny-chip-to-infiltrate-america-s-top-companies
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Supply chain attacks

From https://www.bloomberg.com/news/features/2018-10-04/the-big-

hack-how-china-used-a-tiny-chip-to-infiltrate-america-s-top-companies

https://www.bloomberg.com/news/features/2018-10-04/the-big-hack-how-china-used-a-tiny-chip-to-infiltrate-america-s-top-companies
https://www.bloomberg.com/news/features/2018-10-04/the-big-hack-how-china-used-a-tiny-chip-to-infiltrate-america-s-top-companies


Resourceful adversaries
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CVE-2018-8589: zero-day vulnerability in Edge browser
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Kaspersky: “In October 2018, our Automatic Exploit 

Prevention (AEP) systems detected an attempt to 

exploit a vulnerability in Microsoft’s Windows 

operating system. Further analysis revealed a zero-

day vulnerability

in win32k.sys. The exploit was executed by the first 

stage 

of a malware installer in order to gain the necessary 

privileges for persistence on the victim’s system. So 

far, we have detected a very limited number of 

attacks using this vulnerability. The victims are 

located in the Middle East.”

From https://securelist.com/a-new-exploit-for-zero-day-vulnerability-cve-2018-8589/88845/



… and daily business
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Dealing with “normal” vulnerabilities 
(aka business as usual)

Mature organisations:

• harden their configurations

• disable unnecessary products/services

• use more secure alternatives

– e.g. CERN moved to another PDF reader a few years ago

• apply patches in a timely manner

• invest in detection (and response)

This applies also to servers / services

• virtualization & clouds, automatic provisioning, federated identities…
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Shadow IT

Internet of 

Things

legacy 

systems



Internet of Things (in)security

many features 

enabled by default 

no security built in

remotely accessible,

interconnected
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weak default settings 

and default passwords 

hard or impossible

to patch
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MITM to get domain 
admin privileges
(aka game over)



Code from 2004, running as root

foreach my $f (<$_[0]/*.out>){    

[..]

my $nf="$f.cut"; # files are in /tmp

system " 

head -100 $f > $nf; 

echo \"----CUT----\" >> $nf; 

tail -100 $f >> $nf”;
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Two local privilege escalation vulnerabilities:

– $f tainted (name of user-created file, can include shell commands )

– $nf controlled by user (can be a symbolic link to system files)

head -100 $f > $nf; 



We often rely on old (and vulnerable) code

… but who knew secure coding back in 2004?



The real target: users
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Less ransomware
More extortion scams 

(easier, more effective?)
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Email attacks

• Email is still the main attack vector against organizations and individuals

– ideal for targeted social engineering attacks

– particularly hard to control

– often underestimated (challenges, costs, limitations to protection mechanisms)

• Two attack techniques:

– malicious attachment – protection possible but never 100%

– link to a phishing or malware site – incredibly difficult to protection against

– (or combined: link in the attachment)

• User education and endpoint protection are a key line of defense
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CERN mailing 
awareness campaigns
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“I didn’t click, but I forwarded 

to a colleague, and he clicked 

to see the page”



Conclusions



People and technology
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… an unsolvable problem?




