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NetBASILISK Background

Timeline of Events
University of Michigan Networks team: Zeek Proof Of Concept completed January 2019

o NSF OAC CC* Integration Solicitation submitted February 2019
*  Award Number: 1925476 - notification received August 2019

NetBASILISK aims to ~r
 Inform the design of scientific infrastructure and the next generation of network monitoring
software

 Influence the design of the next generation of network switches

Produce directly applicable knowledge for other research universities and network
technology providers
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NetBASILISK Objectives

Advance the state of the art in building secure, at scale networks

o Connect University of Michigan researchers and local compute BIG
/ storage infrastructure with off-premise instruments e AL ANGE

 Integrate local, on-premise instruments with remote
collaborators and commercial cloud offerings

« Enable Internet measurement and monitoring without

distorting the resulting data

+ Create a platform for innovative network enhancements (e.g.

UNIVERSITY OF

online censorship circumvention using Refraction Networking) MICHIGAN
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NetBASILISK Broader Impact

For the research universities: Provide a highly performant and secure network connection to the Internet for
research universities that supports

« Data intensive science

 High bandwidth network research
For broader research and education networking community provide a package (software + documentation + policy
recommendations) to

o Easily and flexibly implement platform components

 Provide insights about traffic flows, network performance, and the effects of automation (at an extremely

large scale)
» Enable understanding of how data-intensive science drives use cases for
o scalable network security
o analysis and rapid performance management,
» automated configuration of network components
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NetBASILISK Project Goals

Co-Pls and GRSA / PostDoctoral Scholar - evaluate:
e The overall reliability and performance of a NetBASILISK network
e The impact of automated enforcement of security policy on science and research traffic flows
e The impact of the use of highly scalable network security infrastructure on science
e Differences between open source and commercial (e.q. Corelight) versions of Zeek network analysis framework
University of Michigan Information and Technology Services - provide:
e  Secure Network: Develop and enforce dynamic security policy at ne100 Gbps scale on open academic network;
e System logging: Deploy a high performance log aggregation platform to enable in depth network data analysis
for science flow identification, network traffic optimization, and network security enforcement
e  System monitoring and metrics:
o Use an existing deployment of perfSONAR to dynamically monitor the impact of network security
configuration changes
o  Develop and document comprehensive privacy principles, and implement ethical privacy practices for
online monitoring

e NetBASILISK




NetBASILISK Team

University of Michigan Science Community University of Michigan Information and Technology Services

Professor Michael Cianfrocco, Ph.D. LSI Eric Boyd, Ph.D (Pl)
LSI Graduate Student Research Assistant Sol B (IS0
e  University of Michigan Cryo-EM Facility o permann

Professor J. Alex Halderman, Ph.D. CoF (Co-P) td Colone, U-M perfONAR architect

CoE Graduate Student Research Assistant Drew Dixon, security architect

e /Map, Internet-Wide Measurement security measurement tool

) _ Dan Kirkland, network architect
e Internet-Wide Scan Data Repository

John Simpkins, monitoring strat
Dr: Shawn McKee Ph.D, LSA (Co-PI) 0NN SIMPKINS, MONFTORING StrAteqy

LSA Graduate Student Research Assistant Kristoffer Steinhoff, software architect
e  The ATLAS collaboration; ATLAS Great Lakes Tier-2 (AGLT2)

|
Censys data “ Project Sonar ‘ Other data ‘ EZ%
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University of Michigan In-Building Network Example
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University of Michigan In-Building Network Example
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University of Michigan In-Building Network Example
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University of Michigan In-Building Network Example
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custom
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infrastructure

Network Border Infrastructure Security Components

Filter incoming network traffic based on programmed policy
certain networks can bypass enforcement (e.g. research scans ...)

Create copy of live network traffic for further processing

Aggregate from multiple taps, pass aggregate to multiple sources,
Shunt low-value network traffic to reduce processing load

Inspect traffic, analyze data, correlate events, detect attacks, record logs
Scalable / flexible / programmable

Collect threat data from: multiple trusted sources (REN-ISAC,
Spamhaus...), participating universities, locally-generated data (Zeek)

Provide instantaneous data views
Enable large scale data ingestion and export

Update Corsa “GigaFilter™” enforcement policy, handle stability
concerns, resolve small / flag large config differences

Evaluate impact of security configuration changes
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Network Border Infrastructure Security Deployment
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Network Border Infrastructure Security Deployment
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Network Border Infrastructure Security Deployment
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Network Border Infrastructure Security Deployment
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Network Border Infrastructure Security Deployment
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Oct-Dec Jan - Mar

NetBASILISK Roadmap

Apr - Jun Jul - Sep Oct-Dec Jan - Mar Apr - Jun

Jul - Sep

Research

Research technology evaluation >

Performance baselines / testing > Testing & assessment of technology / architecture reﬁnement>

Publish results >

Network Securi

Initial network / security architecture>

Architecture revisions, hardware in pr0(> Architecture revisions, technical documentation >

Code release >

Middleware

Software workflow implementation >

GitHub / automated Zeek testing > Software revisions / automated Corelight testing >

Code release >

Monitoring and Metrics

Monitoring tools in production >

Revisions / perfSONAR integration > Configuration revisions and testing >

Code release >

B1G10, INTERNET2 / FABRIC/ SUPER COMPUTING 19 AND 20, INTERNET2 TECH-EX,

D

Publishing and Reporting

Presentations and Collaboration
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MICHIGAN

NetBASILISK

> Year end repor> Workshops > Final Report



NetBASILISK Outreach & Education Plan

Talks and presentations
e Internet2 Technology Exchange
e 5(19 and SC20
e  Many other opportunities

Documentation
e Best practice guide for network and security architects - web documentation and training materials
e Source code developed as part of an open source GitHub project
e Actively participate in the Zeek development and user community and the Humio user community

Support three domain science GSRAs

e Facilitate active collaboration between the representative science drivers and campus central IT
e [Educate in the complexities involved in designing networks to support data intensive science

All project-developed software, processes, architectures, and best practices will be shared via a project website.
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NetBASILISK Communications & Logistics

Email: NetBASILISK@umich.edu

Coming up early November
o GitHub repository

o Project website

e NetBASILISK
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Next Steps

» Science Driver Requirements
 Plan for Science Driver Integration

 Test Environment Deployment
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Collaboration Possibilities with WLCG SOC

There are some obvious areas that NetBASILISK and the WLCG SOC might
collaborate in

e MITN and MISP integration
o Zeek configuration
e Policy Enforcement

The NetBASILISK collaboration is open to exploring these and other options.
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