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EOS Open Storage
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ABOUT   EOS_ . _
Elastic, Adaptable and Scalable 

EOS is a simple and scalable open source software solution for central 
data recording, user analysis and data processing. 

EOS supports thousands of clients with random remote I/O patters with 
multiprotocol support and tunable QoS. 

HTTP, WebDAV, CIFS, FUSE, XRoot, gsiFTP 

EOS offers a variety of authentication methods and user/project quotas. 
KRB5, X509, Shared Secret and unix
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How is it used? CERN’s mainstream usecase

Data Export to Worldwide Computing Grid (WLCG)

local batch cluster 
O(10^5) cores

tape archive

10-20 GB/s
peaks of 

 150 GB/s

20-30 GB/s

LHC Detectors 
and accelerator complex

10-20 GB/s



EOS Production instances @ CERN
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EOS Production instances @ CERN
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  EOS instances: 
• 5 for the LHC experiments 

• 9 CERNBox (EOSUSER + 5 EOSHOME + 3 EOSPROJECT) 
• EOSMEDIA (photo/audio/video) 

• EOSPUBLIC (Open Data and non-LHC experiments) 
• EOSBACKUP (backup for CERNBox) 
• 5 for various tests

~1500 storage nodes 
  ~60k disks

60PB



• Profiting from economy of scale 

• minimise price per GB 

• System Unit: 

• 8 physical cores (16 virtual) 64-128GB RAM 

• disk-tray of 24x 4-6-10-12TB HDDs 

• Running different generations 

• 2 trays per system unit  

• 4 trays per system unit 

• 8 trays per system unit 
!10

Hardware evolution
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Architecture



ClientClientClientClient

!12

FSTFSTFSTFST

Client

FSTFSTFSTFST

data

FST

data

FST

data

ClientClient

MGM

MQ

namespace

sync

MGM

MQ

namespace

sync

master slave

In-memory namespace



ClientClientClientClient

!13

FSTFSTFSTFST

Client

FSTFSTFSTFST

data

FST

data

FST

data

ClientClient

MGM

MQ

namespace

MGM

MQ

namespace

MGM

MQ

namespace

NS - quarkdb

QuarkDB namespace



FSTFSTFSTFSTFSTFSTFST

FSTFSTFSTFSTFSTFSTFST

FSTFSTFSTFSTFSTFSTFST

ClientClientClientClientClientClientClient

MGM

MQ

namespace

MGM

MQ

namespace

MGM

MQ

namespace

NS - quarkdb

data

FST

FST

FST

data

FST

FST

FST

data

FST

FST

FST

QuarkDB namespace and multi-FST



MGM

MGM MGM

FST

FST

FST

FST

FST

FST

FST

FST

FST

FST

FST

FST

FST

FST

FST

MGM MGM

NS - quarkdb

NS - quarkdb

MGM MGMMGM

MGM

NS - quarkdb

Storage 1 Storage 2 Storage 3 Storage 4 Storage 5

Server 1 Server 2 Server 3 Server 4 Server 5
Hardware optimisation



!16

Cluster Creation



EOS Software and Dependencies

Software Repositories 

• Production Repo
◦ Citrine https://storage-ci.web.cern.ch/storage-ci/eos/citrine/tag/  

◦ Citrine-Dependencies https://storage-ci.web.cern.ch/storage-ci/eos/citrine-depend/  

◦ QuarkDB https://storage-ci.web.cern.ch/storage-ci/quarkdb/tag/

• Pre-production Repo
◦ Citrine-Testing https://storage-ci.web.cern.ch/storage-ci/eos/citrine/tag/testing/  

• Development Branch 
◦ Citrine-Dev https://storage-ci.web.cern.ch/storage-ci/eos/citrine/commit/  

Code 

• Gitlab 
https://gitlab.cern.ch/dss/eos.git

• Github 
https://github.com/cern-eos/eos
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https://gitlab.cern.ch/dss/eos.git
https://github.com/cern-eos/eos


EOS main website:  
https://eos.web.cern.ch/ 

EOS Documentation: 
https://eos-docs.web.cern.ch/eos-docs/ 

https://eos-docs.web.cern.ch/eos-docs/quickstart.html 

https://quarkdb.web.cern.ch/quarkdb/docs/master/ 

EOS Community website: 
https://eos-community.web.cern.ch/ 

OpenLab Collaboration Project with COMTRADE 
EOS Whitepaper and EOS beginner setup: 
https://cernbox.cern.ch/cernbox/desktop/index.php/s/Nbpi3hGZYYqHN93
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EOS Documentations and help

https://eos.web.cern.ch/
http://eos-docs.web.cern.ch/eos-docs/
http://eos-docs.web.cern.ch/eos-docs/quickstart.html
https://quarkdb.web.cern.ch/quarkdb/docs/master/
https://eos-community.web.cern.ch/
https://cernbox.cern.ch/cernbox/desktop/index.php/s/Nbpi3hGZYYqHN93


• How to generate a keytab 
• xrdsssadmin -k <eosinstance> -u daemon -g daemon add /etc/eos.keytab 

• RPM needed 
• yum install xrootd-client-libs xrootd-client xrootd-debuginfo xrootd xrootd-libs xrootd-server-libs 
• yum install leveldb-1.10.0-0.el6.x86_64 zeromq eos-server eos-client eos-debuginfo           

eos-xrootd libmicrohttpd-0.9.38-eos.wves libmicrohttpd-debuginfo-0.9.38-eos.wves
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Setup MGM

to be backed up

_env



Sync Daemon 

keep in sync the ns files between headnodes 

/var/eos/md/files.<servername>.mdlog 

/var/eos/md/directories.<servername>.mdlog 

keep in sync the configuration of the instance 

/var/eos/config/<servername>/*.eoscf
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Setup MQ and SYNC (in-memory)

_env



Headnode Daemons 

systemctl start eos@master 

systemctl start eos@* 

IPTABLES 

-A INPUT -p tcp -m multiport --dports 1094 -m comment --comment "101 allow xroot to EOS-MGM" -j ACCEPT 

-A INPUT -p tcp -m multiport --dports 1097 -m comment --comment "101 allow xroot to EOS-MQ" -j ACCEPT 

-A INPUT -p tcp -m multiport --dports 1096 -m comment --comment "101 allow xroot to EOS-SYNC" -j ACCEPT 

-A INPUT -p tcp -m multiport --dports 443 -m comment --comment "102 allow GSI-HTTP to EOS-MGM" -j ACCEPT 

-A INPUT -p tcp -m multiport --dports 8000 -m comment --comment "102 allow HTTP to EOS-MGM" -j ACCEPT 

-A INPUT -p tcp -m multiport --dports 8443 -m comment --comment "102 allow KRB5-HTTP to EOS-MGM" -j ACCEPT 

-A INPUT -p tcp -m multiport --dports 7777 -m comment --comment "101 allow xroot to EOS-QDB" -j ACCEPT 

-A INPUT -p tcp -m multiport --dports 1100 -m comment --comment "102 allow HTTP to EOS-FUSEX" -j ACCEPT
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EOS headnode setup
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RAID-1 HDD

RAID-1 SSD

RAM provision ~ 1KB per NS entry

Faster boot in case of 
daemon restart 
and the ns files are not in 
the server cache

EOS headnode setup (in-memory ns)
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SSD

SSD

RAM provision

EOS headnode setup (quarkdb ns)

NS cache, full NS stored in quarkdb 
on SSD /var/lib/quarkdb
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EOS headnode setup - QuarkDB NS

yum install quarkdb quarkdb-debuginfo 

Config file: /etc/xrootd/xrootd-quarkdb.cfg 

quarkdb-create --path /var/lib/quarkdb/eosns --clusterID your-cluster-id --
nodes qdb-test-1.cern.ch:7777,qdb-test-2.cern.ch:7777,qdb-
test-3.cern.ch:7777 

systemctl start xrootd@quarkdb

xrd.port  7777

xrd.protocol  redis:7777 libXrdQuarkDB.so
redis.mode  raft
redis.database  /var/lib/quarkdb/eosns

redis.myself  qdb-test-1.cern.ch:7777
redis.password_file  /etc/eos.keytab



FST Daemon 

systemctl start eos@fst 

IPTABLES 

-A INPUT -p tcp -m multiport --dports 1095 -m comment --comment "101 allow xroot to EOS-FST" -j ACCEPT  

-A INPUT -p tcp -m multiport --dports 8001 -m comment --comment "102 allow HTTP to EOS-FST" -j ACCEPT  

Register the FST back to the EOS instance 

from the MGM 

eos fs add `uuidgen` <host.domain>:1095 <disk> <pool> 

from the FST 

     eosfstregister <disk> <pool>
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EOS storage node setup

_env
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Functionality
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Data Placement
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Data Placement
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FST NODE

X

Data Placement
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Tree scheduling 
stateful 
tree efficient data structures 
multiple scheduling policies available

EOS Infrastructure awareness

0513::S::0034::SF08::9a42750b

Building

Floor
Zone

Rack

Node-id
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Settings per space and per storage node
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Draining and Balancing
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Configuration



Layout settings are per directories 
Single files can be changed with a converter 

eos file convert <path> [<layout>:<stripes>] [targetspace]
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Layouts (replication)
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Authentication and Virtual IDs



eos	space	define	[groupsize]	[groupmod]	
eos	space	ls	

eos	group	set	<group>	on/off	
eos	group	ls	

eos	node	ls	
eos	node	ls	--sys	
eos	node	ls	--io	
eos	node	set	<node>	on/off	

eos	fs	ls	
eos	fs	ls	-d	
eos	fs	ls	--io	
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Disk Pools and Scheduling Groups



Permission are verified at directory level 
2-step permissions: 

unix bits + ACLs
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ACCESS 
Granted

unix

acls

V
X

ACCESS 
Forbidden

X

V

Permission Systems



Admin and Users ACLs 

sys.eval.useracl=true 

sys and user acls are concatenated and evaluated

!39http://eos.readthedocs.io/en/latest/configuration/permission.html
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Permission Systems

http://eos.readthedocs.io/en/latest/configuration/permission.html


User 
Group 
Project

!40http://eos.readthedocs.io/en/latest/configuration/quota.html

Quota System

http://eos.readthedocs.io/en/latest/configuration/quota.html


FIFO policy for delayed file deletion 

time and volume based
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Recycle Bin
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Listing recycle entries

restoring recycle entries

emptying completely recycle entries

Recycle Bin
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 rate limiting 

 io monitoring 

 transfers engine 

 fuse optimisation 

 workflow engine 

 intergroup data balancing 

 id mappings 

 https/S3 extensions 

 sticky ownership 

 and many more… 

 gateways 

 fsck 

 sharing 

 geo scheduling policies 

 user/host ban 

 versioning 

 accounting 

 recycle bin 

EOS Features

 stat monitoring 

 rich ACLs 
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Summary



Summary

EOS open storage provides a very flexible platform for large communities 
• storage technology used to store LHC data - 340PB deployed 
• more than 17k users storing data today via CERNBox 

EOS is deployed in several sites around the world 
• Aarnet (Australia), IHEP (China), FermiLab (US), EC-JRC (Italy), INFN Trieste 

(Italy), ASGC (Taiwan), KI, JINR (Russia), SPbSU and many others… 
• multiple ALICE grid sites 

Ongoing collaboration with COMTRADE within CERN OpenLab to provide 
commercial support to companies 

EOS workshops (yearly) 
•Last one in February 2019 

• over 80 registered participants from over 25 institutions  
• 32 oral contributions during the 2 days workshop 
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Thanks for the attention!



CERNBox: 
  

the CERN cloud storage 
driven by EOS

powered by



!49powered by

Bring data closer to our users: CERNBox



Web Access Sync Client

Mobile App

WebDAV Directly from the  
storage backend 

EOSUSER 
(xroot, http, s3, …)

Available Access Methods
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web frontend 
oc_shares

nginx https lb 
webdav

namespace

datadatadata

sync and mobile 
clients

samba gatewayfuse clientsnative clients

windows 
clients

EOS: the CERNBox backend
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