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Elastic, Adaptable and Scalable

EOS is a simple and scalable open source software solution for central
data recording, user analysis and data processing.

EOS supports thousands of clients with random remote I/O patters with
multiprotocol support and tunable QoS.
HTTP, WebDAV, CIFS, FUSE, XRoot, gsiFTP

EOS offers a variety of authentication methods and user/project quotas.
KRBS5, X509, Shared Secret and unix
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EOS Project History
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EOS Architecture
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EOS Production Releases

Aquémarine
V 0.3.X
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XRootD V3
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http://eoslhcbftp.cern.ch
http://srm-eoslhcb.cern.ch
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EOS Produ
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EOS Production instances @ CERN ME OS

EOS instances:
e 5 for the LHC experiments
e 9 CERNBox (EOSUSER + 5 EOSHOME + 3 EOSPROJECT)
e EOSMEDIA (photo/audio/video)
e EOSPUBLIC (Open Data and non-LHC experiments)
e EOSBACKUP (backup for CERNBox)

e 5 for various tests
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~1500 storage nodes
~60k disks
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Hardware evolution

e Profiting from economy of scale
* minimise price per GB

e System Unit:
* 8 physical cores (16 virtual) 64-128GB RAM
e disk-tray of 24x.4-6-10-12TB HDDs
] . V,;

e Running different generations
® 2 trays per system unit

® 4 trays per system unit

* 8 trays per system unit
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In-memory namespace

Management Server
Pluggable Namespace, Quota
Strong Authentication
Capability Engine

File Placement

File Location

Message Queue

Service State Messages

File Transaction Reports
Shared Objects (queue+hash)

File Storage

File & File Meta Data Store
Capability Authorization
Check-summing & Verification
Disk Error Detection (Scrubbing)

MGM

namespace

» ves

namespace

dati“

— eos—check-bl
— build.ma
— checksum

Adle
Chec
crc3
crc3

— cmake_cl
— CXX.incl
t—— DependIn
— depend.i
t— depend.m
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QuarkDB namespace

— eos—check-bl
— build.ma
MGM — checksum
Adle
Chec
crc3
— CXX.incl
= DependIn
— depend.i
— depend.m
PO
\////
%,
7/ /

Management Server
Pluggable Namespace, Quota
Strong Authentication
Capability Engine

File Placement

File Location

Message Queue

Service State Messages

File Transaction Reports
Shared Objects (queue+hash)

I— cmake_cl
/
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namespace;: namespace;:: namespace

File Storage
File & File Meta Data Store

Capability Authorization
Check-summing & Verification
Disk Error Detection (Scrubbing)
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QuarkDB namespace and multi-FST

— eos—check-bl

— build.ma
MGM — checksum
Adle
Chec
crc3
05 seel

B aes 55 see)
» ves 5 ves

Management Server
Pluggable Namespace, Quota
Strong Authentication
Capability Engine

File Placement

File Location

— cmake_cl
— CXX.incl
t—— DependIn
— depend.i
t—— depend.m

Message Queue Y
Service State Messages %/////
File Transaction Reports %//j

Shared Objects (queue+hash) namespace; | nhamespace;| hamespace

File Storage

File & File Meta Data Store
Capability Authorization
Check-summing & Verification
Disk Error Detection (Scrubbing)




Hardware optimisation
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EOS Software and Dependencies

Software Repositories

* Production Repo
O Citrine https://storage-ci.web.cern.ch/storage-ci/eos/citrine/tag/

O Citrine-Dependencies https://storage-ci.web.cern.ch/storage-ci/eos/citrine-depend/

©0 QuarkDB https://storage-ci.web.cern.ch/storage-ci/quarkdb/tag/

* Pre-production Repo
O Citrine-Testing https://storage-ci.web.cern.ch/storage-ci/eos/citrine/tag/testing/

* Development Branch
O Citrine-Dev https://storage-ci.web.cern.ch/storage-ci/eos/citrine/commit/

Code

+ Gitlab
https://gitlab.cern.ch/dss/eos.git

+ Github
https://github.com/cern-eos/eos

ey


https://gitlab.cern.ch/dss/eos.git
https://github.com/cern-eos/eos

EOS Documentations and help

EOS main website:

https://eos.web.cern.ch/

EOS Documentation:
https://eos-docs.web.cern.ch/eos-docs/
https://eos-docs.web.cern.ch/eos-docs/quickstart.-html
https://quarkdb.web.cern.ch/quarkdb/docs/master/

EOS Community website:

https://eos-community.web.cern.ch/

OpenlLab Collaboration Project with COMTRADE
EOS Whitepaper and EOS beginner setup:

ot

OS

https://cernbox.cern.ch/cernbox/desktop/index.php/s/Nopi3hGZYYgHN93
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https://eos.web.cern.ch/
http://eos-docs.web.cern.ch/eos-docs/
http://eos-docs.web.cern.ch/eos-docs/quickstart.html
https://quarkdb.web.cern.ch/quarkdb/docs/master/
https://eos-community.web.cern.ch/
https://cernbox.cern.ch/cernbox/desktop/index.php/s/Nbpi3hGZYYqHN93

Setup MGM

igpiticmes

/etc/xrd.cf.mgm xrootd server configuration file

/etc/sysconfig/eos env instance configuration file

/var/eos/md/files.<hostname>.mdlog changelog file cont. file meta data of the name
space

/var/eos/md/directories.<hostname>.mdlog | changelog file cont. directory meta data of the name

space

/var/eos/config/<hostname> directory cont. configuration files and

configuration changelog
/etc/eos.keytab keytab file for ’sss’ authentication (shared secret)
/var/log/eos/mgm/xrdlog.mgm eos/xrootd MGM log file
/var/eos/md/so.mgn.dump Dump of the MGM shared object hash/queues

How to generate a keytab
xrdsssadmin -k <eosinstance> -u daemon -g daemon add /etc/eos.keytab

RPM needed
yum install xrootd-client-libs xrootd-client xrootd-debuginfo xrootd xrootd-libs xrootd-server-libs

yum install leveldb-1.10.0-0.el6.x86_64 zeromq eos-server eos-client eos-debuginfo
eos-xrootd libmicrohttpd-0.9.38-eo0s.wves libmicrohttpd-debuginfo-0.9.38-eo0s.wves

19



Setup MQ and SYNC (in-memory)

sigiticance

/etc/xrd.cf.mq xrootd server configuration file

/etc/sysconfig/eos env instance configuration file
/var/log/eos/mq/xrdlog.mq eos/xrootd MQ log file

/var/log/eos/mq/proc/stats current broker statistics file

Sync Daemon
keep in sync the ns files between headnodes
/var/eos/md/files.<servername>.mdlog
/var/eos/md/directories.<servername>.mdlog
keep in sync the configuration of the instance

/var/eos/config/<servername>/*.eoscf

20



EOS headnode setup

Headnode Daemons
systemctl start eos@master

systemctl start eos@*

IPTABLES

-A INPUT -p tcp -m multiport --dports 1094 -m comment --comment "101 allow xroot to EOS-MGM" -j ACCEPT

-A INPUT -p tcp -m multiport --dports 1097 -m comment --comment " 101 allow xroot to EOS-MQ" -j ACCEPT

-A INPUT -p tcp -m multiport --dports 1096 -m comment --comment " 101 allow xroot to EOS-SYNC" -j ACCEPT

-A INPUT -p tcp -m multiport --dports 443 -m comment --comment "102 allow GSI-HTTP to EOS-MGM" -j ACCEPT
-A INPUT -p tcp -m multiport --dports 8000 -m comment --comment "102 allow HTTP to EOS-MGM" -j ACCEPT

-A INPUT -p tcp -m multiport --dports 8443 -m comment --comment " 102 allow KRB5-HTTP to EOS-MGM" -j ACCEPT

-A INPUT -p tcp -m multiport --dports 7777 -m comment --comment "101 allow xroot to EOS-QDB" -j ACCEPT
-A INPUT -p tcp -m multiport --dports 1100 -m comment --comment "102 allow HTTP to EOS-FUSEX" -j ACCEPT

21



EOS headnode setup (in-memory ns)

master

master
master

master
master

master

master
master

master
master

RAM provision ~ 1KB per NS entry

-

RAID-1 HDD

RAID-1 SSD

Faster boot in case of
daemon restart

and the ns files are not in
the server.cache




EOS headnode setup (quarkdb ns)

master master
master master

master master
master master

master master
master master

RAM provision

NS cache, full NS stored in quarkdb
on SSD /var/lib/quarkdb




EOS headnode setup - QuarkDB NS

yum install quarkdb quarkdb-debuginfo

Config file: /etc/xrootd/xrootd-quarkdb.cfg

xrd.port 7777

xrd.protocol redis:7777 libXrdQuarkDB.so
redis.mode raft

redis.database /var/lib/quarkdb/eosns

redis.myself qgdb-test-l.cern.ch:7777

redis.password file /etc/eos.keytab

quarkdb-create --path /var/lib/quarkdb/eosns --cluster|D your-cluster-id --
nodes gdb-test-1.cern.ch:7777,qdb-test-2.cern.ch:7777,qdb-
test-3.cern.ch:7777

systemctl start xrootd@quarkdb

24



EOS storage node setup

sigiticanc

/etc/xrd.cf.fst xrootd server configuration file
/etc/sysconfig/eos env instance configuration file

/var/log/eos/fmd.<unix-tst>.<fsid>.mdlog FST meta data changelog file

/var/log/eos/so.fst.dump Dump of the FST shared object hash/queues

FST Daemon

systemctl start eos@fst

IPTABLES
-A INPUT -p tcp -m multiport --dports 1095 -m comment --comment "101 allow xroot to EOS-FST" -j ACCEPT

-A INPUT -p tcp -m multiport --dports 8001 -m comment --comment "102 allow HTTP to EOS-FST" -j ACCEPT

Register the FST back to the EOS instance
from the MGM
eos fs add "uuidgen’ <host.domain>:1095 <disk> <pool>
from the FST

eosfstregister <disk> <pool>
P
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Data Placement

FILESYSTEM SCHEDULING GROUP




Data Placement

FILESYSTEM SCHEDULING GROUP




Data Placement

FILESYSTEM SCHEDULING GROUP

FST NODE|

29



EOS Infrastructure awareness

Tree scheduling
stateful
tree efficient data structures

multiple scheduling policies available Floor
Zone

Node—id

QOQQOQQQ

........ QT g s e

0513::5::0034::SF08: 9a42750b

P

Building

30



Balancing
/> eos space config <space> space.balancer=on

Scheduling Group
30%
40%

0%

Scheduling Group




Dra"““g /> eos fs config <fsid> configstatus=drain

Network utilization [rootPeoslhcb-srv-m2 (mgm: ) ~1%
4 [rootReoslhcb—srv-m2 (mgm: ) ~]$ eos fs 1s —d

eoslhcb cluster

206 |’1
f p@5153074058585.cern.ch /datalé drained
16 ' p®5153074065039.cern.ch /datall drained
lo] H"’H Ik Pl 'HL" p05153074065039.cern.ch /data21 drained
[ A o f[l,ﬁr\ pB5153074065039.cern.ch /data25 drained
o = AR i ! 1xfsrd46c@l.cern.ch /data@1 drained
Network utilization 1xfsrd46c@l.cern.ch /data@2 drained
500 M 4 1xfsrd4éc@®l.cern.ch /data@3 drained
v 1xfsrd46cOl.cern.ch /data@4 drained
400 M nOde d ral ned 1xfsrd46c@l.cern.ch /data@s drained
1xfsrd4éc@®l.cern.ch /data@é drained
300 M 1xfsrd4é6c@l.cern.ch /data@7 drained
1xfsrd4éc@®l.cern.ch /data@8 drained
200 M 1xfsrd46cOl.cern.ch /data@9 drained
1xfsrd4éc@l.cern.ch /datal@ drained

36

100 M = FHJi 1xfsrd4écOl.cern.ch /datall drained
h L AL o) 1xfsrd4éc@l.cern.ch /data12 drained

R P M ik > 1xfsrd4éc@l.cern.ch /datal3 drained

00: 00 06: 00 : 1xfsrd46c@l.cern.ch /datalé4 drained

Scheduling Group




Draining and Balancing

: -
Settings per space and per storage node
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Layouts (replication)

- -

Layout settings are per directories

Single files can be changed with a converter
eos file convert <path> [<layout>:<stripes>] [targetspace]




~  Authentication and Virtual IDs




Disk Pools and Scheduling Groups

eos
eos

eos
eos

eos
eos
eos
eos

€o0s
eos
eo0s

space define [groupsize] [groupmod]
space 1ls

group set <group> on/off
group ls

node 1s

node ‘1s --sys

node 1s --io

node set <node> on/off

fs 1s
fs 1s -d
fs 1s --io

oY



Permission Systems

Permission are verified at directory level

2-step permissions:
unix pbits + ACLs

<rule> = u:<uid|username>|g:<gid|groupname>|egroup:<name>:{rwxomqc(!d)(+d)(lu)(+u)}

'Y |
2¢

definition

grant read permission
grant write permissions

grant browsing permission
unix V grant change mode permission

l ! forbid change mode operations

! forbid deletion of files and directories
| V ACCESS ; overwrite a ‘!d’ rule and allow deletion of files and directories
acls Granted ! forbid update of files

overwrite a ‘U’ rule and allow updates for files
ACCESS
Forbidden

grant ‘set quota’ permissions on a quota node

c grant ‘change owner' permission on directory children

38



Permission Systems

Admin and Users ACLs
sys.eval.useracl=true

sys and user acls are concatenated and evaluated

- 9

4

sys.acl=<acllist> —

unix

! K
acls vV ACCESS
Granted

ACCESS
Forbidden

user.acl=<acllist>

<acllist> = <rulel>,<rule2>...<ruleN>

Y


http://eos.readthedocs.io/en/latest/configuration/permission.html

Quota System

feos/cms leos/cms leos/cms

/eosicms leos/cms

istoreluser/ fstore i / Istore st L istore
Se r (45.0%) fexpress/ | ‘ frelvall R I0streamer/
il (62.6%) (83.6%) ik (41.0%)

G ro u p leos/cms leos/cms /eoslcms /eos/cms leosicms

Istore Istore Istore Istore Istore
Juserfjbalcas/ Icafiuser/ ftemp/group/ ltempifts3test/ ltempluser/

P r- oj e Ct (0.3%) (95.9%) (0.0%) (100.00%) (89.0%)

/eosicms

Istore
eos quota set -u <uid>|-g <gid> [-v <bytes>] [-i <inodes>] -p <path> Jeosluser,

(0.0%)

eos quota rm -u <uid> |-g <gid> -p <path>

eos quota rmnode -p <path>

group 1477.4/ 1950.3 TB (75.8%)

phys_p... Phys_tra...

dpg_tracker_strip 26... phys_tau 34.8 /...

phys_b2g6...

[ohys_b2g 68.4 / 100.0 TB (68.4%)|



http://eos.readthedocs.io/en/latest/configuration/quota.html

Recycle Bin

FIFO policy for delayed file deletion

time and volume based

EOS Console [root://localhost] |/eos/> recycle config --lifetime 86400

EOS Console [root://localhost] |/eos/> recycle config --size 100G

EOS Console [root://localhost] |/eos/dev/2rep/subnode/> recycle config --add-bin /eos/dev

EOS Console [root://localhost] |/eos/> recycle

#

# used 0.00 B out of 100.00 GB (0.00% volume / 0.60% inodes used) Object-Lifetime 86460 [s]

#

41



Recycle Bin

Listing recycle entries

EOS Console [root://localhost] |/eos/dev/2rep/subnode/> recycle ls
# Deletion Time RESTORE-KEY RESTORE-PATH

restoring recycle entries

EOS Console [root://localhost] |/eos/dev/2rep/subnode/> recycle restore -f 9000000800000 R7CT
warning: renamed restore =/eos/dev/2rep/subnode/tree to backup-path=/eos/dev/2rep/subnode/tree.00800800¢
success: restored =/eos/dev/2rep/subnode/tree

emptying completely recycle entries

EOS Console [root://localhost] |/eos/dev/2rep/subnode/> recycle purge

success: purged 1 bulk deletions and @ individual files from the recycle bin!

42



EOS Features

fl)=0S

geo scheduling policies

id mappings
user/host ban
1o monitoring

https/S3 extensions -
@ stat monitoring
workflow engine sticky ownership

.
.. . rich ACLs
fuse optimisation

intergroup data balancing
-






Summary ME OS

EOS open storage provides a very flexible platform for large communities
* storage technology used to store LHC data - 340PB deployed
® more than 17k users storing data today via CERNBox

EOS is deployed in several sites around the world
e Aarnet (Australia), IHEP (China), FermilLab (US), EC-JRC (ltaly), INFN Trieste
(Italy), ASGC (Taiwan), KI, JINR (Russia), SPbSU and many others...
* multiple ALICE grid sites

Ongoing collaboration with COMTRADE within CERN Openlab to provide
commercial support to companies

EOS workshops (yearly)
e Last one in February 2019
e over 80 registered participants from over 25 institutions
* 32 oral contributions during the 2 days workshop



References & Documentation ME OS

EOS main website:

https://eos.web.cern.ch/

EOS Documentation:
https://eos-docs.web.cern.ch/eos-docs/
https://quarkdb.web.cern.ch/quarkdb/docs/master/

EOS Community website:

https://eos-community.web.cern.ch/
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CERN*

the CERN clou&.storage
driven EOS
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2 b

#“ CERNBox

sers: CERNBoXx

Select a remote destination folder

v % CERNBox

[ alice

B atlas

[ cms

[ engineering
[71 experiment
[ Ihcb

|71 project

[ public

[ scratch

[P user

home

,'vvvvvvvvvv

v

. Create Folder

Refresh |

. Cancel = GoBack

T———
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Account to Synchronize

All files

& Connected to https: /icernbox. cemn. chicerbon desiiop a5 dens
Shared with you N Modified & Activity [
Sharecithiothers ﬁ CEPH Training 6 days ago O Gm“ mw
Shared by link "N . Remote path: home [
(@] CERN Templates 17 days ago + Networ Ci\Users\denise\cembon,
Deleted files L
(@ CcHep2015 17 days ago
o
(@ tos 5 months ago
Storage Usage Account Mantenance
(@ Papers 5 months ago
- Edt Ignore
(@ SummerStudent-Hana 17 days ago Currently there is no storage usage -
information avalable,
] EO0S-0.3.49-beryl 47 MB 7 months ago 5
) Sync Client

‘Web Access

6 folders a
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(xroot, http, s3, ...)



EOS: the CERNBox backend

m windows @

clients
- &o w20,
S Lo - = 2 . -
b - @ — . web frontend

oc_shares

4= @')&-)

ru nginx https lb
sync and mobile webdav

clients
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