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QA: Static Code Analysis

CERN BE-ICS-FT, Philipp Burkhardt and Nik Lehmann




What the ICS group does ¢

Run and maintain the control system for CERN experiments

e Some of the world's largest and most complex infrastructures

e |CS-CS provides power to them and many other "fundamental services"

e | ots of mission critical software, historical and heterogenous, some of it in C++
e Need to do Quality Assurance (QA) on a large scale on this C++ code base
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Code powers CERN

Pipelines are the magic behind it
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Automate Quality Assurance in a
pipeline, using advanced tools for
static code analysis
e Understand & document what is
going on
e Contribute to the QA pipeline

o Nik: Static code analysis project
= | | VM clang-tidy 8 = 10

o Philipp: Virtualisation project
m Docker images cc/ = 8

What did we do? [

QA pipelines: virtualisation & clang-tidy |
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Work as a "Software Engineer"
rom big picture to details and fueled by coffee
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Your Pipeline 1 [— :]

DAk documentaticn

A Build les-fd-qa Documentation
A
ﬂ B A ﬂ A suilc-apent .
L C
1

2 3 al

Some other Pipeline 2

Various Client
Projects

Generate-proto Build les-fd-qa Documentation
@ generate-pro.. | L3 @ build-release o @ pack f @ documentation | 3
Get-sources Static-code-analysis Sonarqube

@ download-so... @ clang-tidy @ sonarqube
) @ cppcheck ° °
ics-fd-ga? QA Pipeline

Instances

Get-sources Static-code-analysis Sonarqube

@ download-so... @ clang-tidy @ sonarqube
@ cppcheck

Abstraction Example



Quality Assurance Pipeline

i) Pipeline k- Cppck B Linux ¢ - ( ‘¢ Pipeline | t 53 \ - 0| Nik

m.chiproject/issues?id= fd-qa ulechecker&resolved=false & + In @

Filters

result of integer division used in a floating point conlext; possible loss of precision
lang-tidy

ssible loss of pracision

@ loss of precisio

download-sources sonarqube

cppcheck

» Resolution

» Stalus

¥ Creation Date
» Rule

» Tag

» Module

» Direclory

» File

» Assignee

» Author

(Get-sources Static-code-analysis Sonarqube

ics-fd-ga Pipeline Instance




LLVM project - clang-tidy

The purpose of clang-tidy is to provide an extensible framework for diagnosing and fixing typical programming
errors, like style violations, interface misuse, or bugs that can be deduced via static analysis.

Michael Ludwig / qaRuleChecker * GitLab -

I Mo related merge requests found.

q;ml ® clang-tidy 10

qaRuleChecker © k3
g Pipeline Needs
<40 Commits }’ 2Branches (7 0Tags [ 338 KB Files [E 654 KB Storage

ics-fd-qa rule checker _.cpp a collection of "bad code” c++ files with main() only should trigger sonarqube accrodingly

S i L story || Findfle | | webioE || & v | SR

; Get-sources Static-code-analysis Sonarqube
® [ leaASbZQ—TEJ

), triggered
WP Nik Lehmann authored 3 minutes ago

@ download-so.. | @ clang-tidy @ sonarqube e

o

e Update clang-tidy image from livm.v8 to llvm.v10

e Checkrules

e Optimize and configure code checker, update configs
e Testllvm.v10 image inside container




warn, floating-point values

d=-232"8/ (2+1);

result of integer division used in a floating point context; possible loss of precision yesterday » L12 %

&% Bug ~ @ Major + O Open - Notassigned ~ Comment MNotags «

result of integer division used in a floating point context; possible loss of precision yesterday v L13 G

# Bug~ & Major + O Open = Notassigned + Comment No tags =
d =1/ (1 << 4);

result of integer division used in a floating point context; possible loss of precision yesterday v L14 %

% Bug =~ ¢ Major ~ O Open = Notassigned »~ Comment Mo tags -

use of a signed integer operand with a binary bitwise operator yesterday » L14

@& Code Smell = & Major = () Open = Not assigned = Comment Mo tags »

K, no integer division.

22 * 8.8/ [2 +1);

8 * floatFunc(1 + 7.0 / 2);
(double)i / (1 << 4);

use of a signed integer operand with a binary bitwise operator yesterday v L19 %

A N T~ o AW N o, Yo, ek Kl il L N Kl b

Example for automatically found and reported bugs
from injected bad code



How clang-tidy is used

1-ga-garul ker

client pipeline: "gaRuleChecker"

cache/src/badCode/clangtidy_cppcoreguidelines_aveid_goto.cpp ﬂ

LdIvim. or

les-fd-qa

(A i I:“l

@ pack

[ T o ) B =9

should

niCS_fd_qan plpe|lne using std;

int main{ int argc, char** argv ){

Get-sources Static-code-analysis Sonarqube parameter 'argc’ is unused

& Code Smell = g Info - Open ~ Mot assigned » Comment

@ download-so... @ clang-tidy @ sonarqube 3

parameter 'argv’ is unused

& Code Smell » & Info Open = Not: ned = Comment

@ cppcheck

<< std: :endl;

if (i < 100) {
++1;
goto loop_start; // jump

avoid using "goto’ for flow control 3 days

de Smell = gy Major » (O Open = Not a

h

return 89;




{5 ics-fd-ga-garulechecker
[2 cache/src/badCode/clangtidy_cppcoreguidelines_avoid_goto.cpp {}

£ ics-fd-ga-garulechecker
|_E“| cache/src/badCode/clangtidy__cppcoreguidelines_avoid_goto.cpp {}

i ok o
,

t/
using std;
int main(){

int 1 = @;

if (i < 108) {

++1i;
std::cout << “do dummy" << std::endl;

}

I return 8;

00 = O N Jn GO PR B @D WD 00 = O d O R

24 36

Lines \\Issues

0.0%

Coverage

al e
2 https://releases.1Ivm.orgs12.8.8/tools/clangstoolssextrasdocs/clang-tidy/checks/cppcoreguidelines-avoid-goto. html
4 The usage of goto for control flow is error prone and should be replaced with looping constructs. Only forward jumps in nested
5 This check Implements ES.76 from the CppCoreGuidelines and 6.3.1 from High Integrity C++.
6 For more information on why to aveid programming with goto you can read the famous paper A Case against the GO TO Statement..
7 The check diagnoses goto for backward jumps in every language mode. These should be replaced with C/C++ looping constructs.
8 i
9 using std;
16 int main{ int argc, char** argv ){
parameter ‘argc’ is unused Jdaysago~ L10 Sy
& Code Smell > ¢ Info » (O Open ~ Notassigned » Comment % Notags -
parameter 'argv’ is unused 3daysago~ L10 9
& Code Smell~ @ Info O Open ~ Notassigned » Comment j MO tags -
11
12 /4 Bad, handwritten for loop.
13 int i = @,
14 A/ Jump label for the loop
15 loop_start:
16 std::cout << "do dummy" << std::endl,
17
13 if (1 < 100) {
19 ++1;
20 goto loop_start; /7 jump backwards
avoid using 'gote’ for flow control 3daysago > L20 9
& Code Smell = ¢y Major » () Open = Not assigned » Comment %. Motags -
21 }
2 return @;

https://releases.llvm.orgs12.0.0/tools/clang/tools/extrasdocs/clang-tidy/checks/cppcoreguidelines-avoid-goto. html

The usage of goto for control flow 1Is error prone and should be replaced with looping constructs. Only Torward
This check implements ES.76 from the CppCoreGuidelines and 6.3.:
For more information on why to aveld programming with gote you can read the famous paper A Case against the GO TO Statement..
The check diagnoses goto for backward jumps in every language mode. These should be replaced with C/C++ looping constructs.

Sfexecute here

mps in nested loops are accepted.
from High Integrity C++.



#* Applications Places  Firefox @ Wedllms A O

.clang-tidy - master - Michael Ludwig / gaRuleChecker - GitLab - Mozilla Firefox - 8 X

v Clang-Ti: & sonarqut lssues ¥ .clang-ti X | &* Plpeline & clang-tid & Cppchech B Linux Ce ' Michael L () (1) QA st ! Plpelines git bash i .clang-tic 5 o VWhat Is 0| Mik Sver +

« e @ © & nttps://gitlab.cem.ch/miudwig/qarulechecke naster/.clang-tidy B | - L oin @O @

a* Centos i@ Orientation and setup | SonarQube W gaRuleChecker ﬁ} clang-tidy 10

4 GitLab = Mem
gaRuleChecker

D Project information B clang-tidy (3 158ke
Repository
Files
Commits
Branches
Tags
Contributors
Graph
Compare
Locked Files
[r issues
I Merge requests
& ClcD
@ Secwity & Compliance
@ Deployments
B2 Monitor
@ Infrastructure
& Packages & Registries
I Analytics
B i wow such

configuration

&« Collapse sidebar
ik

2 ‘, clang-tidy - master - Michael Ludwig.. :; lang-tidy (fhomednilehmand project . nilehman@pcen3 5409 o menile! E Pictures




Current situation
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Not enough CPU power - Lack of time

Next steps: Overview of differences between llvm.v8 to llvm.v10
& reasons for upgrade.



Virtualisation project using Docker
Migrating from CentQOS 7 to CentOS 8

Ul run
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Lessons learned
What we take with us from HSSIP

e Coffee is love, coffee is life

e Software projects are complex, require focus and
lots of brain power

e \/irtualisation as part of CI/CD is very powertful gitlab,
docker, containers

e | inux, Git CLI, Gitlab, Docker and more crazy tools

e Automation becomes absolutely necessary above a
certain scale of things

e Communication and keeping the overview is vital
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for your attention









Results of static
code analysis

(Get-sources Static-code-analysis Sonarqube

Client Projects ics-fd-ga Pipeline Instance



Work as a "Software Engineer"
rom big picture to details and fueled by coffee
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Code powers CERN

Pipelines are the magic behind it
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Big picture to detalls

Working as a "Software Engineer”
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a* Applications Places  Text Editor @ Thuld2s &

& pack (#17180 x | & badCode/clan: X | G float ' Docke G linux t G do tat 4 Micha

(1) Q el | open ~ || @ cplusplus0.cpp [Read-Only] = _ . GitLab - Mozilla Firefox - @
4 o

2nmp-use-default-n p performance-implici.. ion-in eplusplus0.cpp
&« c @ O & nt tl/s clang.llvm.org/docs/analyzer/checkers. html#cplusplus-newdeleteleaks-c 89 L oIn @

&8 Centos (@ Orientation and setup |... Sonarf_"euh4 ® clang-tidy 1C
|/

f/ 1.1.2.1. cplusplus.InnerPointer (C++)
be-dep _ QA students ¥ Jveid deref_after_assignment() { ~ a 0 I~ Cca @‘v {?v
© @nilehman — 0 > B y| std::string s = "1llvm"; "
const char *c = s.data(); // note: pointer to inmer buffer of 'std::string' obtained here
¢ g"; f/ note: inmer buffer of 'std::string' reallocated by call to 'operators'
= Q Find channel + consume(c); // warn: inner pointer of container used after resdeallocation
}
CHAMNMELS
const char *return_temp(int x} {
@ ACC-ADM-alerts return std::to_string(x}.c_str(); // warn: inner pointer of container used after re/deallocation
// note: pointer to inner buffer of 'std::string' obtained here
= L1 // note: inner buffer of 'std::string' deallocated by call to destructor
@ oOff-Topic ¥

& QA students
Ff 1.1.2.3. cplusplus.NewDeletelLeaks (C++)

@ Town Square void test() {
int *p = new int;

DIRECT MESSAGES

@ Michael| Vo3¢ TO {
short s;
long *1p = ::new (&s) long; // warn

1.1.2.2. cplusplus.NewDelete (C++)
void f{int *p);

"lvoid testUseMiddleArgAfterDelete(int *p)
delete p;
fip); // warn: use after free

1}

class SomeClass {
Apubli::

void f{);
}:

void test() {
SomeClass *c = new SomeClass;
delete c¢;
c->f{); // warn: use after free

void test() {
int *p = (int *)_ builtin alloca(sizeof(int));
i

¢ PUE B S S S [ [ e e e .

C++ » Tab Wid Ln 1, Col 1
WY

@ (1) DA students - be-dep CERN Mat... || i@}y badCodeExamples/cplusplus o E projects Bl rilehman@pcen35409:mhome/nileh... ~#] cplusplus0.cpp [Read-Only] (/tmp/nil... I:I



