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Outline

Why all the excitement around tokens and
HTTP?

TPC transfers using X509 delegated
credentials

Support for Macaroons and SciTokens

HTTP TPC support




A bit of context ...

Globus Toolkit open source support
discontinued — need alternative for GridFTP

WLCG DOMA (Data Organization Management
Access) Group looking into alternatives

XRootD TPC with delegation
HTTP(S) TPC with macaroon support

-  EOS enforces authentication only at the MGM

FSTs rely on the (sss) encrypted opague info

FSTs enforce SSS authentication for outgoing
connections




TPC transfer with EOS as source

XRootD TPC is a pull based model i.e.
destination copies from source




TPC transfer with EOS as destination
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- FST enforces sss auth K FSTs
- need to deploy sss key to source (unfeasible)




XRootD TPC with delegation

Deploy an XRootD vanilla gateway server capable of doing
delegated TPC transfers

Only GSI delegation is supported
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XRootD TPC with delegation - configuration

-  MGM side one line configuration addition

-  XRootD vanilla PSS server playing the gateway
role




EOS support for token authorization

- Based on XrdHttp and work done in the DOMA TPC working
group

Using custom http external handler libEosMgmHttp.so

Macaroon tokens supported by libXrdMacaroons.so that comes
by default with XRootD

SciTokens support, install extra packages:
eos-scitokens, eos-scitokens-debuinfo from eos-depend repository

Other useful packages:

xrdhttpvoms — support client proxy certificates and VOMS
x509-scitokens-issuer, x509-scitokens-issuer-client

include macaroon-init tool for obtaining macaroons
using X509

python2-macaroons — for inspecting the contents of macaroons




EOS MGM config for token support

¥rd.protocol XrdHttp:9000 /usr/lib&4 libXrdHttp.so
http.cadir /etc/grid-security certificates
http.cert /etc/grid security /daemon/ /'hostcert.pem
http.key /etc/grid-security/daemon/hostkey.pem

http.gridmap /etc/grid security/grid-mapfile

secxtractor libXrdHttpVOMS.so

exthandler xrdtpc /usr/Llib64/1ibXrdHttpTPC.s0

p.exthandler EosMgmHttp usr/Llib64 'libEosMgmHttp.so eos::mgm::http::redirect to https-0

mgmofs.macaroonslib /usr/lib6d /libXrdMacaroons.so /opt /eos 1ib64 LibXrdAccSciTokens.so

macaroons.secretkey /etc/eos.macarocon.secret

all.sitename eosdev




EOS FST config for (TPC) token support

- No changes per se for token support

- But there are some changes needed for HTTP
TPC support

xrd.protocol XrdHttp:9001 /usr/11b64/11bXrdHttp.so

http.exthandler EosFstHttp /usr/1ib64/libEosFstHttp.so none

http.exthandler xrdtpc /usr/1ib64/1ibXrdHttpTPC.so




Practical examples(1) — X509

-  XRootD TPC with delegated credentials

-  CURL (direct) transfer using X509 credentials




Practical examples(2) — Macaroons TX

-  CURL (direct) transfer using macaroons

earer SMACARODON" SiesdssO00, cern. feogsfdevireplicasfilel.dat




What is inside my macaroon?




Practical examples(3)

- Inspect the contents of a macaroon
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Practical examples(4) — SciTokens TX

-  Requires an IAM(ldentity and Access
Management) provider and a client (oidc-
agent)

: Bearer $SCI_TOKEN"




Minimum version requirements

Support for everything presented so far
requires:

XRootD >=4.11.1

EOS >=4.6.8

XRootD client >=4.11.1

- HTTP TPC support requires XRootD 4.11.2 and
a new EOS release




Reference setup and configuration

EOS setup and example commands
http://eos-docs.web.cern.ch/eos-docs/configuration/http tpc.html

Macaroons description
https://qgithub.com/rescrv/libmacaroons



http://eos-docs.web.cern.ch/eos-docs/configuration/http_tpc.html
https://github.com/rescrv/libmacaroons




