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Making the proxy behave: infrastructure and community policy support AARC

Guidelines : : :
aarc-community.org/quidelines
The AARC Guidelines complement the AARC Blueprint Architecture (BPA) and the policy best praclices -
recommended by the AARC project. The guidelines can apply to any fopic that heips to advance Federated Identity * ITPIT
Management for research and collaboration. - -r T =
The AARC Guidelines help communities and infrastructures to implement and operate an AAI for research and = e 7 ARRC Buepmt Archtncrs
coliaboration more effectively and in an interoperable way. | ~sssdhas =] D ——— -_
rivacy Statement
CoCov2 LX XY [T
Architecture Guidelines Policy Guidelines Targeted Guidelines Upcoming Guidance o v
______ 1 : ssurance
o B O |
- apsd S H -
AAS a4 Securty INCgent Resporme Trust F ramewors for Federated idertity E Snctfi| 2
- — b Procedure
T D 8 T G, T ] G W 59 SRS AN T W B S N P AT GG -~ T.--@ééééééf_l é) é-\:]

AAs L a ) Scatate Noegotiator for 3 Commmunty Trust Framewors in F ederated infrastructures

e L W L pramint M Pms e e @ @ e G TN Y ey eetabeet
Cadln a e el AT e ee T aew el e s e w e Tl b e

o P g

Architecture Guidelines Policy Guidelines Targeted Guidealines Upcoming Guidance

A <L Exchange of specific assurance irformaton AAST 44 Preterenary Policy Recommendations for the | S AA (appication o RAS and CoCo)

TN M e AL s AL Bl v et e @ W h A AT et W AN e el o o e e ep e sarsw N e
VB N P M BB ISy by T s @ h R el 4 NsBe AL PG pm ) N a d Fawe T AA e v B e ovgmenw h MG
O e e Te M B e ha Ba e prn el ST e ® Y e e @t e e AL

i Tea B i BB B TG Ghn G AL W V. Sty e

(@ARC https://aarc-community.org 2



Trust and global policy AARC

E-INFRASTRUCTURES:

A single policy cannot apply AR
* different risk scenarios for participants, |
e different risk appreciation,

e distinct legal contexts, ...

But one can ‘map’ policies and align policy structures Loy -

COMMUNITY

“enable interoperation of collaborating Infrastructures in managing
cross-infrastructure operational security risks.”

which is the role of SCI - Security for Collaboration among Infrastructures

(@A RC https://aarc-community.org




[~

Determining interoperable risk profiles AARC
for collaborating infrastructures and services

PR12.1 - User Registration
DP5 - User Personal Data PR12.2 - User Renewal

DP4 - Logging Data PR12.3 - User Suspension

===V aturity

DP3 - Monitoring Data PR12.4 - User Removal

==Required maturity

LI1 - Intellectual Property Rights PR23 - Physical and Network Security
PR25 - Retention of Appopriate Logs PR24 - Confidentiality and Integrity of Data

AARC h : - ity. . .
‘Q (tpsifaarc-communtty.ore concept in SCI context: Urpo Kaila



Baseline AUP at WISE SCI
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AARC

L LB |
.
.

WISE

COMMUNITY

The WISE Baseline Acceptable Use Policy and

Conditions of Use
Version 1.0.1 (draft), 25 Feb 2019

Authors: Members of the WISE Community SCI Working Group.
e-mail: sci@lists.wise-community.or

© Owned by the authors and made available under license: https://creativecommons.org/licenses/by-nc-sa/4.0/

Other Sources / Attribution / Acknowledgements: “EGI Acceptable Use Policy and Conditions of Use”, used under

CC BY-NC-SA 4.0.The research leading to these results has received funding from the European Community's
Horizon2020 Programme under Grant Agreement No. 730941 (AARC2).

DRAFT WISE Baseline AUP template v1.0.1
h il h i P Il rly_brack "{ }" (colour Il indli

shown only once to user during registration

information on expected behaviour and restrictions

e can optionally be augmented with
additional community or infrastructure specific clauses

e registration point may be operated directly by research
community or by third party on community's behalf

Other information shown to user during registration

* Privacy Notice — information about processing & user rights

* Service Level Agreements — information about what user
can expect from the service in terms of ‘quality’

e Terms of Service — optional, with the ‘benefits’ to the user

https://aarc-community.org/guidelines/aarc-i044/

(@A RC https://aarc-community.org
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Evolving the policy development kit >>> Smplfy the structure AARC

Acceptance

Authentication Access Platform (LToS)

AUP & Conditions

Access Platform (LToS)
specific security controls

Data Privacy Policy

Operational
policies

Accounting Data

Protection MU Pilot Jobs

Sui generis policies

VO Portal

Service Operations
B Policy

Traceability &

. VM
Logging (C Top'LEVEI Endorsement
Snctfi = Security Policy
Community
Membership
Community compact but comprehensive top-level policy
Security

User Community

& User Policies

Community \ risk-classification driven policy requirements
purpose binding

Acceptable supported by implementation measure that can be defined as needed

Use Policy -

(@A RC https://aarc-community.org



Conveying Assurance and Profiles in practice — at the IGTF: XSEDE & FNAL (AA RC

Questions to ask yourself when defining this policy: REFEDS Assurance F’a’“ewc’;:ac”:;'is"XSEDEHE‘F otk
e Which identity providers are acceptable for your infrastructure? SAML Identity a7 oo -
Federation |dPs? Social providers such as Google, Facebook etc? £FEDS Assurance .
e How much certainty does your community require of the identity? Review each of the
elements (personal accounts, uniqueness, freshness, vetting quality, and
authentication strength). How will you validate this for each source of (federated)

REFEDS Assurance Framework Checklist
REFEDS Assurance Framework ver 1.0
Checklist ver 1.0 (Nov 26 2019)

hitps //refeds org/assurance

Idenht ? Identity Provider Name: Extreme Science and Engineering Discovery Environment (XSEDE)
y ) . . . . entitylD: hitps:/fidp.xsede. org/idp/shibboleth
e How can you ensure that each user is covered by a security incident response Contact: YSEDE Help Desk <help@xsede.org

Date(s). Drafted by Jim Basney on Nov 26 2019, Reviewed by TAGPMA on Dec 13 2019

capability at their home organisation?
e Do your services, or a subset, require step-up (multi-factor) authentication?

Required for Required for  Meets

‘Assertion Description Cappuccino  Espresso  Requiremen

t? Comments by Jim Basney on Nov 26 2019
Accepted by XSEDE Operations on May 12017, See.
https:/isoftware, xsede org/displayici-30
XSEDE's IdP is trusted for issuance of X 509
certificates for access to XSEDE systems
XSEDE conducted a security review of the IdP before
beginning operations
¥SEDE's metadata includes all 4 contacts plus logo,
emor URL, and privacy statement.

CURRENT. The XSEDE KIP asserts this for every
account, but that fails to meet the requirement

a

1. The lentity Prosider is operated with organizationakievel authority.

2 The Kentity Prosider is trusted enough that it is (or it could be) used to access the
organization's own systems.

<]

Yes Yes

1 i 1 T https./irefeds .org
The following chart can be used to help determine an appropriate assurance profile for you. o | cpasarmce . Generaly-acceplad securly prastices are apgid o the Kently Froidec
Refer also to AARC Guideline 21: 4. Federation metadata is accurate, complete, and includes at least one of the following: support,

technical, admin, or security contacts

<]

<]

Should How fresh do What kind of ID | Is Multi-Factor TODO: The XSEDE IdP only asserts ths fo indhical

identifiers be i attributes need | Proofing is Authentication users who are asscciated with an active XSEDE

N . 3 " allocation and thus have been "vetted" by the XSEDE

unique, unique across | to be? required? required? {Unique-1) The user identifer represents a single natural person. []  allocations process (peer review or delegated review) to
represent a single natural person. XSEDE enforces a

personal and the

policy against account sharing
traceable? infrastructure? hitps //refeds org/assurance/ID/unique Yea Yes (hitps./fwww.xsede.org/usage-pdlicies). The XSEDE

P explicitly does not assert this for so-called

e . "Community User” accounts used by Science

Unspecified Unspecified AARC Assam Gateways (https:/d handle. nev2142/48925).

{Unique-2) The CSP can contact the person ta whom the identifier is issued XSEDE has a verified email contact for each identity

IGTF Dogwood User identities persist indefinitely in the XSEDE Central
. 1 (Unigue-3) The user identifier is never re-assigned, Database and XSEDE Kerberos, The identities may be

RAF Cappuccino

Sirﬁle/fﬁctor IGTF Birch . REFEDS MFA Checklist

ation REFEDS MFA Profile v1.0
hecklist 1.0 (N 6 2019
RAF Espresso Checkist ver 1.0 (Nov 26 2019)

htps:/irefeds org/profile/mfa

Unspecified Unspesified Unspecified

Yes

i Identity Provider Name: Extreme Science and Engineering Discovery Environment (XSEDE)
Multifactor entitylD: hitps:/fidp.xsede.org/idp/shibboleth
tication Contact: XSEDE Help Desk <help@xsede.org>

Date(s): Drafted by Jim Basney on Nov 26 2019, Reviewed by TAGPMA on Dec 13 2019
Meets
Description Jim y 262019
2

The authentication of the users current session used a combination of at least two of

the four distinct types of factors defined in ITU-T X.1254: Entity authentication
assurance framework, section 3.1.3, authentication factor (something you know,

something you have, something you are, something you do)

The factors used are independent, in that access to one factor does not by itself grant XSEDE Kerberos passwords are independent from Duo MFA. XSEDE Kerberos KDCs are operated by XSEDE. Duo is a cloud service
acoess to other factors. operated by Cisco. Users establish their Kerberos passwords and Duo credentials separately at account sign-up time.

The combination of the factors mitigates single-factor only risks related to non-real-

time attacks such as phishing, offine cracking, online guessing and theft of a (single) Duo credentials (push, OTP, SMS) are one-time use and time-limited to mitigate non-real-time attacks.

factor.

The XSEDE IdP uses Kerberos passwords (something you know) and Duo MFA (something you have) for authentication.

(AA RC https://aarc-community.org
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Operational security focus in the BPA: beyond just the IdPs AARC

AA R C B I u e p rl nt = Unauthenticated User

= Authenticated User

User . = = = = < Authorisation Information Flow
ArCh |teCtU re == == Attribute Information Flow

User Identitiy Natnal \ \ \ \ \
Ve gte;u; federations @ ? @ @ ?
. . ( AuthN ) (eduGAIN)
Community membership ot e
] . (\Consent/)
management directories and L —\ -5~
attribute authorities “user | Access Protocol S
) ) ) Attrll_)ute Translation : Authorisation |
* integrity of membership e | |
. . . . Reputation 'y || _ _ _ _ _ _ _ _ - — — - l
e identification, naming and  Serve i |
.. -7~ = =60 S S S e = = = N |
traceability e t-------- : E o
. . . ~—_— | /Token\ v
e site and service security i li“ggf\',?c‘{:":) | A i
. /TTTTTTTTTTT s | uthorisation |
e protection on the network ! R o= e
. ) i 1 \Inf_o_rm/ | : \Eefosﬂt;ry/l |
assertion integrity ge=====sc======c=cifc=s=c=======5 ©o T
1 | . |
: End Services : : |
Attribute |\ l ’I :
uthorities e~ S
& | i
_______ )

Guidelines for Secure Operation of Attribute Authorities
and other issuers of access-granting statements
(AARC-1048, in collaboration with IGTF AAOPS)

(@A RC https://aarc-community.org
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AARC

AARC-GO048: keeping users & communities protected, moving across models

Guidelines for Secure Operation of Attribute

trusted delegation of response from communities to operators, Authorities and other issuers of access-
. .y . . .. . . granting statements
and from services to communities in recognizing their assertions

Structured around concept of “AA Operators”,

'ublication Date 2018-11-22 —
uthors David Groep;David Kell e

operating “Attribute Authorities” (technological entities),

Document Code AARC-G048

on behalf of, one or more, Communities

3.3. Attribute Assertions

Key Management

1. Assertions provided by an AA must be integrity-protected. They must be signed by
the identified AA, or be transmitted over an integrity-protected channel where the
server has been authenticated, and preferably both.

ed to assertion protection functions. |

Push model
Where the protocol supports it, enable protection also of the messages con
established channel.

Good examples: SAML Attribute Query should enable

signs assertions and provides functionality over protected channels, the
eys used to sign assertions shall be different from those protecting those channels.

Pull model
As a good exampl

Pull model
The key of the AA must be used solely for protecting connections to its protocol endpoint

e channel

and ensure an integrity protected and mutually authenticated channel.

{panc st """ Https://www.igtf.net/guidelines/aaops/ https://aarc-community.org/guidelines/aarc-g048/



Security Incident Response in the Federated World AARC

many countrles & economic reglons W|th an R&E identity federation Q w;nz

’_ e spvl '\eduGAIN =, . m
y _ > Y,

IS one
account...

? full of valuable resources | :".. .2 L o:r 38 4 N
(data, network, services) | (da_

- PRACE

TR o

Could we ensure that information is shared confidentially, and reputations protected?

Security Incident Response Trust Framework for Federated Identity

Sirtfi = based on Security for Collaborating Infrastructures (SCl) & FIM4R Recommendations

(@ARC https://aarc-community.org 10
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Communications Challenges AARC

Based on Sirtfi incident role play of AARC in eduGAIN ...

testing communications channels identified as high-priority target

Question Response summary (9 responses received)

What went well? The initial investigation was quick and responsive and Sirtfi contacts largely worked. eduGAIN support was
helpful and included federation operators.

What didn’t go well? Lack of coordination. Delay in official alert. It was unclear who should be contacted. eduGAIN was brought in
too late. The incident trigger was too vague. Investigation incomplete.

——

Planned progress . 1
. . . . "’ .\'...o ik
More exercises, coordinated via WISE .:"(;'.‘M’MI&EY

* Improve available tooling

* Set defined roles, including a coordinator, and
promote eduGAIN security capability GN4-*

(@A RC https://aarc-community.org



WISE SCCC-WG - participate! AARC

IGTF-RATCC4-2019

WISE Community:

Campaign IGTF-RATCC4-2019
SeC U rlty COI N Dashboard /... / SCCC-JWG Period October 2019
COOFdlnathn Communications Cha”ange planning Initiator contact Interoperable Global Trust Federation IGTF (rat@igtf.net)
Created by David Groep, last modified on Oct 12, 2079 Target community IGTF Accredited Identity Providers
Introduction and baCkg Target type own constituency of accredited authorities
Maintaining trust between differe
responses by all parties involved. Body Last challenge Campaign name Next challenge Campaign Target community size ~90 entities, ~60 organisations, ~50 countries/economic areas
coordinated e-Infrastructures, the . ] .
contact information, and have eit IGTF November 2015 October 2019 IGTF-RATCC Challenge format and depth = email to registered public contacts
and bevel ofconfidentialiny riduty expecting human response (by email reply) within policy timeframe
e : . | EGI March 2019 SSC 19.03 (8)
Ye”f'ed becomes stale: security o Current phase Completed, summary available
R AN Trusted Introducer = August 2019 Tl Reaction Test January 2019 Tl Reaction

. o0 . 3 .
Gie ofthe ways fosnsure contad Summary or report Preliminary result: 82% prompt (1 working day) response, follow-up ongoing

compare their performance again

Campaign information

Campaigns can target different constituencies and may overlap. The description of the constituency given here should be sufficient for a
detailed description or a list of addresses (which would be a privacy concern since this page is public). Challenges can also probe to differg

I P Sl L - P | " rd I | Lo .- S - ) !

WISE, SIGISM, REFEDS, Tl joint working group

see wise-community.org and join!

https://wiki.geant.org/display/WISE/SCCC-JWG

(@A RC https://aarc-community.org



Evolving incident response: from 1051 to eduGAIN Security

AARC

AARC-1051 Guide to Federated Security Incident Response for Research Collaboration

Be Prepared
Act
Report and Share

|dP, SP Checklist

eduGAIN Incident Response Procedure

1 - (Suspected) Discovery
1 ﬁ Local Security Team If applicable: INFORM WITHIN 4 HOURS .

2 Federation Security Contact INFORM WITHIN 4 HOURS.
3 eduGAIN CSIRT Duty Contact —— INFORM via “abuse@edugain.org” WITHIN 4 HOURS.

2 - Containment

1 Affected Hosts
2 Affected VMs
3. [ Affected Appliances

If feasible: ISOLATE as soon as possible WITHIN 1 DAY
SNAPSHOT and/or SUSPEND WITHIN 4 HOURS .
DISABLE WITHIN 4 HOURS.

3 - Confirmation
1. [J Incident

CONFIRM WITH YOUR LOCAL SECURITY TEAM AND/OR Edugain CSIRT.

4 - Downtime Announcement
1. [ Service Downtime If applicable: ANNOUNCE WITH REASON

“SECURITY OPERATIONS IN PROGRESS” WITHIN 1 DAY.

5 - Analysis
1. [0 Evidence COLLECT AS APPROPRIATE.
2. [ Incident Analysis PERFORM AS APPROPRIATE
3. [ Requests From EGI CSIRT FOLLOW UP WITHIN 4 HOURS.

6 - Debriefing
1. [J Post-Mortem Incident Report

WITHIN 1 MONTH.

7 - Normal Operation Restoration
1. [] Normal Service Operation

RESTORE AS PER RESOURCE CENTRE STANDARDS
AFTER INCIDENT HANDLING IS COMPLETE.
2 D Procedures and Documentation —— UPDATE as appropriate to reflect analysis results

Guide to Fede:
Response for

Zvoraf

PREPARE AND SEND to “abuse@edugain.org”

informational document and not a guideline since Sirtfi WG still needs
to get global endorsement, yet we need practical guidance right now!

(@A RC https://aarc-community.org

https://aarc-project.eu/guidelines/aarc-i051/

Security Incident Response Communication Workflow

@ msisagar

TS page is based on the AARC2 document: PIps: € TOIONAL2- Fes Frocecrev1.0par

ncaseof Incigent, please g

A securtty incident Is a suspacted or confirmad viokation of an sxpiicit or Impiled security policy.

Federation ‘must report 3 susp: a sk to any other within or own
fegeration, 10 Mmmﬁum:mmw

Caveats
Notning In these procacures Is meant 1o resirict the fiow of INnTation om 3 Particpant 1o other aridipants, of WITN M federations, or WM extemal
¥ the securty Incident is suspectad to affect partiss outsids a given fedaration, the EQUGAIN Securtty org) must

Goals

mmimmmammnnmnmummuwlﬂpummm
‘Security Incidents must be treated 3s serious

Coordination roles
A Securtty incident Response Coordinator must be appointed for sach Incident. Elther at the Federation Partiopant level, ora ~ o

- - . OF an edUGAIN Securty incident Response C mrm

main cbigation of this roie i process doss are responsibie for ungerstanding

wnmmmwmum% w‘:qmmmman

procses, and guidance. They are expected to marshal concemed

wmhplﬂlq_l the response 1 3 securtty ‘entity most e task, such 3s 3
Research Community of e-infrastructure CSIRT, wmmammqnmwm

eduGAIN Security Incident
Response Coordinator

]! ! A

[1' 7 T 1
EIESEEESN

Notification:

1. Fegeration Partcipants

Afmmwmmmmmwmmmummnmm providers and attribute
and 8ervice provider proxies, u'mmb‘
Fodaration. A8 such, a federation pariicipan may also act 8 3

28 well.
Fageration partiipants are expectad to fofow the MMRWMWWM] and in particuar report 31
securty Incioents posing a risk 1o any other federation participant within contact point &

their own

13



See also
https://aarc-community.org/policies/
https://g.nikhef.nl/pmad8-summary

join policy@aarc-community.org
- this is the ‘na3’ list, you may already be there!

Thank you
Any Questions?

davidg@nikhef.nl

https://aarc-community.org
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© members of the AARC Community.
e work leading to these results has received funding from the European Union’s Horizon 2020 research and innovation programme and other sources.

oject support by AARC2, GN4-3, and EOSChub



