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OSG Token Transition Workshop

● Oct 14 - 15, 2021

○ Virtual

○ 166 registrants

○ 138 unique zoom attendees

● https://indico.fnal.gov/event/50597/ 

● Workshop Goals

○ Provide a space for OSG staff and communities to share their progress

○ Discuss the OSG timeline and revisit if necessary
○ Educate the OSG community on tokens and how to use them

○ Help sites accept token-based pilots
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https://indico.fnal.gov/event/50597/
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OSG Software Plans
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Slide 3 from Brian Lin’s talk: “OSG Software Bearer Token Transition Plans”

● OSG CEs and GridFTP hosts are acutely 

affected by the February 2022 milestone

● After February 2022, XRootD will continue 

to work with GSI/VOMS proxies 

● OSG CEs should be updated to 

HTCondor-CE from OSG 3.5 “upcoming”

● Sites using GridFTP should install XRootD 

Standalone from OSG 3.6 when released

https://indico.fnal.gov/event/50597/contributions/225840/
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Open Science Pool

4

Slide 4 from Brian Bockelman’s talk: “Bearer Token Usage in the OSPool”

● The Open Science Pool (OSPool) is an 
HTCondor resource pool based on 
GlideinWMS

● 52/137 HTCondor-CEs reporting to the 
OSG Central Collector accept OSPool 
token-based pilots

● 95% of execution points are reporting back 
to the pool using HTCondor IDTOKENS

● Storage tokens are automatically 
generated per user job and have been in 
production for ~4 years

https://indico.fnal.gov/event/50597/contributions/225839/
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Community Report: ATLAS
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Slide 15 from FaHui Lin’s talk: “Token Transition Report: ATLAS”

● Harvester successfully submitting 

token-based pilots to BNL & MWT2

● Aiming to update all central Harvesters to 

support tokens by end of October

● Move to storage & user tokens in 

2022-2025

● Token → CE user mappings

● Production vs analysis pilots are 

mapped to separate users based on 

● Need a mapping for SAM/ETF tests

https://indico.fnal.gov/event/50597/contributions/225841/
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Community Report: IceCube
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Slide 11 from Benedikt Reidel’’s talk: “Token Transition Report: IceCube”

● Moving away from everything in LDAP → 

Keycloak

● Will allow for offloading of business 

services (email, calendar)

● Storage access using SciTokens

● HTCondor pool will use IDTOKENS

● To come: federated identity and SSH with 

OAuth2

https://indico.fnal.gov/event/50597/contributions/225842/
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Community Report: LIGO
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Slide 20 from Ron Tapia’s talk: “Token Transition Report: LIGO”

● Pilot submission through OSG-managed 

GlideinWMS

● Storage access tokens will be managed 

through a combination of HTCondor, 

Kerberos, and Vault

https://indico.fnal.gov/event/50597/contributions/225844/
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Community Report: CMS
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Slide 13 from Marco Mascheroni’s talk: “Token Transition Report: CMS”

● Starting the campaign to update site CEs to 

accept token-based pilots

● Making good progress on moving from 

GridFTP → WebDAV-TPC

● In the late stages of testing IDTOKENS for 

the global pool

https://indico.fnal.gov/event/50597/contributions/225843/
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Community Report: FNAL
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Slide 2 from Mine Altunay’s talk: “Token Transition Report: FNAL”

● Federated identity project will start with 

OAuth/JWT for FNAL users then extend 

access to users at partner institutions

● User tokens will be based on Vault, the 

CILogon token issuer, and FERRY + LDAP

● FNAL will maintain separate token issuers 

for each of their international VOs but are 

working through sub-VO user mappings

https://indico.fnal.gov/event/50597/contributions/225845/
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Community Report: BNL
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Slide 4 from Doug Benjamin’s talk: “Token Transition Report: BNL”

● Working on upgrading and testing token 

support in HTCondor-CEs

● DUNE’s dCache will be upgraded to 

support FNAL/WLCG tokens

● Different experiments have varied token 

requirements and timelines

● The experiments using tokens will mostly 

all be using different token issuers

https://indico.fnal.gov/event/50597/contributions/225847/
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Rucio + FTS
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Slide 8 from Martin-Stefan Barisits’ talk: “Rucio Token workflows”

● Rucio has had token support since 2019
○ Next iterations on token support 

include fine-grained scopes for 
security and data embargo purposes

● FTS supports OIDC-provided tokens and 
SE-issued tokens obtained by FTS

○ Can accept access tokens and 
exchange them for refresh tokens 
from the IdP. Currently the same 
access tokens are used between 
source and destination.

○ Can take user X.509 proxies and 
exchange them for SE-issued tokens

https://indico.fnal.gov/event/50597/contributions/225902/
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Token Education

● “The Future of Bearer Tokens” by Jim Basney

○ Principles of least-privilege auth; capability-based authorization

○ JWTs, OAuth2, OpenID Connect

○ New project to assist with the transition to tokens: https://sciauth.org/ 

● “Token AuthZ and Validation for Site Services” and a Bearer Tokens Hands-On by Derek Weitzel

○ Token technical details: token structure, attributes, and how to decode them

○ Jupyter notebook to familiarize site administrators with tokens
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https://indico.fnal.gov/event/50597/contributions/225838/
https://sciauth.org/
https://indico.fnal.gov/event/50597/contributions/225904/
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HTCondor-CE Hackathon

● OSG staffed a “hackathon” room to help site administrators troubleshoot and verify token-based 

pilot submissions to their CEs

● OSG staff verified token-based pilot submission to 8 HTCondor-CEs 
● Common issues:

○ HTCondor-CE uses default CA certificate locations for its SSL handshake used to 

authenticate incoming tokens: 
https://htcondor.com/htcondor-ce/v5/configuration/authentication/#configuring-certificates 

○ A WLCG token compatibility bug in the scitokens-cpp package. Fixed in 0.6.2 available in 

EPEL; HTCondor packaging to be updated to require the appropriate version

13

https://htcondor.com/htcondor-ce/v5/configuration/authentication/#configuring-certificates
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Summary

● OSG communities are making good progress to meeting the February 2022 Grid Community 
Toolkit end-of-life in the OSG

● Next Steps

○ Communities should continue coordinating with US-based sites to accept token-based pilots 

by February 2022

○ Communities need to plan out their token → site user mappings

○ OSG Security + EGI CSIRT tabletop exercises

○ HTCondor-CE improvements

■ Payload audit logging 

■ Provide more flexibility in token → user mapping (scope-based?)
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Questions?

This material is based upon work supported by the National Science Foundation under Grant Nos. 1836650 and 2030508. 
Any opinions, findings, and conclusions or recommendations expressed in this material are those of the author(s) and do 

not necessarily reflect the views of the National Science Foundation.


