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INDIGO IAM: the development team

IAM is mainly developed by the Software Development (SD) group at INFN-
CNAF.

We are currently 7 people, working on IAM, StoRM, VOMS, Argus maintenance
and other activities

® Federica Agostini

® Andrea Ceccanti (Lead)

® Francesco Giacomini

® Roberta Miccoli

® Elisabetta Ronchieri

® Marcelo Soares

® Enrico Vianello




|JAM: latest releases (v1.7.0 and v1.7.1)

New website, with restructured and improved documentation

Improved scalability on group membership persistence management, including improved
pagination on SCIM APIs

Improved token-exchange flexibility, with support for scope policies and token exchange

policies

Support for linking SSH keys to IAM accounts; keys are then exposed to relying apps via
SCIM provisioning APIs or via the userinfo endpoint

The VOMS importer script, which allows to migrate users, group and role information from
a VOMS installation to an |IAM

Plus other bug fixes and improvements. For more details, see the v1.7.0 and v1.7.1

release notes.



https://indigo-iam.github.io/
https://indigo-iam.github.io/v/current/docs/
https://indigo-iam.github.io/v/v1.7.1/docs/reference/api/scope-policy-api/
https://indigo-iam.github.io/v/v1.7.1/docs/reference/api/token-exchange-policy-api/
https://indigo-iam.github.io/v/v1.7.1/docs/reference/api/token-exchange-policy-api/
https://indigo-iam.github.io/v/v1.7.1/docs/tasks/user/manage-ssh-keys/
https://github.com/indigo-iam/voms-importer
https://github.com/indigo-iam/iam/releases/tag/v1.7.0
https://github.com/indigo-iam/iam/releases/tag/v1.7.1
https://indigo-iam.github.io/
https://indigo-iam.github.io/v/current/docs/
https://indigo-iam.github.io/v/v1.7.1/docs/reference/api/scope-policy-api/
https://indigo-iam.github.io/v/v1.7.1/docs/reference/api/token-exchange-policy-api/
https://indigo-iam.github.io/v/v1.7.1/docs/reference/api/token-exchange-policy-api/
https://indigo-iam.github.io/v/v1.7.1/docs/tasks/user/manage-ssh-keys/
https://github.com/indigo-iam/voms-importer
https://github.com/indigo-iam/iam/releases/tag/v1.7.0
https://github.com/indigo-iam/iam/releases/tag/v1.7.1

Main IAM deployments




|IAM deployment @ CNAF

~20 |AM instances in support of various projects

e \WLCG, ESCAPE, DODAS, Deep Hybrid DataCloud, EOSC-Hub, HERD, HTTPS
|OTwins, EOSC-Pillar, EGO-VIRGO, T1-Computing, PLANET, MVM, CTA-

LST, ... i a
Deployed on a Kubernetes cluster _l :! '_

® Fach projects gets a dedicated K8S namespace

®
Y-

3

Data stored on HA Percona MySQL cluster

Kubernetes advantages

® rolling updates

® consistent management
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WLCG IAM deployments

Alice and LHCb coming soon
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Main planned developments



|IAM v1.8.0

Next release, ETA: December 2021

® O ) amvis0
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O Search or jump to...

QO B https://github.com/indigo-iam/iam/projects/6

Pull requests Issues Marketplace Explore
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H indigo-iam /iam  Public

<> Code () I1ssues 63 i1 Pull requests 10

IAM v1.8.0
Updated 16 hours ago

https://github.com/indigo-iam/iam/milestone/11

8 Todo

(® Provide documentation for IAM HA
setup

#428 opened by andreaceccanti

https://github.com/indigo-iam/iam/projects/6

Highlights:
® Spring dependencies upgrade

® Improved client management & registration

® Session externalization

e JWT-based client authentication

other minor improvements & bug fixes

o v1.8.0

(© Add ability to temporarily disable
clients

#386 opened by andreaceccanti
kind/feature

P v1.8.0

® Introduce support for OAuth
resource indicators

#381 opened by andreaceccanti
kind/feature

o v1.8.0

(® Migrate client management to IAM
dashboard

#84 opened by andreaceccanti
kind/feature

P v1.8.0

(© 1AM should expire unused refresh

tokens after a configurable amount

of time
#3617 opened by andreaceccanti
kind/feature

o v1.8.0

(® Group membership expiration
#363 opened by andreaceccanti

kind/feature

o v1.8.0

(® 1AM should allow disabling dynamic

Automated as To do

12

L)) Discussions () Actions E] Projects 3

4 In progress -+

(© Users are asked to authorize scopes
they're not permitted to get

#389 opened by DrDaveD

kind/bug
P v1.8.0

(© Epic: upgrade to latest stable spring-
boot version

O 2 of 3 tasks

#339 opened by andreaceccanti

Kindjdebt. kind/task
P v1.8.0

@ IAM username update blocked by case ***

insensitive "is username available"
check

#434 opened by andreaceccanti

i1 WIP: Provide support for scope policy
% Management in IAM dashboard

#403 opened by marcelovilaca

(& Changes approved

Automated as In progress

Manage

@ Security |~ Insights

Q Filter cal

5 Inreview

(® The Cookie associated with the
"Remember This Choice" optio
IdPs only lasts for the current ¢

#367 opened by norealroots

P v1.8.0

(© Support for externalized sessic
storage

#436 opened by andreaceccanti
kind/feature

o v1.8.0

(© Support for JWT-based client
authentication

O 2 tasks done
#426 opened by andreaceccanti
kind/feature

o v1.8.0

i1 WIP: Show group labels in accc
~ home page
#411 opened by andreaceccanti

o v1.8.0

@ Migrate consent page to IAM
dashboard

#122 opened by andreaceccanti
kind/feature

P v1.8.0
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Spring dependencies upgrade

IAM is a Spring Boot application. IAM relies on an old Spring Boot version
(1.3.8), which has reached EOL and needs to be upgraded ASAP.

The upgrade will also allow to move to Java 11.

https://github.com/indigo-iam/iam/issues/339

https://github.com/indigo-iam/iam/pull/435

https://github.com/indigo-iam/iam/pull/439

WIP: Spring boot migration #435 Edit | <> Code ~
jgfel.-, i andreaceccanti wants to merge 27 commits into develop from iam-spring-update-oct-2021 (0
) Conversation 0 -0- Commits 27 Fl Checks 2 Files changed 251 +2,240 -3,553 nuEN
@ andreaceccanti commented 10 days ago Member (&) --- Reviewers 83
No w

No description provided.
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Refactored client management & registration

https://github.com/indigo-iam/iam/issues/386

https://github.com/indigo-iam/iam/issues/84

Up to now |IAM has relied on MitrelD Connect client management APIs, which
however have scalability and usability limits

® No pagination on client management APIs, this causes issues on the management
dashboard with large number of clients

® Client management always require to use a registration access tokens, i.e. it's hard for users
to have a clear view of their registered clients

® No client search API

14
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Refactored client management & registration

The new client management & registration APl will:
® implement pagination
® implement server-side search functionalities
® allow to limit client registration only to registered VO members
® add the ability to temporarily disable clients
® add the ability to expire and remove from the database clients that are not used

® allow users to see and manage clients linked to their account from the IAM dashboard

15




Session data externalization

https://github.com/indigo-iam/iam/issues/436

https://github.com/indigo-iam/iam/pull/437 !E!

With session externalization, IAM becomes a completely =~ "
. | replicas

stateless application

Data Sessions
This supports replicated/HA IAM deployments
redls
PERCONA HA
XTraDB Redis

16 HA MySQL cluster
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JWT-based client authentication

The OAuth and OpenlD Connect protocols support JWT-based client-
authentication, which means that clients authenticate to the token issuer (e.g.,
|IAM) sending a signed JWT instead of a (client_id, client_secret) credential.

The token issuer inspects the JWT, resolves the client_id and verifies the JWT
using either a shared secret or a public key linked to the client contfiguration

Pros

® time-limited client credentials under the control of the client

Cons

® clients need to know how to generate and sign a JWT

17




JWT-based client authentication

https://github.com/indigo-iam/iam/pull/427

Introduces support in IAM for client_secret_jwt and private_key_jwt auth
schemes.

Advantages:

® reduced risks of exposed client credentials

® support time-limited credential delegation

18
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Other improvements in 1.8.0

Improved support for key rotation and token signature algorithm selection

® https://github.com/indigo-iam/iam/issues/430

Support for OAuth resource indicators

® https://github.com/indigo-iam/iam/issues/381

® ie., a standard way to request an audience for issued tokens

Improved Consent page
® https://github.com/indigo-iam/iam/pull/417

19
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Longer-term planned developments

Support for Multi-factor authentication

® https://github.com/indigo-iam/iam/issues/418

® See Sam'’s talk

IAM AP| endpoints consolidation

® https://github.com/indigo-iam/iam/issues/407

Migrate IAM dashboard to the latest Angular

® https://github.com/indigo-iam/iam/issues/87

Evaluate migrating away from MitrelD connect

® https://github.com/indigo-iam/iam/issues/406

® in favour of the new Spring Authorization server project

20
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Thanks for your attention.
Questions?
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