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The CernVM Virtual Appliance at a Glance

CernVM (Container or VM)

e Curated Linux platform with all the dependencies to run LHC applications

e RHEL compatible

e “Batteries included”: ready for most laa$S clouds

e Strongly versioned: /cvmfs/cernvm-prod.cern.ch/.cvmfs/snapshots/cernvm-system-4.1.0.0
e Minimal image (~ 20 MB)

e Graphical (development/outreach environment) and batch flavors

e Customizable through contextualization

e Launcher for easy image instantiation with VirtualBox

Singularity-ready root file system:
/cvmfs/cernvm-prod.cern.ch/cvm3  (ELG6, frozen)
/cvmfs/cernvm-prod.cern.ch/cvmé (EL?, production)



Reminder: Building Blocks of CernVM

Twofold system: pCernVM boot loader + OS delivered by CernVM-FS

e,
Ve B EB

(EC2, Azure, OpenStack, .. .) atlas alice
[ A
/; K OS + Extras ] [ 8
\»

Scratch
Disk

initrd: CernVM-FS + pContextualisation

] AUFS )[ Fuse

[ AUFS Writable Overlay | 8

Boot Loader




CernVM Full Virtualization Usage Q4/2020
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CernVM Full Virtualization Usage Q4/2020

e 10000 booted instances per day
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Current Use Cases I: laaS Clouds ﬁ

ope;:s:tack@ s AAzure D GOOg|€ Cloud

e ATLAS Sim@P1 on-demand cloud on trigger farm

e Through CloudScheduler and VAC at various academic and commercial clouds

— Chris’ presentation



Current Use Cases II: LHC@Home
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Current Use Cases |ll: OpenData

CMs-OpenData-1.5.0 [Running] - Oracle VM VirtualBox
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Current Use Cases IV: Data Preservation

S /cvmfs/na48.cern.ch

NA48 Software ] [ Cond. Data
SLC 6
from CernVM

[ CernVM Preserved OS ]
[ Singularity Container Runtime ]
[ Maintained OS, e.g. CentOS7/8 ]

L[jblomer@lxplus?] singularity exec -B /cvmfs -B /eos \ J

CernVM
—

Central
Service

> /cvmfs/cernvm-prod.cern.ch/slc6 /cvmfs/na48.cern.ch/my_application




Status and Plans D

[Updates since the 2019 Workshop
e Freeze of CernVM 3 (EL 6 based)

e Minor updates to CernVM 4 and the bootloader to follow upstream updates

e Documentation now available on (.ZReadTheDocs
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(Plans for the next months

e Maintenance of CernVM 4, bootloader, launcher
e Documentation update to match hypervisor and cloud platform updates

e Updating CernVM Online to the new Single Sign-On system



https://cernvm.readthedocs.io

CernVM 5: Proof-of-Concept

CernVM 5 Testing [Running] - Oracle VM VirtualBox A - O X
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CernVM 5: Proof-of-Concept

CernVM 5 Testing [Running] - Oracle VM VirtualBox A _ O X

File Machine View Input Devices Help
[INF1 Starting CernVM File System...
LINF1 Posting kernel modules. ..

[INF1 Booting

elcome to

Listening on Journal Socket (sdeuslog).
Listening on Process Core Dump Socket.

Reached target Local File Systens.

Created slice User and Session Slice.

Started Dispatch Passuord Requests to Console Directory Uatch.
Listening on initctl Compatibility Named Pipe.

Reached target Remote File Systems.

Listening on Journal Socket.

Starting Rebuild Jourmal Catalog...

Starting Rebuild Dynamic Linker Cache...

Starting Apply Kernel Variables...

Starting Mark the need to relabel after reboot...

Reached target Slices.

Reached target Suap.

Hounting Huge Pages File System...

Starting Journal Service...

HMounting FUSE Control File Sustenm...

Mounting Kernel Configuration File Systen...

HMounting Rernel Debug File Sustem...

Mounting POSIX Message Queue File Systen.

Set up automount Arbitrary Executable File Formats File System Automount Point.
Started Forvard Password Reguests to Wall Directory Watch.
Reached target Paths.

Starting Create System Users...

Mounted Huge Pages File Systen.

Mounted FUSE Control File Systen.

Hounted Kernel Configuration File Systen.

Mounted Kerncl Debug File Systen.
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CernVM 5: Proof-of-Concept

CernVM 5 Testing [Running] - Oracle VM VirtualBox

Devices Help

Input
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based on Cent0S Linux release 8.1.1911 (Core)
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Outlook: CernVM 5 C

e Back to the approach would allow us to deploy CernVM as
a for fully virtualized clouds and as a for commercial k8s clusters

e Target: < 500 MB CernVM base container, bootable in < 30s

CernVM 5 Layering

Minimal container contents (&)
e CernVM-FS client
e cloud-init

e HepOSLibs (7)

[ Full app universe provided by /cvmfs J

Minimal Compatibility Container
App universe from /cvmfs/sft.cern.ch

glibc + ¢

. . -
( Bootloader (only for full virtualization) J O Dissibop SOvImsns (Sn e emmemi)

e Python, compilers, ROOT, XrootD client
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Backup Slides




Software and Platform Lifecycle

e Our standard Linux platform, Red Hat Enterprise Linux (aka Scientific Linux, CentOS), has a life

time of ~10 years per release

e No security updates once out of maintenance, hence availability on central services stops

(Ixplus, Ixbatch, ...)

Two options for experiment application software
to manage the operating system change

1. Porting & validation
can be challenging wrt. legacy dependencies such
as CERNLIB

2. Freezing & sandboxing
Captures legacy software plus OS and compilers

using virtualization technology
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OVA Images

e Image bundled with user data
e Single-click import in VirtualBox

e Can be created on CernVM:
cvm2ova \
-n CMS-OpenData-1.5.1 \
-i cernvm4-2018.10-1.hdd \

-u user-data.txt

Import Virtual Appliance o E
Appliance settings
These are the virtual machines contained in the appliance and the suggested settings of the
imported VirtualBox machines. You can change many of the properties shown by double-clicking on

the items and disable others using the check boxes below.

virtual System 1

&% Name CMS-OpenData-1.5.1
Product CemvM
Product-URL http://cemvm cem.ch
& Guest 05 Type B Linux 2.6 / 3.x / 4.x (64-bit)
@ cry 1
& ram 2000 MB
& Network Adapter v/ Intel PRO/1000 MT Desktop (82540EM)
&7 Network Adapter v/ Intel PRO/1000 MT Desktop (82540EM)

- A Storane Controller (SATA)  AHCI

You can modify the base folder which will host all the virtual machines. Home folders can also be
individually (per virtual machine) modified.

59 /data/vmjvbox
MAC Address Policy: | Include only NAT network adapter MAC addresses

Additional Options: v/ Import hard drives as VDI

Appliance s not signed

Restore Defaults §_Import Cancel




cernvm-launch

(cernvm-launch command-line utility ) Implementation

o Steers VirtualBox to instantiate CernVMs e Uses libcernvm, the core of CernVM Online's
e Copyable binary WebAPI
o Interface similar to Docker and Vagrant o Creates the ISO image from context
e Requires only the user-data text file e Downloads and caches CernVM image from

(“context”) the web

J
e Calls VirtualBox command line interface

— https://cernvm.readthedocs.io/en/stable/cpt-launch.html
— https://github.com/cernvm /public-contexts


https://cernvm.readthedocs.io/en/stable/cpt-launch.html
https://github.com/cernvm/public-contexts

Example Invocation of cernvm-launch

-] Terminal - jakob@meerkat:~/Documents/CERN/workshops/cernvm18/talk/launch

File Edit Vie
[jakob@meerkat launchl]$ wget -q https://ecsft.cern.ch/dist/cernvm/launch/bin/Linux/cernvm-launch
jakob@meerkat launch]$ chmod +x cernvm-launch
[jakob@meerkat launch]$ git clone https://github.com/cernvm/public-contexts
Cloning into 'public-contexts'...
remote: Counting objects: 38, done.
remote: Total 38 (delta @), reused 0 (delta 0), pack-reused 38
Unpacking objects: 100% (38/38), done.
launch]$ 1s public-contexts/
alice-masterclass.context cms-opendata.context sft.context
atlas.context lhcb.context sguid.context
launch]$ ./cernvm-launch create public-contexts/sft.context
the global config file: /home/jakob/.cernvm-launch.conf
global config: /home/jakob/.cernvm-launch.conf
Enter a directory where do you want keep all CernVM-Launch files: VM images, disk files, etc.
e files can grow substantially.
Enter directory [/home/jakob]:
Using user data file: public-contexts/sft.context
Enter VM name [sft]:
Parameters used for the machine creation:
name: sft
cpus: 1
memory: 2048
disk: 20000
cernvmVersion: 2.8-6
sharedFolder: /home/jakob
[jakob@meerkat launch]s fi




Example Invocation of cernvm-launch

2l - jakob@meerkat:~/Documents/CERN/workshopsfcernvm18/talk/launch

File Edit View Terminal Help
[jakob@meerkat launch]$ wget -g https://ecsft.cern.ch/dist/cernvm/launch/bin/Linux/cernvm-launch
[jakob@meerkat launch]$ chmod +x cernvm-launch
jakob@meerkat launch]$ git clone https://gi sft [Running] - Oracle VM VirtualBox
Cloning into 'public-contexts'... e Machine View Input Devi
remote: Counting objects: 38, done.
remote: Total 38 (delta @), reused 0 (delta
Unpacking objects: 100% (38/38)
[jakob@meerkat launch]$ 1s public-contexts/
aleph.context alice-masterclass.context cm
alice.context atlas.context 1h
jakob@meerkat launchl$ ./cernvm-launch crea
the global config file: /home
global config: /home/jakob/.c
Enter a directory where do you want keep all
e files can grow substantially.
Enter directory [/home/jakob]:
Using user data file: public-contexts/sft.co
Enter VM name [sft]:
Parameters used for the machine creation:
name: sft
cpus: 1
memory: 2048
disk: 20000 CernyM
cernvmVersion: 2.8-6
sharedFolder: /home/jakob
[jakob@meerkat launch]$ i

& @ Right ctrl




	Appendix
	Backup Slides


